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Re: Notice of Data Security Event

Dear I

Mattress Insider, LLC ("MI") is writing to inform you of a recent event that may impact the privacy of some of your
personal information. We want to provide you with information about the event, our response, and steps you may
take to better protect against potential misuse of your information.

What Happened?

On or about May 14, 2020 Ml was notified by our credit card acquirer, WorldPay, regarding fraudulent charges on
cardholders’ credit card accounts. As part of the investigation conducted, it was determined that unauthorized access
to your personal information and credit card data may have been compromised from January 11, 2020 through May
14, 2020.

An unauthorized entity added malicious script to our payment gateway at mattresinsider.com. Malicious script
potentially sent consumers’ credit card information to an unauthorized third-party website. We have no associafion
with the third-party website. Ml is notifying those who made a payment card fransaction on mattressinsider.com while
the threat was present.

What Information Was Affected?

MI is unable to know with certainty what customer data was compromised. Customer data that may have potentially
been involved is as follows: first and last name, billing address, shipping address, phone number, email address,
payment card data (account number, card expiration date and security code).

What We Are Doing.

M takes the confidentiality, privacy and security of information in our care seriously. You are being notified because
your personal information may have been subject to unauthorized access.

2 We have in place security measures to safeguard information and data on our systems. We continue to assess and
X pdate security measures to safeguard the privacy and security of the information and data in our care.

MI reported the incident to the FBI. At the suggestion of the FBI, Ml filed a complaint with Internet Crime Complaint
Center (IC3). Ml also contacted the Jefferson County Sheriffs depariment. This notice has not been delayed by a law
enforcement investigation.

We identified and removed the extra code that was added to the compromised files which re-routed credit card
information. We searched server logs to identify additional threats. The payment gateway and check out module
credentials were changed for all staff. We added additional menitoring fo our systems.
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What You Can Do.

MI is offering you access to twelve months of complimentary credit monitoring with fraud alert and identity theft
protection servicesfinsurance up to $25,000 through Equifax. The cost of this servige will be paid for by MI. Enclosed,
for your convenience, is an instruction sheet on how to enroll in the credit monitoring and identity protection
servicesfinsurance, You may also access the Enroliment link at www.myservices.equifax.comfefx1_bresngis to enroll
online. There is a 4 Step enroliment process which includes Identity Authentication, there will be a series of questions
regarding your credit file that you must answer accurately to activate the product,

We strongly encourage you to remain vigilant against incidents or identity theft and fraud by reviewing your account
statements and to monitor your credit reports for suspicious activity. We have attached “TAKING STEPS TO
PROTECT YOUR INFORMATION" which contains suggested guidance how to protect against potential misuse of
your information. ‘

For More Information.

We understand you may have questions about this incident that are not addressed in this letter. If you have additional
questions or need assistance, please call 844-959-0473 the hours of 9:00 am. to 8:00 p.m. EST Monday - Friday
and 9:00 am - 6:00 pm EST Saturday and Sunday

Sincerely,

Jonathan Prichard

Founder & CEO
Mattress Insider, LLC
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“TAKING STEPS TO PROTECT YOUR INFORMATION'

Fraud Alert

1.

Place an initial Fraud Alert with the Credit Reporting Agencies

The Federal Trade Commission (FTC) recommends that a fraud alert be placed with the Credit Reporting
Agencies. A fraud alert lets creditors know to contact you before they open any new accounts or change any
of your existing accounts. (The contact information for the credit bureaus can be found below.)

An Initial Alert and an Extended Alert are two types of fraud alerts that you can place on your credit report to

- put your creditors on notice that you may be a victim of fraud:

Initial Alert: You may ask that an initial fraud alert be placed on your credit report if you suspect you have .
been, or are about to be, a victim of identity theft. An inifial fraud alert is free and stays on your credit
report for at least 90 days. The initial fraud alert may be renewed every 90 days.

Extended Alert. You may have an extended alert placed on your credit report with the appropriate
documentary proof if you have previously been a victim of identity theft. An extended fraud alert may
remain active for up o 7 years.

Yoﬁ can calt any one of the three credit reporting agencies at the numbers below to place a fraud alert. The
credit bureau you choose to contact is required to notify the other two, which will place an alert on their
versions of your credit report as well.

+  Proof of identity will be required. _ |
»  They may ask for a copy of your notification letter, proof of residence, and other information.
«  Make sure the Credit Reporting Agencies have your latest contact information,

Once the alert has been put in place, any business that has been contacted to open a new account for you
will be required to contact you and receive proof of your identity first

Place a Freeze on your credit with the Credit Reporting Agencies

You may also place a Freeze on your credit file, known as a Security Freeze. A Freeze prevents‘new credit
from being opened in your name without the use of a PIN number that is issued to you when you initiate the
Freeze.

A security freeze is designed to prevent potential creditors from accessing your credit report without your
consent. As a result, using a security freeze may interfere with or delay your ability to obtain credit.

You must separately place a security freeze on your credit file with each credit reporting agency. (The
contact information for the credit bureaus ¢an be found below.)
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Be Vigilant

Be vigilant in monitoring your credit and personal information to ensure the criminals have not attempted to use stolen

information.

1. Review your bank, credit card and debit card account statements carefully.
2. Monitor your credit reports with the major credit reporting agencies.

Onee you place the fraud alert in your file, you are generally entitled to order free copies of your credit
reports, and, if you ask, only the last four digits of your Social Security Number will appear on your credit
reports, Carefully review any credit reports you receive and look for:

+ Accounts you did not open.
+ Inquiries from creditors that you did not initiate
+  Personal information, such as home address and Social Security Number that are not accurate.

Re-establish the Fraud Alert every 90 days: Even if you do not find any signs of fraud on your reports,
some consumer protection specialists recommend checking your credit report every three months and
keeping the Fraud Alertin place.

3. Update or revise User Names and Passwords.

Another area which is often overlooked are usernames and passwords. Update your information for all of
your accounts and confinue to update these on a regular basis. Stale and/or repetitive passwords are easier
to hack.

»

Passwords should be a minimum of 8 characters long and be a combination of upper case letters, lower
case letters, numbers, and symbols.

Don't use family or pet names, birthdates, or other personal information the criminal may have access fo.
Don't use the same passwords on separate accounts.

Immediétely Report Any Suspicious Activity
If you detect any suspicious activity on any account, you should promptly nofify:

1. The financial institution or company with which the account is maintained;

2. Proper law enforcement authorlties Call your local police or sheriffs office and file a police report of identity
theft;

«  If appropriate, give your contact information to the law enforcement agency investigating the incident
for the company or organization from whom you received the initial notification;

+  Getacopy ofthe poiice report. You may need to give copies of the police report to creditors to clear
up your records.

TAKING STEPS TO PROTECT YOUR INFORMATION
Page 2
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3. Federal Trade Commlsszon Create an Idenfity Theft Report. {Instructions are found below) Your complaint
will be added to the FTC's Identity Theft Data Clearinghouse, where it will be accessible to law enforcers for
their investigations.

4, Credit report agencies: Call the credit agency at the teiehhone number on your credit reports or as listed
below. They may request a copy of your police report, and if you have it, the ldentity Theft Report

" 5. Your State Attorney General: Aimost every state is actively working to help stop identity theft and has laws in
place regarding company, organization, and agency involvement in notifying you of possible breaches. You
may notify themif you are a victim of identity theft.

Credit card companies, banks, and other financial insfitutions may notice attempts to access your information or

- accounts before you do. If you receive a notice from them, promptly follow their instructions.

Credit Reporting Agencies (a.k.a. Consumer Credit Bureaus)

You may obtain a free copy of your credit report from each of the three major credit reporting agencies by visiting
http:/iwww.annualcreditreport.com, calling toll-free 877-322-8228, or by completing an Annual Credit Report Request
Form and mailing it to Annual Credit Report Request Service, P.O. Box 105281, Alanta, GA 30348. You can printa
copy of the request form at https://www.annualcreditreport.comicralrequestformfinal.pdf.

Direct contact information for the three national credit reporting agencies:

- EQUIFAX’ | J.¥ Experlan 4%%‘ TransUnfon.
Equifax Experian TransUnion

(800) 685-1111 (888) 397-3742 (800) 916-8800

www.equifax.com Www.experian.com www transunion.com

P.0. Box 740241 P.O. Box 9532 P.0O. Box 6790

Aflanta, GA 30374 Allen, TX 75013 Fullerton, CA 92834

Federal Trade Commission

To report fraud, identity theft, or an unfair business practice, visit the FTC website at
fic.govicomplaint and select identify theft’ as the complaint type. You will be asked a
series of questions. If possible, be prepared to provide:

e Your contact information: name, address, phone number, email

« Information about the breached company or seller: business name, address, phone number, website, email
address, representative’s name

o Details about the possible use of your identity and what accounts may be affected.

Additional information regarding steps to preventing identify theft can be found at ftc.gov/idtheft or you can call
1-877-ID-THEFT (877-438-4338).

TAKING STEPS TO PROTECT YOUR INFORMATION
Page 3
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State Attorney General

Massachusefts:

Honorable Maura Healey
Attorney General Massachusefts

Department:  Consumer Protection Division

Address: One Ashburton Place 18th Floor
Boston, MA 02108

Phone: 617-727-8400
Website: https:/iwww.mass.gov/get-consumer-support

~ Under Massachusetts law, you have the right to obtain a police report filed regarding this incident.

TAKING STEPS TO PROTECT YOUR INFORMATION
' Page 4
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Enrollment Peadline: —

Product Information
Equifax® Credit Watch™ Gold with WebDetect Features

Equifax® credit file monitoring and alerts to key changes to your Equifax credit report

Wireless alerts (available online only) Data charges may apply.

Access to your Equifax credif report _

Internet Scanning’ Monitors suspicious web sites for your Social Security, Passport, Credit Card, Bank, and
Insurance Policy Numbers, and alerts you if your private information is found there.

» Automatic Fraud Alerts? with a fraud alert, potential lenders are encouraged to take extra steps to verify your
ID before extending credit

Up to $25,000 Identity Theft Insurance®

Live agent Customer Service 7 days a week from 8 am. to 3a.m.

Enrollment Instructions

To sign up online for online delivery go to hfip://myservices equifax.comlefx!_bresnais

1. Welcome Page: Enter the Activation Code provided at the top of this page in the “Activation Code” box and click
the "Submit’ button.

2. Register: Complete the form with your contact information (name, gender, home address, date of birth, Social
Security Number and telephone number) and click the “Continue” button.

3. Create Account: Complete'the form with your email address, create a User Name and Password, check the box
to accept the Terms of Use and click the "Continue” button.

4. Verify ID: The system will then ask you up to four security questions to verify your identity. Please answer the
questions and click the “Submit Order” button.

5. Order Confirmation: This page shows you your completed enroliment. Please click the “View My Product” button
to access the product features.

*Internet scanning, wikk sean for your Soctsl Secusity muraber (i vou choose to)), upt te 3 bank accound smdars, up to & creditfdebif card
numbers you provide, up to 3 emall sddrmases, up to 10 moedical I arambers, and up to 5 pestport mumbees. Tnfernef seonmivg scms
thowmnds of intemet sites whors connoneny’ pessonn] information it mmpected of being bought and sofd, and ix constantly adding new sites
to thase it searches, Fowever, the Internet addresses of thess sospected Infenist frading sifes ave vot published and Sequently changs, 5o
there is no mamautes that Faferaet scannfag is shle to Jocate end search every possible Tnfernal site where consumery’ persona! inforsstion
iy at risk of bejag raded, '

The Antorstic Frand Alert feature nuade available to consumers by Equifay Tnformation Services LLOC and fulfillad on its bebalf by
Equifix Consumer Services LLC.

i I&euﬁiiy theft nsmeanes is nndirorvitten by Awarican Bonlers Insuwrance Cortpany of Florida or its affifiates. The description herein iz g
surmaey and Bxtended for dnfrmational preposer only and does ot inclade 28 terms, conditions mngd exshusions of the polities described.
Pleags refer to the actusl policien for tarms, conditions and exchisions of zoveraga. Coverage way not Be available in sl ferisdictions,

Erquifae® iy 2 registered trademarl of Equifan Tne. ©2017 Bquifux Tue., Affanta, Georgia. AR rights regerved,



