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[address line 2]

[city, state, zip] .
Notice of Data Security Incident

Dear [addresseel},

We are contacting you because Prisoners’ Legal Services of Massachusetts (“PLS™) recently experienced a data
security incident that could affect some of your personal information. Please review this letter carefully to learn
about the incident and about resources you can use to monitor your personal information and help protect against
identity theft.

What Happened?

In Qctober 2019, PLS became aware that an unauthorized person gained access to certain PLS confidential
information, including documents related to a settlement of a 2011 lawsuit against the Sheriff of Essex County, in
the case Bentley et al. v. Sheriff of Essex County, Civil Action No. 2011-01907 (Essex Super. Ct.) (the
“Settlement™). We have identified you as a party to the Settlement and, as a result, the unauthorized person may
have viewed certain of your personal information contained in these documents.

‘What Information Was Involved?

The information potentially accessed includes your name, Social Security mumber, and address at the time of the
Settlernent. While we do not know for a fact the upauthonzed person shared this information any further, we are
sending you this notice as a precaution and so you can take steps to protect your personal information. At this time
we do not have any evidence that any individual has suffered from identity theft as a result of the mcident. This
matter has no effect on the Setilement itself or the funds you received in the Settlement.

What We Are Doing

PLS takes this event very seriously, After learning of this sitnation, we took immediate steps to understand the
nature and scope of the unauthorized access. We also contacted the unauthorized person and received assurances
that the unauthorized person did not disclose the affected information to any other parties and that 1t has been
deleted.

As an added precaution, we are offering a complimentary two-year membership of
Experian’s® IdentityWorkss, This product provides you with superior identity detection and resolution of identity
theft. To activate your membership and start monitoring your personal information please follow the steps below:

s Ensure that you enroll by: July 31, 2020 (Your code will not work after this date.)
e Visit the Experian ldentityWorks website to enroll: htips://wwiw.experianidworks.com/credit
= Provide your activation code: {code}

If you have questions about the product, necd agsistance with identity restoration or would like an altemative to
enrolling in Experian IdentityWorks online, please contact Experian’s customer care team at §77.890.9332 by July




31,2026. Be prepared to provide engagement number DB20176 as proof of eligibility for the identity restoratibn
services by Expertan. For more information, please review the enclosed ddditional details regarding vour 24-month
Experian IdentityWorks Membership.

What You Can Do

As always, we recommend that you remain on the lookout for incidents of fraud and identity theft, including by
regularly viewing your account statements and monitoring your free credit reports. For more information on how
you can help protect yourself, please review the enclosed Steps You Can Take to Protect Yourself From Identity
Theft.

For More Information

Please rest assured the well-being of our clients is our highest priority. We regret any inconvenience this incident
may cause you, and thank you for your understanding and cooperation. If you have any further questions or
concerns about this incident, feel free to contact us by phone at 617-482-2773 or by email at Irydzewski@plsma.org.

Sincerely,

Elizabeth Matos
Executive Director



Additional details regarding vour 24—month Experian IdentityWorks Membership:

A credit card is not required for enrollment in Experian IdentityWorks.

You can contact Experian immediately regarding any fraud issues, and have access to the following features once
you enroll in Experian IdentityWorks:

»  Experian credit report at signup: See what information is associated with your credit file. Daily credit
reports are available for online members onty *

»  Credit Monitoring: Actively monitors Experian file for indicators of frand.

¢ Tdentity Restoration: Identity Restoration agents are immediately available to help you address credit and
non-credit related fraud.

»  Experian TdentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration
support even after your Experian IdentityWorks membership has expired.

e Up to $1 Million Identity Theft Insurance™*: Provides coverage for certain costs and unauthorized
electronic fund transfers.

If you believe there was fraudulent use of your information and would like to discuss how you may be able to
resolve those issues, please reach out to an Experian agent at 877.890.9332. If, after discussing your situation with
an agent, it is determined that 1dentity Restoration support 1s needed, then an Experian Identity Restoration agent is
available to work with you to investigate and resolve each incident of fraud that occurred (including, as appropriate,
helping you with contacting credit grantors to dispute charges and close accounts; assisting you in placing a freeze
on your credit file with the three major credit bureaus; and assisting you with contacting government agencies to
help restore your identity to its proper condition).

Please note that this ldentity Restoration support s available to you for one year from the date of this Jetter and does
not require any action on your part at this time. The Terms and Conditions for this offer are located at

www. Experian]DWorks comfrestoration. You will also find self-help tips and information about identity protection
at this site.

* (fline members will be eligible o call for additional reports quarterly after envolling

** The Ideatity Theft Insurance is underwritten and administered by American Bankers Insuranice Company of Florida, an Assurant company.
Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in al} jurisdictions,




Steps You Can Take to Protect Yourself From Identity Theft

1. Review your account statements and credit reports and notify law enforcement and PLS of
suspicious activity. :

Even if you do not feel the need to register for a credit monitoring service, as a precaufionary measure, we
recommend that you regularly review statements from your bank, credit card, and other accounts and
periodically obtain your credit report from one or more of the national credit reporting companies. You may
obtain a free copy of your credit report online at www.annualereditreport.com, by calling toll-free
1.877.322.8228, or by mailing an Annual Credit Report Request Form {available at
www.anmualcreditreport.com) to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA
30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three
national credit reporting agencies:

EquifaxExperian TFransUnion

P.0. Box 746241 P.O. Box 9532 P.0O. Box 2000

Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19022-2000
www.egquifax.com WWW.EXDENan.com WWW.TAnSURIOn.com

1.888.766.0008 18883973742 1.800.680.7289

When you receive your credit reports, look them over carefully. Look for accounts that you did not open
and/or inquiries from creditors that you did not initiate. Also check to see if your personal information on the
credit report is accurate. If you see anything you do not understand, call the credit reporting agency at the
telephone number on the repoit.

We recomimend that you remain vigilant in your review of your account statements and credit reports. You
should promptly report any suspicious activity or suspected identity theft to us and to the proper law
enforcement authorities, including local law enforcement, your state’s attorney general, and/or the Federal
Trade Commnission.

2, Consider placing a fraud alert or a security freeze on your credit files.

Fraud Alerts: There are two types of fraud alerts that you can place on vour credit report to put your creditors
on notice that you may be a victim of fraud: an mitial alert and an extended alert. You may request that an
initial fraud atert be placed on your credit report 1f you suspect you have been, or are about to be, a victim of
identity theft. An initial fraud alert stays on your credit report for at least 90 days. You may have an extended
alert placed on your credit report if you have already been a victim of identity theft with the appropriate
documentary proof. An extended fraud alert stays on your credit report for seven years. You can place a fraud
- alert on your credit report by calling the toll-free fraud number of any of the three national credit reporting
agencies listed above.,

Security Freezes: You may have the right to put a security freeze, also known as a credit freeze, on your
credit file, so that no new credit can be opened in your name without the use of a PIN nomber that 15 issued to
you when you initiate a freeze. A secunty freeze 1s designed to prevent potential credit grantors from
accessing your credit report without your consent. If you place a security freeze, potential creditors and other
third parties will not be able to get access to your credit report unless you temporarily lift the freeze. Security
freeze laws vary from state to state.

Keep in mind that when you place the freeze, you may not be able to borrow money, obtain instant credit, or
get a new credit card until you temporarily Hft or permanently remove the freeze. In addition, you may incur
fees to place, Lift and/or remove a credit freeze. The cost of placing, ternporarily lifting, and removing a

security freeze also varies by state, generally 85 to $20 per action at each credit reporting company. Unlike a




fraud alert, you must separately place a security freeze on your credit file at each credit reporting
company. Since the instructions for how to establish a credit freeze differ from state to state, please contact the
three major credit reporting companies at the numbers above to find out more information.

3. Learn more about how to protect yourself from identity theft.

You may wish to review the Federal Trade Commission’s guidance on how consumers can protect themselves
against identity theft. For more information:

Federal Trade Commission
600 Pennsylvania Avenue NW
Washimngton, DC 20580
www. fic.pov/idtheft
1.877.ID.THEFT (1.877.438.4338)

For residents of Massachusetts: Under Massachusetts law, you have the vight to obtain any pohce report
filed in regard to this incident. If you are the victim of identity theft, you also have the right to file a police
report and obtain a copy of it.

Under Massachusetts law, you may also place, hife, or remove a security freeze on vour credit reports, free of
charge. You must place your request for a freeze with each of the three major consumer reporting agencies:
Equifax (www.equifak.com); Experian (www.experian.com); and TransUnion (www.transunion.com). To
place a security freeze on your credit report, you may send a written request by regular, certified or overnight
mail at the addresses below. You may also.place a security freeze through each of the consumer reporting
agencies’ websites or over the phone, using the contact mformation below:

Equifax Security Freeze Experian Security Freeze TransUmnion Security Freeze
P.O. Box 105788 P.O. Box 9554 P.O. Box 160

Atlanta, GA 30348 Allen, TX 75013 Woodlyn, PA 19094
1-800-349-9960 1-888-397.3742 1-888-909-8872
https:/fwww.equitax.com/personal/  https://www experian.com/freeze/cent - https://www.transunion.com/c
credit-repori-services/ or html redit-freeze

In order to request a security freeze, you will need to provide some or all of the following information to
the credit reporting agency, depending on whether you do so online, by phone, or by maik:

Your full name (inclading middle initial as well as Jr., Sr., 1L, I, ete);
Social Security Number;
Date of birth;
If you have moved int the past five (5) years, the addresses where you have lived over the prior five
years;
Proof of current address, such as a current utlhty bill, telephone bill, rental agreement, or deed;
6. A legible photocopy of a government issued 1dent1‘ﬂcat10n card (state driver’s license or ID card,
military identification, etc.);
7. Social Security Card, pay stub, or W2;
8. If you are a victim of identity theft, include a copy of either the police report, investigative report, or
complaint to a law enforcement agency concerning identity theft.
The credit reporting agencies have one (1) to three (3) business days after receiving your requcst to place a
security freeze on your credit report, based upon the method of your request. The credit bureaus must also send
written confirmation to you within five (5) business days and provide you with a unique personal identification
number (PIN) or password (or both) that can be used by you to authorize the removal or lifting of the security
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freeze. It 1s important 1o maintain this PIN/password in a secure place, as you will need it to lift or remove the
security freeze.

To lift the security freeze in order to allow a spectfic entity or individual access to your credit report, you must
make a request to each of the credit reporting agencies by mail, through their website, or by phone (using the
contact information above). You must provide proper 1dentification (including name, address, and social
security number) and the PIN number or password provided to you when you placed the security freeze, as
well as the identities of those entities or individuals you would like to receive your credit report. You may also
temporarily lift a security freeze for a specified period of time rather than for a specific entity or individual,
using the same contact information above. The credit bureaus have between one (1) hour (for requests made
online) and three (3) business days (for request made by mail) after recetving your request to lift the security
freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies by mail,
through their website, or by phone {(using the contact information above). You must provide proper
identification (name, address, and social security number) and the PIN number or password provided to you
when you placed the secunity freeze. The credit bureaus have between one (1) hour (for requests made online)
and three (3) business days (for requests made by matl) after receiving your request to remove the security
freeze.



