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August 14, 2020

Sent vz UPS -

Dear [ NEG—_
We are wriiing fo inform you of an incident inovolving your personal information,
What Happered?

When your-July worker’s ¢ nu‘psmd!son claim was reposted o us, the mailing address for another }Jil‘-]}'lc_S‘s was
pmndmi instead of vomr emplover’s address, As a result of that error, claim dociynents were mailed to-the third
party company mstead of (o your smplover. The error was repuried o us by the ! third party that received the
documents, Cur Claimy tzam corrected the sddress Jor your amplnyer in our system 10 ensurz fhat this dots Nt zeveour, The
third paxty haz destroved the documents that i reecived in error. We have no evidence ol any sctual o attempled
stisuse of your Information.

What Information Was Involved?

The ¢laim docurents included your name, address, social security number and date of hirth.

What We are Doing.

Althougl we have no evidence of any misuse of your information, we are, providing you, on a Lompllmmfﬂf‘y

basis, twe vears of Experian Tdentity Works™ fdentity iheft protection serviees to belp safeguard yo u from misuse of
yoor persenal informuation. You also have the right fo file a police r«.pe}r‘r and abtain a copy of it.

Ideunty Restoratian: If you beliove there was fraudulent use of your information as a result of this incident and
would like to discuss how you may be able to resolve those issucs, please reach out to an Experian agent. I, after
discussing your situation with an agent, it is defermioed that. identity sestoration support is needed, then ap
Experian Identity Restoration agent will be available to work with you to investigate and resoive cach incident of
fraud that occurred from the date of the incident {including, #s appropriate, helping you with contacting credit
grantors o dispute charges und close accounts; assisting you in placing & freeze on your credit fle with the three
major credit burcaus; and assisting you with cozatautmg government dgencm 10 help restore your identity to Hs

proper condition)

- Please pote that Idumw Rsamranon is avazlable 10, 3011 for two years frum the date {)i this letler and does not.
require any action on. your part af this time. The Terms and Conditions for ﬁus offer are locafed at

' W, prerm}iﬁ\r\orics com/restoration,

S Fra ud Detection: While 1dcnizw rz,storauon assistance i$ mmcdxaieiv available to vou, we also encourage you (o
activate the fraud ‘detection tools available ﬂ:mu:,h Experian Id»uns}Workw a3-a complimentary two-year
membetship. This product provides you with superior identity deteetion and rchoiutmn of identity. thelt. Jo slart

'Z mommrmg }O’a!' pmonai mfmrmanon, please follow the steps below:

. Emure that you cnroi by November 9" {vour code will not work afler this dato)
 Visit the Experian Identity Works™ website lo cm*o[i hitps:// WHW, m;:xermn‘z:(}worl\s mm!g]‘(gg;ﬁw,

« Provide your netivation codel

If you Have questions abour the product, need mﬁ;tslam.c wﬁh Idw.hty Rﬁ:smralmn th‘lt arose as a rcsult of this
incident or would bke an alfernalive to- enmilmg in “Experian: Idenut},WOer“ online, pie&se conlact.

Experian's customer care team at 1~v8?7-890-9 432 by Novernber 9 Be prépared to provide, engagcment or
mami}er-aq proaf of ehg:bnhty fur the Idenn’q, Resmmhon serviees bv Expenan 3 o

-Add!nanal detalls rcgardmg your hwryc,ar EX])L‘P]-H! Idenhty‘b\’orks“ memhership A cred:t

eard is ‘wot yequired for enrdllment in’ Experian IdentityWorks™.  You can contact prenan
immediately regarding any &‘aué :ssues, and have aceess to ihe feliowmg featun,'-; puee yﬂu eﬂmli in: o
i 'F‘{penan I&ent)WWnrks’s" o : : B AR,




- Experian eredit report at signup: See what informution is assoctated with your credit file, Daily
sredil reports are available for online members only.®

= Credit Monitoring: Actively monifors Bxperian, Equifux and Transunion fikes for jndicators of

- fraud,

- Internet SBurveillanee: Technology searches the web, chat rooms & bailetin boards 24/7 10
identify trading or selling of your presosal inforniation on the Dark Web.

+ Identiry Restoration: Identity Restoralion speeialists are innnediately available o help you
address credit and non-credit related fraud.

+ Experian ldentityWorks™ ExtendCARE™™: You receive the same high-level of Identity
Restoration support even affer your Experian IdenlityWorks™ membership has expired.

- &t Million fdentity Theft Insuranee™: Provides coverage for cerlain cosls and unauthorized
electronie fund transfers.

+ Lost Wallet: Provides assistance with canceling/ re;}iaung Inst or siolen L!‘Ldil d&bu and medjoal
eards.

+ Child Monitoring: For 10 chsiému up to 18 vears ald Tnternel Sur\rmliame and memkmm, to
determine whether envolled minors in vour hnmd;o‘id have an pri*rs‘sn eredil [‘t‘p{}}:’i are
available. Also included are Identity Restoration and up o 1M {dentity 1 ‘heft Insurance®®

What You Can Do.

We wanl to make you aware of steps you may take to guard against identity theft or fraud. Please review
the enclosed information aboul idestity theft protection. '

For More Informaition.

We take {hL protection of your personal information seribusly and are takivg steps to prevent a similar
cecprrence. If you have quesi‘mm or concerns sbout this incident, please vontact me at 908-372-4228. We
smc:.mlv regret amy inconveniene or comcern camud iay thm mc:dcu%

Siacercly, _

" - ot -
G T 7 e

. k’gj k‘} ® Q‘ . \ .

Huna G, Hessing

Chief Privacy Officer
©+ Chubb North America

Enclosure




- days after getting your request.

information about Identity Theft Protection

Monitor Your Accounts

We e ; i " N
commend that vou reqularly review statements from your accounts and periadically obtain your oredit report

from r e b " :

at mszzoz m?re of the national credit reporting comparies. You may obtain 4 free copy of your credit report onfine

Form fa‘v Qgia crecmregofi.gu_m, by calling toil-free 1-877-322-8228, or by mailing an Annual Credit Report Request
{Bvanable at www, annuaicreditreport.com) to Arnual Credit Report Request Service, P.O. Box 105287, Atlanta, -

GA. 30348-5281. You may also i i j
_ ; i ) purchase a copy of your credit report by contacting o 1 i
credit reporting agencies isted b py y port by 4 One or more of the three nafionial

Eequifax®

» ' Experian TransUnion”
Anaiiogﬁxgmm P.O. 8ox 9701 2.0, Box 1000
Ty %’m_ég Qi?%zm Allen, TX 76013-8701 Chester, PA 19016-1000
S0-68-11 1 1-886-397-3742 1-800-888-4213

Www equifax com Wvw BxXpenan.com www iransunion.com

:":’:@? you dr eceive your credit reports, review them carefully. Look for accounts or ereditor inquiries that you did not
lale or ac not recognize. Look for information, such as home address and Social Security number that is not

'?;;g;at& f you see anything you do not understand. call the credit reporting agency at the ielephone number on the

Credit Froaze

EOU ha\’f the right to put & security freeze, also known as a credit freeze, on your credit fle, so that no new credit can
: ?{)O?@lﬂd N your name Wi?hﬂut‘ihe use of & Personal Identification Number (PIN) that is issued to you when you
nitiate a freeze, A credit freeze s designed to prevent potential credit grantors from accessing your credit report

without your consent, If you place a credit freeze, potential creditors and othier third parties will not be able to access .

ygur_ c:re_di% seport unless you temporarily lift the freeze, Therefore, using a credit freeze may delay your ability to
g tain credit _Pufsuant to federﬂai faw, you cannot be charged to place or lift a credit freeze on your credit report.
hould you wish to place a credit freeze, piease contact all three major consumer reporting agencies listed below. .

Equifax Experian - TransUnion
F.O. Box 105788 P.O. Box 8554 . P.0, Box 2000
Atlanta, GA 30348-5768 Allen, TX 75013-3554 Chester, PA 180162000
1-8(?&685«1 111 1-888-387-3742 1-888-500.8872 ‘
www.equrfax,mmfpefsmaii Vi experian ooy T www Iransunion comy
creditreport-services _ freezefcenter htmi  gredit-freeze

You must separately place a credit freeze on your credit file at sach credit reporting agency. The foliowing
information should be included when requesting a credit freeze: L

1 Fult name, with middle initial and any suffixes;
2)  Social Security number; R
3 Date of birth (menth, day, and year),
43 Current address and previous addresses for the past five (5) years;
5¢  Proof of current address, such as a current uiility bill or telephone bill;
a3 Cther personal information as required by the applicable credit reporting agency;

If you request a credit freéze oriline or by-phone, then the credt reporting agencies have one (1) business day afer . "
‘receiving your request to place a credit freeze on your credit file report. If you request a lift of the credit freeze online.. .

" or by phone, then the credit reporting agency must lift the freeze within one (1) hour. If you request a credit freeze or

iift of & credit freeze by mail, then the credit agency must place or lift the credit freeze no later than three (3) business ::_";: : -

. '_'Fraud Alerts .

- You also have the'righi to place an initial or extended fraud alert on your file at no cost. An initial fraud alert lasts 1> . L
" year and js placed on a consumer's credit file. Upon seeing a fraud alert display on a consumer's credit file, a2~
- business is required to take steps to verify the consumer's identity before extending new credit. If you are a vicimof - -

identity theft, you are entitied to an extended fraud alert, which is a fraud alert jasting 7 years. Should you wish o,

place a fraud alert, please contact any one of the agencies listed below. The agency you contact will then contact the i e

cther two credit agencies.




Equifax Experian TransUnion

P.O. Box 1058788 B0, RBox 9554 PO Box 2000
Aflanta, GA 30348.57688 Alen, TX 750138554 Chester, PA 15016-2000
1-888-766-0008 1-888-397-3742 1-B00-680-7288
www equifax comdpersonall Www expesian. comy s fransunion. comiffraud-
creditraporl-senvices fraudfcenter htmi ' victim-resource/place-fraud-atert

Monitor Your Personat Health Information

If applicable to your situation, we recommend that you reqularly review the explanation of benefits statement that you
receive from your insurer. If you see any service that you believe you did not receive, please contact your insurer at
the number on the statement. If you do not receive the regular expianation of benefits statements, contact your
provider and request thern 1o send such statements following the provision of senvices in your name or nurmber.

You may want to order copies of your credit reports and check for any medical bills that you do not recognize. If you
find anything suspicicus, sall the credit reparting agency at the phone number on the repert. Keep a copy of this
nofice for your records in case of future problems with your medical recards. You may alse want to requést a copy of
your medical records from your provider, to serve as a paseline, if vou are a California residerst, we suggest that vou
visit the website of the California Office of Privacy Protection at www.privacy.ca.gov to find more information about
your medical privacy. :

Additional information S . : : _ .
You can further educate yourself regarding identity theft and the steps you can take 16 protect yourself, by contacting
your state Altormey General o the Federal Trade Commission. Instances of known or suspested idenfity theft shouid.
be reparted to law enforcement, your Attorney General, and the FTC, L S o o

_The Federal Trade Commission
B0C Pennsylvania Avenue, NW
O ‘Washington, DC 20580 .
=87 TAD-THEFT (1-B77-438.4338)
TTY: 1-866-653-4261
" www fle qovidiheft |






