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Dear <<first_name>> <middie_name>> alast namers csuifics:

Behavioral Health Network, Inc. (‘BHN") writes to inform you of a recent incident that may affect some of your information.
\Nhé!e we are unaware of any actual or attempted misuse of your personal information, we are providing you with an
averview of the incident, our response, and steps you may take to better protect yourself, should you feel it necessary
to do so.

What Happened? The cyhercrime industry is an ever growing and changing threat to organizations of all sizes and
industries. Like Facebook, Twitter, and countiess other organizations, BHN ‘s not immune from these types of incidents.
On May 28, 2020, certain BHN systems became infected with a virus that prohibited access to our files. Upon discovery,
RHN immediately commenced an investigation, which included working with third-party IT and forensic investigators, to
determine the full nature and scope of the incident and to secure our network. Through this investigation, we determined
that an unauthorized actor had placed malware within our environment that disrupted the operation of certain BHN
systems. On or about July 17, 2020, BHN’s investigation further determined that the unauthorized actor had gained
access to certain BHN systems between May 26, 2020 and May 28, 2020. As a result, the unauthorized actor may have
had access to certain files within these systems.

What Information Was Involved? \While the investigation was able to determine these BHN systems were accessed,
it was unable to determine whether any specific file containing sensitive information was actually accessed or acquired
by the unauthorized actor. Therefore, in an abundance of caution, BHN is notifying you of this incident because you
are a <<bZb_text 1Cientidentifiery>> and the following types of information related to you were present in the affected
systems! <<h2h texs 2(mpactecData)>>. To date, BHN has not received any reports of actual or attempted misuse of

~ your information.

What Are We Doing? The confidentiality, privacy, and security of information in our cave is one of our highest priorities
and we take this incident very seriously. When we discovered this incident, we immediately launched an investigation
and took steps to secure our systems and determine what personal data was at risk. As part of our ongoing commitment
to the security of information in our care, we are working to review our existing policies and procedures, 10 implement
additional safeguards, and to provide additional training to our emnployees on data privacy and security. We will be
notifying state and federal regulators, as required. :

As an added precaution, we are also offering you complimentary access to eighteen (18) months of credit and identity
monitoring services through Kroll. We encourage you to activate these services, as we are not able to act on your
behalf. Please review the instructions contained in the attached Steps You Can Take to Help Protect Your Information
for additional information on these services.

What Can You Do. We encourage you to review the enclosed Steps You Can Take To Help Protect Your Information
for additional steps you may take and information on what you can do te better protect against the possibility of identity
theft and fraud, should you feel it is appropriate to do so. You may also activate the free credit and identity monitoring
services we are offering.
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For More Information. We understand that you may have questions about this incident that are not addressed in this
letter. If you have additional guestions, please call our dedicated assistance line at 1-844-930-2836 between the hours
of 8:00am and 5:30pm Central Time, Monday through Friday, excluding major U.S. holidays. You may also write to BHN
at 417 Liberty Street, Springfield, MA 01104.

We sincerely regret any inconvenience or concern this incident has caused.
Sincerely,
Steven Winn, Ph.D.

President and CEO
‘Behavioral Health Network, Inc.



Steps You Can Take to Help Protect Your Information

Activate Credit and Identity Monitoring

To help relieve concemns and restore confidence following this incident, we have secured the services of Kroll to provide
identity monitoring at no cost to you for eighteen month. Kroll is a global leader in risk mitigation and response, and their
team has extensive experience helping people who have sustained an unintentional exposure of confidential data. Your
identity monitoring services include Credit Menitoring, Fraud Consultation, and Identity Theft Restoration.

Visit https:ﬂ_enroli.idheadquarters.com to activate and take advantage of your identity meonitoring services.
You have until November 3, 2020 to activate your identity monitoring Services.
Membership Number: ¢<Member IDO>

Additional information describing your services is included with this letter.

Monitor Accounts

I e i

We encourage you to remain vigilant against incidents of identity theft and fraud, to review your Expianation of Benefits
and account statements, and to monitor your credit reports for suspicious activity. Under U.S. law you are entitled to
one free credit repert annually from each of the three major credit reporting bureaus. To order your free credit report,
visit www.annualcreditreport.com of call, toll-free, 1.877-322-8228. You may also contact the three major credit bureaus
directly to request a free copy of your credit report.

You have the right to place a “security freeze” on your credit report, which will prohibit a consumer reporting agency from

releasing information in your credit report without your express authorization. The security freeze is designed to prevent’
* credit, Ioans, and services from being approved in your name without your cansent. However, you should be aware that

using a security freeze to take control over who gets access {0 the personal and financial information in your credit report

may delay, interfere with, or prohibit the timely approval of any subsequent request or application you make regarding a

new loan, credit, mortgage, or any other account involving the extension of credit. Pursuant to federal faw, you cannot be

charged to place or lift 2 security freeze on your credit report. Should you wish to place a security freeze, please contact

the major consumer reporting agencies listed below: '

Experian TransUnion Equifax

P.O. Box 9554 p.0. Box 1680 P.O. Box 105788

Allen, TX 75013 Woodlyn, PA 19084 Atlanta, GA 30348-5788
1-888-387-3742 _ 1-888-905-8872 1-800-685-1111
www.exverian.com/freezelcenter.htmi www.transunion,comicredit—freeze www.eczuifax.com!oersona!!credit—

report-services
In order to request a security freeze, you will need to provide the following information:

1. Your fuli name (including middle initial as welf as Jr., Sr., i1, i, etc.);

2. Social Security number;

3. Date of birth;

4. If you have moved in the past five (3) years, provide the addresses where you have lived over the prior five years,
5 Proof of current address, such as a current utility bill or telephone bill;
6

_ A legible photocopy of & government-issued identification card (state driver's license of {D card, military
identification, etc.);

7. \f you are a victim of identity theft, include a copy of either the police report, investigative report, or complainito a
1aw enforcement agency concerning identity theft. '

As an alternative to a security freeze, you have the right to place an initial or extended “fraud alert” on your file atno cost,
An initial fraud alert is-a 1-year alert that is placed on a consumer’s credit file. Upon seeing a fraud alert display on a
consumer's credit file, a business is required to take steps to verify the consumer's identity before extending new credit.
if you are a victim of identity theft, you are entitled to an extended fraud alert, which is a fraud alert lasting seven years.
Should you wish to place a fraud alert, please contact any one of the agencies listed below:

Experian TransUnion ' Equifax

PO. Box 9554 P.0O. Box 2000 P.O. Box 105069

Allen, TX 75013 Chester, PA 19016 Aflanta, GA 30348
1.888-397-3742 1.800-680-7289 1-888-766-0008
www.exoerian.com.’fraudlcenter.html www.transunion.comlfraud—victim— www.equifax.com!nersonalicreditw

resou rce/ptace-fraud-alert report-services



Additional Information

A Y

You can further educate yourself regarding‘identity theft, fraud alerts, security freezes, and the steps you can take to
protect yourself by contacting the consumer reporting agencies, the Federal Trade Compnission, or your state Attorney
General.

The Federal Trade Commission can pe reached at: 600 Pennsylvania Avenue NW, Washington, DC 20580,
www.identitytheft.gov, 1-877-1D-THEFT (1 _877-438-4338); TTY: 1-866-653-4261. The Federal Trade Commission also-
encourages those who discover that their information has been misused to file a complaint with them. You can obtain
further information on how to file such a complaint by way of the contact information listed above. You have the right to file
a police report if you ever experience identity theft or fraud. Please note that in order to file a report with law enforcement
for identity theft, you will likely need to provide some proof that you have been a victim. Instances of known or suspected
identity theft should also be reported to law enforcement and your state Attorney General. This notice has not been
delayed by law enforcement.

A Division of

DUFF & PHELPS

Kroll

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES

You have been provided with access to the following services from Krolk

_ Single Bureau Credit Monitoring

You will receive alerts when there are changes to your credit data—for instance, when a new line of credit is applied
for in your name. |f you do not recognize the activity, you will have the option to call a Kroll fraud specialist, who will be
able to help you determine if it is an indicator of identity theft.

Fraud Consultation

You have unfimited access to consultation with a Kroll fraud specialist. Support includes showing you the most
effective ways to protect your identity, expiaining your rights and protections under the law, assistance with fraud alerts,
and interpreting how personal information is accessed and used, including investigating suspicious activity that could
pe tied to an identity theft event.

identity Theft Restoration

If you become a victim of identity theft, an experienced Kroll licensed investigator will work on your behaif to rescive
related issues. You will have access to a dedicated investigator who understands your issues and can do most of the
- work for you. Your investigator will be able to dig deep to uncover the scope of the identity theft, and then work to
resolve it.

Kroll's activation website is only compatiple with the current version or one version earlier of Chrome, Firefox, Safari and Edge.
To receive credit services, you must be over the age of 18 and have established credit in the 1.5, have a Social Security nurnber in your
name, and have a U.S. residential address associated with your credit file.
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To the Parent or Guardian of:

<afirst_name>» <amiddle_namer> zelast_pames> <<guffie>
<«addrass 12>

<<address 2»>

<<city=>, <<state_province>> «<eppsial coder>

<L COUNITY >7

- «<Date>> (Format: Monih Day, Year)

Dear Parent or Guardian of «<firsi_name=+ cemidille pamer> wdast _namers wagyffiuse

Behavioral Health Network, Inc. ("BHN") writes to inform you of a recent incident that may affect some of your minor's
information. While we are unaware of any actual or attempted misuse of your minor's personal information, we are
providing you with an overview of the incident, our response, and steps you may take to better protect your minor, should
you feel it necessary to do so.

What Happened? The cybercrime industry is an ever growing and changing threat to organizations of all sizes and
industries. Like Facebook, Twittes, and countless other organizations, BHN is not immune from these types of incidents.
On May 28, 2020, certain BHN systems became infected with a virus that prohibited access to our files. Upon discovery,
BHN immediately commenced an investigation, which included working with third-party IT and forensic investigators, to
determine the full nature and scope of the incident and to secure our network. Through this investigation, we determined
that an unauthorized actor had placed malware within our environment that disrupted the operation of certain BHN
systems. On or about July 17, 2020, BHN'’s investigation further determined that the unauthorized actor had gained
access to certain BHN systems between May 26, 2020 and May 28, 2020. As a result, the unauthorized actor may have
had access to certain files within these systems.

What Information Was [nvolved? While the investigation was able to determine these BHN systems were accessed,
it was unable to determine whether any specific file containing sensitive information was actually accessed or acquired
by the unauthorized actor. Therefore, in an abundance of caution, BHN is notifying you of this incident because your
minor is a <<b2b_text_1{Clienildentifien)>> and the following types of information related to your minor were present in

the affected systems: «<p2h_text_2(impactedData;>>. To date, BHN has not received any reports of actual or attempted
misuse of your minor’s informatior. '

What Are We Doing? The confidentiality, privacy, and security of information in our care is one of our highest priorities
and we take this incident very seriously. When we discovered this incident, we immediately launched an investigation
and took steps to secure our systems and determine what personal data was at risk. As part of our ongoing commitment
to the security of information in our care, we are warking to review our existing policies and procedures, to implement
additional safeguards, and to provide additional training to our employees on data privacy. and security. We will be
notifying state and federal regulators, as required.

As an added precaution, we are also offering your minor complimentary access to eighteen {(18) months of Minor identity
Monitoring services through Krolt. We encourage you to activate these services for your minor, as we are not able to
act on your behalf. Please review the instructions contained in the attached Steps You Can Take to Help Protect Your
Minor's Information for additional information on these services.

What Can You Do. We encourage you 10 review the enclosed Steps You Can Take To Help Protect Your Minor's
Information for additional steps you may take and information on what you can do to better protect your minor against
the possibility of identity theft and fraud, should you feel itis appropriate to do so. You may also activate the free Minor
ldentity Monitoring services we are offering your minor.
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For More Information. We understand that you may have questions about this incident that are not addressed in this
letter. If you have additional questions, please call our dedicated assistance line at 1-844-830-2836 between the hours
of 8:00am and 5;30pm Central Time, Monday through Friday, excluding major U.S. holidays. You may also write to BHN
at 417 Liberty Street, Springfield, MA 01104. :

We sincerely regret any inconvenience or concern this incident has caused.
Sincerely,
Steven Winn, Ph.D.

President and CEO
Behavioral Health Network, inc.



Steps You Can Take to Help Protect Your Minor’s Information

Activate Minoy Monitoring

To help relieve concerns and restore confidence following this incident, we have secured the services of Kroll to provide
Minar ldentity Monitoring, Fraud Consultation, and Identity Theft Restoration at no cost to you for eighteen months, Kroll
is a global leader in risk mitigation and response, and their team has extensive experience helping peaple who have
sustained an unintentional exposure of confidential data.

Visit hitps:/lenroll.idheadquarters.com {0 activate and take advantage of your Minor identity Monitoring services.
You have until November 3, 2020 o activate your Minor Identity Monitoring services. 4
Membership Number: <<Member ID»>

Additional information describing your minor's services is included with this letter.

Monitor Accounts

We encourage you to remain vigilant against incidents of identity theft and fraud, to review your minor’s Explanation of
Benefits and account statements, and to monitor his or her credit reports for suspicious activity, if he or she has credit
files. While minors under the age of eighteen (18) typically do not have credit files, the following information relates to
protecting one's credit once established:

" Under U.S. law, adults are entitled to one free credit report annually from each of the three major credit bureaus. To order
a free credit report, visit www. annualcreditreport.com or call, toll-free, 1.877-322-8228. You may also contact the three
major credit bureaus dgirectly to request a free copy of your credit report.

Adults have the right to place a “secutity freeze” on their credit report, which will prohibit a consumer reporting agency
from releasing information in their credit report without their express authorization. The security freeze is designed to
prevent credit, loans, and services from being approved in conswmer's name without their consent. However, you should
be aware that using a security freeze to take control over who gets access to the personal and financial information in
your credit report may delay, interfere with, or prohibit the timely approval of any subsequent request or application you
make regarding a new loan, credit, mortgage, or any other account involving the extension of credit. Pursuant to federal
law, you cannot be charged to place or lift a security freeze on your credit report. Should you wish to place a security
freeze, please contact the major consumer reporting agencies listed below:

Experian TransUnion Equifax

P.O. Box 8554 - P.O. Box 160 PO. Box 105788

Allen, TX 75013 Woodlyn, PA 18094 Atflanta, GA 30348-5788
1-888-387-3742 1-888-009-8872 1-800-685-1111
www.experian.com/freezejcenter.htmi www.fransunion.com/credit-freeze www.eauifax.com/personalicredit-

report-services

In order to request a security freeze, you will need to provide the following information:

1. Your minor's full name {including middle initial as well as Jr., Sr., i, 1l etc.);

7 Your minor's Social Security number,

3. Your minor’s date of birth; ‘

4. If your minor has moved in the past five (5) years, provide the addresses where you have lived over the prior five
years,

_ Proof of current address, such as a current utility bill or telephone bill;

A legibie photocopy of a government-issued identification card (state driver’s license or D card, military

identification, etc.);

7. ¥ your minor is a victim of identity theft, include a copy of either the police report, investigative report, or

complaint to a law enforcement agency concerning identity theft.

oy

As an alternative to a security freeze, adults have the right to place an initial or extended “fraud alert” on a credit file at
no cost. An initial fraud alert is a 1-year alert that is placed on a consumer's credit file, Upon seeing a fraud alert display
on a consumer’s credit file, a business is required to take steps to verify the consumer’s identity before extending new
credit. If you are a victim of identity theft, you are entitled to an extended fraud alert, which is a fraud alert lasting seven
years. Should you wish to place a fraud alert, please contact any one of the agencies listed below:

Experian TransUnion . Equifax

P.O. Box 9554 P.O. Box 2000 P.0. Box 105069

Allen, TX 75013 Chester, PA 19016 Atlanta, GA 30348 J
1-888-307-3742 1-800-680-7289 1-888-766-0008
www.experian,com/frayd/center himi www.transunion.com/fraud-victim- www.eduifax.com/personaticradit-

resource/place-fraud-alert report-services



Additional Information

You can further educate yourself regarding identity theft, fraud alerts, security freezes, and the steps you can take to protect
your minor by contacting the consumer reperting agencies, the Federal Trade Commission, or your state Attorney General.

The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue NW, Washington, DC 20580,
www,identitytheft gov, 1-877-ID-THEFT (1 -877-438-4338); TTY: 1-866-653-4261. The Federal Trade Commission also
encourages those who discover that their information has been misused to file a complaint with them. You can obtain
further information on how to file such a complaint by way of the contact information listed above. You have the right to file
a police report if you ever experience identity theft or fraud. Please note that in order to file a report with law enforcement
for identity theft, you will likely need to provide some proof that you have been a victim. Instances of known or suspected
identity theft should also be reported to faw enforcement and your state Attorney General. This notice has not been
delayed by law enforcement.

A Division of

DUFF&PHELPS

Kroll

TAKE ADVANTAGE OF MINOR IDENTITY MONITORING SERVICES

You have been provided with access to the following services from Kroll:

Minor ldentity Monitoring

Minor Identity Monitoring detects when names, addresses, and credit information is associated with your minor’s Social
Security number. An alert will be sent when activity is detected. The presence of a credit file may be an indicator of
identity theft or fraud for children who, as minars, should not have a credit history.

Fraud Consuitation _

You have unlimited access to consultation with a Kroll fraud specialist. Support includes interpreting how personal
information is accessed and used, explaining your rights and protections under the law, assistance with fraud alerts, and
showing you the most effective ways to protect personal information, including investigating suspicious activity that could
be tied to an identity theft event.

identity Theft Restoration

An experienced Kroll licensed investigator will work on your behalf to resolve issues related to identity theft. You will have
access 1o a dedicated investigator who understands your issues and will do most of the work for you. Your investigator
will be able to dig deep to uncover all aspects of the identity theft, and then work o resolve it.

Krolis activation website is only compatible with the current version or one version earlier of Chrome, Firefox, Safari and Edge.



<<firgt_namer> <<middle_name>> w<last pamess> oguffhe>
<zgddress_1=>
<<acldress_d>>

<<gify»>, wuslate provinces> <<posial_coder>
<LCouUntry >»

<<Date>> (Format: Month Day, Year)

Dear <<first_name>> <<middie_name>> <<ast_name>> < guffin]

Behavioral Health Network, Inc. (‘BHN™) writes to inform you of a recent incident that may affect some of your personal
information. While we are unaware of any actual or attempted misuse of your information, we are providing you with an
overview of our response and steps you may take to better protect yourself, should you feel it necessary to do so.

The confidentiality, privacy, and security of information in our care is one of our highest priorities and we take this incident
very seriously. When we discovered this incident, we immediately launched an investigation and took steps to secure our
systems and determine what personal data was at risk. As part of our ongoing commitment to the security of information
in our care, we are working to review our existing policies and procedures, to impiement additional safeguards, and
to provide additional training to our employees on data privacy and security. We will be notifying state and federal
regulators, as required.

As an added precaution, we are also offering you complimentary access té eighteen (18) months of credit and identity
monitoring services through Kroll. We encourage you to activate these services, as we are not able to act on your behalf.
Please review the following instructions in order to do so:

Visit https:/fenroli.idheadquarters.com (o activate and take advantage of your identity monitoring services.
You have until November 3, 2020 to activate your identity monitoring services.
Membership Number: <<Member ID:>

Additional information describing your services is included with this letter.

We encourage you to remain vigilant against incidents of identity theft, to review your account statements, and to monitor
your credit reports and Explanation of Benefits forms for suspicious activity. Under U.S. law you are entitled to one
free credit report annually from each of the three major credit reporting bureaus. To order your free credit report, visit
www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also contact the three major credit bureaus
directly to request a free copy of your credit report.

You have the right to place a “security freeze” on your credit report, which will prohibit a consumer reporting agency from
releasing information in your credit report without your express authorization. The security freeze is designed to prevent
credit, loans, and services from being approved in your name without your consent. However, you should be aware that
using a security freeze to take control over who gets access to the personal and financial information in your credit report
may delay, interfere with, or prohibit the timely approval of any subsequent request or application you make regarding a
new loan, credit, mortgage, or any other account involving the extension of credit. Pursuant to federal law, you cannot be
charged to place or lift a security freeze on your credit report. Should you wish to place a security freeze, please contact
the major consumer reporting agencies listed below:

Experian TransUnion Equifax

P.O. Box 8554 PO. Box 160 P.O. Box 105788

Allen, TX 75013 Woodlyn, PA 19094 Aflanta, GA 30348-5788
1-888-397-3742 1-888-909-8872 1-800-685-1111
www.experian.com/freezelcenter htmi www.transunion.comicredit-freeze www.equifax.compersonal/cradit-

report-services
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In order to request a security freeze, you will need to provide the following information:

1. Your full name (i'ncluding middie initial as well as Jr., St il I}, etc);

. Social Security number,

. Date of birth;

If you have moved in the past five (5) years, provide the addresses where you have lived over the prior five years;
Proof of current address, such as a current utility bill or telephone bill;

@™ok W N

. A legible photocopy of a government-issued identification card (state driver’s license or ID card, military
identification, etc.), ‘

7. 1f you are a victim of identity theft, include a copy of either the police report, investigative report, or complaint to a
law enforcement agency concerning identity theft.

As an alternative to a security freeze, you have the right to place an initial or extended "fraud alert” on your file at no cost.
An initial fraud alert is a 1-year alert that is placed on a consumer’s credit file. Upon seeing a fraud alert display on a
consumer's credit file, a business is required to take steps to verify the consumer’s identity before extending new credit.
if you are a victim of identity theft, you are entitled to an extended fraud alert, which is a fraud alert lasting seven years.
Should you wish to place a fraud alert, please contact any one of the agencies listed below:

Experian TransUnion’ Equifax

P.O. Box 9554 P.O. Box 2000 P.O. Box 105069

Allen, TX 75013 Chester, PA 18016 : Atlanta, GA 30348

1-888-397-3742 1-800-680-7289 1-888-766-0008

www.experian.com/fraud/center. htmi www transunion.com/fraud-victim- www.equifax.com/personalicredit-
resource/place-fraud-alert report-services

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you are the
victim of identity theft, you also have the right to file a palice report and obtain a copy of it.

You can also further educate yourself regarding identity theft, fraud alerts, security freezes, and the steps you can take
to protect yourself, by contacting the consumer reporting agencies, your state Attorney General, or the Federal Trade
Comrmission. The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue NW, Washington, DC 20580,
www.identitytheft.gov; 1-877-ID-THEFT (877-438-4338), and TTY: 866-653-4261. The Federal Trade Commission also
encourages those who discover that their information has been misused to file a complaint with them. You can also
abtain further information on how to file such a complaint by way of the contact information listed above. Instances of
known or suspected identity theft should also be reported to law enforcement, the Federal Trade Commission, and the
Massachusetts Attorney General. :

We understand that you may have questions about this incident that are not addressed in this letter. If you have additional
questions, please call our dedicated assistance Jine at 1-844-930-2836 between the hours of 8:00am and 5:30pm
Central Time, Monday through Friday, excluding major U.S. holidays. We sincerely regret any inconvenience ofr concern
this incident has caused.

Sincerely,

Steven Winn, Ph.3.

President and CEO
Behavioral Health Network, Inc.



A Divigion of

DUFF & PHELPS

Kroll

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES
You have been provided with access to the following services from Krolk:

Single Bureau Credit Monitoring

You will receive alerts when there are changes to your credit data-for instance, when a new line of credit is applied
for in your name. If you do not recognize the activity, you will have the option to cali a Kroll fraud specialist, who will be
able to help you determine if it is an indicator of identity theft. '

Fraud Consultation

You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most
effective ways to protect your identity, explaining your rights and protections under the law, assistance with fraud alerts,
and interpreting how personal information is accéssed and used, including investigating suspicious activity that could
be tied to an identity theft event. ‘

identity Theff Restoration

If you become a victim of identity theft, an experienced Kroll licensed investigator will work on your behalf {o resclve
related issues. You will have access to a dedicated investigator who understands your issues and can do mast of the

work for you. Your investigator will be able to dig deep to uncover the scope of the identity theft, and then work to
resolve it.

Kroll's activation website is only compatible with the current version or one version earlier of Chrome, Firefox, Safari and Edge.
To receive credit services, you must be over the age of 18 and have established credit in the U.S., have a Social Security number in your
name, and have a U.S. residential address associated with your credit file.



bhn

To the Parent or Guardian of:

<<first_namer» <<middle_name»> <<last_namer> <<suffix>>
<<gmrdress_i»>

<<ggdress_2>>

<<gityrs, <<siate _provinces> vg:estei codes>

<ECOUniry =

«<<Date>» (Forman Month Day, Year)

Dear Parent or Guardian of <<firat_nama=> <<middie_name>> <<last_name>> <<suffiix>>

Behavioral Health Network, Inc. (“BHN") writes to inform you of a recent incident that may affect some of your minor's
personal information. While we are unaware of any actual or attempted misuse of your minor's information, we are
providing you with an overview of our response and steps you may take to better protect your minor, should you feel it
necessary to do 50, :

The confidentiality, privacy, and security of information in our care is one of our highest priorities and we take this incident
very seriously. When we discovered this incident, we immediately launched an investigation and took steps to secure our
systems and determine what personal data was at risk. ‘As part of our ongoing commitment to the security of information
in our care, we are working to review our existing policies and procedures, to implement additional safeguards, and
to provide additional training to our employees on data privacy and security. We will be notifying state and federal
regulators, as required.

As an added precaution, we are also offering your minor complimentary access to eighteen (18) months of Minar Identity
Monitoring services through Kroll. We encourage you fo activate these services for your minor, as we are not able to act
on your behalf. Please review following instructions in order to do so:

Visit https:/fenroil.idheadquarters.com to activate and take advan{age of your Minor Identity Monitoring services.
You have until November 3, 2020 to activate your Minor Identity Manitoring services.
‘Membership Number: <<Member ID>> '

Additional information describing your minor's services is included with this letter.

We encourage you to remain vigilant against incidents of identity theft and fraud, to review your minor's Explanation of
Benefits and account statements, and to monitor his or her credit reports for suspicious activity, if he or she has credit
files. While minors under the age of eighteen (18) typically do not have credit files, the followmg information relates {o
protectmg one’s-credit once established:

Under U.S. law, aduits are entitled to one free credit report annually from each of the three major credit bureaus. To order
a free credit report, visit www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may aiso contact the three
maijor credit bureaus directly to request a free copy of your credit report.

Aduits have the right to place a “security freeze” on their credit report, which will prohibit a consumer reporting agency
from releasing information in their credit report without their express authorization. The security freeze is designed to
prevent credit, loans, and services from being approved in consumer’s name without their consent. However, you should
be aware that using a security freeze to take control over who gets access to the personal and financial information in
your credit report may delay, interfere with, or prohibit the timely approvai of any subsequent request or application you
make regarding a new loan, credit, mortgage, or any other account involving the extension of credit. Pursuant to federal
law, you cannot be charged to place or lift a security freeze on your credit report. Should you wish to place a security
freeze, please contact the major consumer reporting agencies listed below:

Experian TransUnion Equifax

P.O. Box 9554 P.O. Box 1680 ' P.O. Box 105788

Allen, TX 75013 Woodlyn, PA 19094 Atlanta, GA 30348-5788
1-888-397-3742 1-888-009-8872 1-800-885-1111 ‘
www.experjan.comifreezelcenterhtml  www.transunion.com/credit-freeze www.eauifax.comfpersonal/credit-

repori-services

ELN-3049-0720



in order to request a security freeze, you will need to provide the following information:

1. Your minor's full name (including middle initial as well as Jr., Sr., 11, lll, efc);

2. Your minor's Social Security number,

3. Your minor's date of hirth;

4. If your minor has moved in the past five (5) years, provide the addresses where you have lived over the prior five

years, :

Proof of current address, such as a current utility bill or telephone bill;

. A legible photocopy of a government-issued identification card (state driver's license or 1D card, military
identification, etc.); ‘

7. 1 your minor is a victim of identity theft, include a copy of either the police report, investigative report, or

complaint to a law enforcement agency concerning identity theft.

o

As an alternative to a security freeze, aduits have the right to place an initial or extended “fraud alert” on a credit file at
no cost. An initial fraud alert is a 1-year alert that is placed on a consumer’s credit file. Upon seeing a fraud alert display
on a consumer's credit file, a business is required to take steps to verify the consumer’s identity before extending new
credit. 1f you are a victim of identity theft, you are entitied to an extended fraud alert, which is a fraud alert lasting seven
years. Should you wish to place a fraud alert, please contact any one of the agencies listed below:

Experian TransUnion Equifax

P.O. Box 9554 P.O. Box 2000 P.C. Box 105068

Allen, TX 75013 Chester, PA 19016 Atlanta, GA 30348

1-888-397-3742 1-800-680-7289 1-888-766-0008

www.experian.comffraud/centerhtml  www.transunion.com/fraud-victim- www.equifax.com/personal/credit-
) resource/place-fraud-alert report-seryices

Under Massachusetts 1aw, you have the right to obtain any police repdrt filed in regard to this incident. if your minor is
the victim of identity theft, you also have the right to file a palice report and obtain a copy of it.

You can also further educate yourself regarding identity theft, fraud alerts, security freezes, and the steps you can take
to protect your minor, by contacting the consumer reporting agencies, your state Attorney General, or the Federal Trade
Commission. The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue NW, Washington, DC 20580;
www.identitytheft.gov, 1-877-ID-THEFT (877-438-4338); and TTY: 866-653-4261. The Federal Trade Commussion also
encourages those who discover that their information has been misused to file a complaint with them. You can also
obtain further information on how to file such a complaint by way of the contact information listed above. Instances of
known or suspected identity theft should also be reported to law enforcement, the Federal Trade Commission, and the
Massachusetts Attorney General.

We understand that you may have guestions about this incident that are not addressed in this letter. If you have additienal
questions, please call our dedicated assistance line at 1-844-830-2836 between the hours of 8:00am and 5:30pm
Central Tirme, Monday through Friday, excluding major U.S. holidays,

We sincerely regret any inconvenience or concern this incident has caused.

Sincerely,

Steven Winn, Ph.D.

President and CEO
Behavioral Health Network, Inc.



A Division of

Kroll DUEF & PHELPS
TAKE ADVANTAGE OF MINOR IDENTITY MONITORING SERVICES

You have been provided with access to the following services from Kroll:

Minor Identity Monitoring

Minor identity Monitoring detects when names, addresses, and credit information is associated with your minor's Social
Security number. An alert will be sent when activity is detected. The presence of a credit file may be an indicator of
identity theft or fraud for children who, as minors, should not have a credit history.

Fraud Consuitation

~ You have unlimited access to consultation with a Kroll fraud specialist. Support includes interpreting how personal
information is accessed and used, explaining your rights and protections under the iaw, assistance with fraud alerts, and
showing you the most effective ways to protect personal information, including investigating suspicious activity that could
be tied to an identity theft event.

Identity Theft Restoration

An experienced Kroll licensed investigator wilt work on your behalf to resolve issues related to identity theft. You will have
access to a dedicated investigator who understands your issues and will do most of the work for you. Your investigator
will be able to dig deep to uncover all aspects of the identity theft, and then work to resolve it

Krolf's activatian websile is only compatible with the current version or one version earlier of Chrome, Firefox, Safari and Edge.



