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Dear [Name],

I am contacting you on behalf of the Executive Office of Health and Human Services, Office of
Medicaid (MassHealth), to notify you of an incident involving your personal information. The
information in this l¢tter is important — please read the entire letter.

On or around May 28, 2018, we discovered that some of your personal information and protected health
information, including name, address, dates of birth, social security number, and wage information, was

“inappropriately accessed by a MassHealth employee. When we learned of this incident, we immediately
took action to determine how it occurred and to ensure that it did not happen again. As a result of the
incident we updated our employee trainings and security standards.

You are receiving this notification now because EOHHS was required by law to delay notification until
recently.

I am contacting you in accordance with Massachusetts and federal law to notify you of some things you
can do if you are concerned about the potential misuse of your personal information. You may wish to
contact one or more of the three major consumer reporting agencies to take the following steps:

e Notify them of the lIoss of your personal information and request an initial fraud alert to be
placed on your credit for 90 days.

e Order a credit report and review it for any signs of fraud on any accounts. For example, look for
inquiries listed on the credit report from businesses that accessed your credit without your
reguest.

e Request a security freeze which will restrict the opening of new accounts using your information.
There is no charge to request a security freeze. Please note that requesting a security freeze on
your credit may delay, interfere with or prevent timely approval of any requests made by you for
new loans, credits, employment, housing or other services.



How to place a security freeze on your credit report.

To place a security freeze on your credit report, you must send a request to each of the three major -
consumer reporting agencies. These agencies are: Equifax (www.equifax.com); Experian ;
(www.experian.com); and TransUnion (www.transunion.com).

You may send a written request by regular, certified, or overnight mail to the addresses below. You may
also place a security freeze through each of the consumer reporting agencies’ websites or over the phone,
using the contact information below:

Equifax Security Freeze

P.O. Box 105788

Atlanta, GA 30348

1-800-349-9960
hitps:/fwww.equifax.com/personal/credit-report-services/

Experian Security Freeze

P.O. Box 9554

Allen, TX 75013

1-888-397-3742
httns/www.experian.com/freeze/center himl

TransUnion Security Freeze

P.O. Box 160

Woodlyn, PA 19094

1-888-909-8872

httos://www. transupion.com/credit-freeze

In order to request a security freeze, you will need to provide some or all of the following information to
the credit reporting agency, depending on whether you do so online, by phone, or by mail:

1. Your full name (including middle initial as well as Jr., Sr., II, 111, etc.);

2. Social Security Number;

3. Date of birth;

4, If you have moved in the past five (5) years, the addresses where you have lived over the prior
five years; ‘

5. Proof of current address, such as a current utility bill, telephone bill, rental agreement, or deed;
6. A legible photocopy of a government issued identification card (state driver’s license or ID
card, military identification, etc.);

7. Social Security Card, pay stub, or W2; and

8. If you are a victim of identity theft, a copy of either the police report, investigative report, or
complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one (1) to three (3) business days after receiving your request to place
a security freeze on your credit report, based upon the method of your request. The credit bureaus must
also send written confirmation to you within five (5) business days and provide you with a unique
personal identification number (PIN) or password (or both) that can be used by you to authorize the



This information is important. It should be translated right away.

Esta informaci6n es importante y debe ser traducida inmediatamente.
Esta informagfo € importante. Deverd ser traduzida imediatamente.
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Enfomasyon sa enpdtan. Yo fét pou tradwi li tou swit.

Nhitng tin tite nay that quan trong. Tin tirc nay cAn phai thong dich lién.
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Cette information est importante. Priére de la traduire inmédiatement.

Questa informazione ¢ importante. Si pregha di tradurla inmediatamente.
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Avti i rAnpogopia eive CTIHOVIIKY Kol TPETEL Vo, METUPPACTEL GlECO.
To jest wazna informacja. Powinna zostaé niezwtocznie przetfumaczona.
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(Spanish}

(Brazilian Portuguese)
{Chinese)

{Haitian Creole)
(Vietnamese)

(Russian)

(Arabic)
{Cambodian}
(French)
(italian)
(Korean)
(Greek)
(Polish)
(Hindi}
(Gujarati)

{Lao)




