September XX, 2020

[individual address]

Dear [ I

Hebrew SeniorLife (HSL) was recently notified of a data security incident involving one of our vendors,
Blackbaud. We use Blackbaud’s data platform for fundraising and donor engagement management. HSL
takes the protection and proper use of your information very seriously. While we have no reason to
believe that your information has been misused or will be made publicly available, out of an abundance
of caution, we are contacting you provide you with steps that you can take to protect your personal
information, should you feel it appropriate to do so. ‘

Ensuring the safety of our constituents’ data is of the utmost importance to us. We are notifying you so
that you can take action to protect yourself. We are also offering two years of credit monitoring service
at no charge to you. Instructions about how to activate this service are attached to this letter. Please
note that there is a four-step enrollment process which includes Identity Authentication. There will be a
series of questions regarding your credit file that you must answer accurately to activate the product.
The activation code provided in the attached instructions is active and valid until 11:59 pmET on 12-31-
2020. If you do not activate your code by this date it will expire.

As a best practice, we recommend that you remain vigilant about your personal and financial
information. In the unlikely event that you encounter any suspicious activity or incidents of identity theft
you believe may be related to this incident, we recommend that you promptly report it to us and fo the
proper law enforcement authorities.

You may also want to contact one or more of the three major consumer reporting agencies to take the
- following steps:

* Notify them of the loss of your personal data and request that an initial fraud alert be placed on
your credit file for 90 days.

¢ Order a free credit report and review it for any signs of fraud on your account. For example, look
for inquiries listed on your report from businesses that accessed your credit without your
request. -

* Request a security freeze that will restrict the opening of new accounts using your information.
Detailed information about requesting a security freeze is enclosed. Please note that requesting
a security freeze on your credit report may delay, interfere with or prevent the timely approval
of any requests you make for new loans, credit, mortgages, employment, housing, or other.
services.

Contact information for these consumer reporting agencies is enclosed with this letter.

We sincerely apologize for this incident and regret any inconvenience it may cause you. Should you have
any further questions or concerns regarding this matter and/or the protections available to you, please
feel free to contact a member of HSL’s Development team at blackbaudnotice@hebrewseniorlife.org or
via the following toll-free number 1-866-580-9911.

Sincerely,



Katelyn Quynn

Chief Development Officer and Vice President, Board Relations
Attachments:

Instructions for activating credit monitoring services

Additional Information on Credit Report Security Freeze



Enter your Activation Code: XX XXX XXXX

Product Information

Equifax ID Patrol® provides you with the following key features:

»  3-Bureau credit file monitoring! and alerts of key changes to your Equifax®, TransUnion® and Experian®
credit reports " '

s  Access to your Equifax credit report

s  One Equifax 3-Bureau credit report

s Wireless alerts {available online only). Data charges may apply.

*  Automatic Fraud Alerts®. With a fraud alert, potential lenders are encouraged to take extra steps to verify
your ID before extending credit (available online only). '

s  Credit Report Lock® Allows users to limit access to their Equifax eredit report by third parties, with certain
exceptions.

s Internet Scanning* Monitors suspicious web sites for your Social Security, Passport, Credit Card, Bank, and
Insurance Policy Numbers, and alerts you if your private information is found there.

s Lost Wallet Assistance. If you lose your wallet, we'll help you cancel and re-issue your cards and [D

s Upto$l MM in identity theft insurance’

s Live agent Customer Service 7 days a week from 8 am. to 3 amn.

Enrollment Instructions

To sign up online for online delivery go to www myservices,equifax.com/patrol

1. Welcome Page: Enter the Activation Code provided above in the “Activation Code” box and click the “Submit”
button.

2. Register: Complete the form with your contact mformation (name, gender, home address, date of birth, Social
Security Number and telephone number) and click the “Contarue” button,

3. Create Account: Complete the form with your email address, create a User Name and Password, after reviewing
the Terms of Use, check the box to accept and click the “Continue” button.

4. Verify ID: The system will then ask you up to four security questions to verify your identity. Please answer the
questions and click the “Submit Order” button.

5. Order Confirmation: This page shows you your completed enrollment. Please click the “View My Product”
button to access the product features.

ICredit monitoring from Experian® and Transunion® will take several days to begin.

*The Automatic Fraud Alert feature made available to consumers by Equifax Information Services LLC and fubfilled on its behalf by Equifax
Consumer Services LLC,

Locking your Equifax credit file with Credit Report Control will prevent access to your Equifax credit file by certain third parties, such as credit
grantors or other companies and agencies. Credit Report Control will not prevent access to your credit file at any other credit reporting agency,
and will not prevent access to your Equifax credit file by companies like Equifax Global Consumer Solutions which provide you with access to
your credit report or credit score or monitor your credit file; Federal, state and local government agencies; companies reviewing your application
for employment; companies that have a current account of relationship with you, and collection agencies acting on behalf of those whom you
owe; for frand detection and prevention purposes; and companies that wish 1o make pre-approved offers of credit or insurance to you. To opt out
of such pre-approved offers, visit www.optoutprescreen, com.

“nternet scanning will scan for your Social Security number {if you choose to), up to 5 bank accounts, up to 6 credit/debit card numbers that you
provide, up to 3 email addresses, up to 10 medical 113 numbers, and up to 5 passport nummbers. Internet Scanning scans thousands of Internet sites
where consumers’ personal information is suspected of being bought and sold, and is constantly adding new sites o those it searches. However,
the Internet addresses of these suspected Internet trading sites are not published and frequently change, so there is no guaranteed that we are able
to locate and search every possible Internet site where consumers’ personal information is at risk of being traded.

3 Identity theft insurance is underwritten by American Bankers Insurance Company of Fierida or its affiliates. The description herein is a
sumsary and intended for informational purposes only and does not include all terms, conditions and exclusions of the policies described. Please
refer to the actual policies for terms, conditions and exclusions of coverage. Coverage may not be available in all jurisdictions.

Experian® and TransUnion® are registered trademarks of their respective owners. Equifax® and 11 Patrol® are registered trademarks. ©2017
Equifax Inc., Atlanta, Georgia. All rights reserved.



Additional information on Credit Report Security Freeze

You may place a security freeze on your credit reports, free of charge. A security freeze prohibits a credit
reporting agency from releasing any information from a consumer’s credit report without written
authorization. However, please be aware that placing a security freeze on your credit report may delay,
interfere with, or prevent the timely approval of any requests you make for new loans, credit
mortgages, employment, housing or other services. Under federal law, you cannot be charged to place,
lift, or remove a security freeze. You must place your request for a freeze with each of the three major
consumer reporting agencies: Equifax (www.equifax.com); Experian {(www.experian.com); and
TransUnion (www transunion.com}.

To place a security freeze on your credit report, you may send a written request by regular, certified, or
overnight mail at the addresses below. You may also place a security freeze through each of the
consumer reporting agencies’ websites or over the phone, using the contact information below:

Equifax Securit_y Freeze
P.O. Box 105788
Atlanta, GA 30348
1-800-349-9960

hitps://www.equifax.com/personal/credit-report-services/

Experian Security Freeze
P.O. Box 9554

Allen, TX 75013
1-888-397-3742

https://www.experian.com/freeze/center.html

TransUnion Security Freeze
P.O. Box 160

Woodlyn, PA 19094
1-888-909-8872

hitps://www.transunion.com/credit-freeze




In order to request a security freeze, you will need to provide some or all of the following information to
the credit reporting agency, depending on whether you do so online, by phone, or by mail:

1. Your full name {including middle initial as well as Jr., 5., H, i, etc.);
2. Social Security Number;
3, Date of birth;

4. I you have moved in the past five (5) years, the addresses where you have lived over the
prior five years;

5. Proof of current address, such as a current utility bill, telephone bill, rental agreement, or
deed;

- 6. A legible photocopy of a government issued identification card (state driver’s license or 1D
card, military identification, etc.};

7. Social Security Card, pay stub, or W2;

8. Ifyou are a victim of identity. theft, include a copy of either the police report, investigative
report, or complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one (1) to three (3) business days after receiving your request to
place a security freeze on your credit report, based upon the method of your request. The credit
‘bureaus must also send written confirmation to you within five (5) business days and provide you with a
unique personal identification number (PIN) or password (or both) that can be used by you to authorize
the removal or lifting of the security freeze. It is important to maintain this PIN/password in a secure
place, as you will need it to lift or remove the security freeze,

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you
must make a request to each of the credit reporting agencies by mail, through their website, or by
phone {using the contact information above). You must provide proper identification (including name,
address, and social security number) and the PIN number or password provided to you when you placed
the security freeze, as well as the identities of those entities or individuals you would like to receive your
credit report.

You may also temporarily lift a security freeze for a specified period of time rather than for a specific
entity or individual, using the same contact information above. The credit bureaus have between one (1)
hour {for requests made online) and three (3) business days (for request made by mail) after receiving
your request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies by
mail, through their website, or by phone {using the contact information above). You must provide
proper identification {(name, address, and social security number) and the PIN number or password
provided to you when you placed the security freeze. The credit bureaus have between one (1) hour (for
requests made online) and three (3} business days (for requests made by mail) after receiving your
request to remove the security freeze.



