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September 16, 2020

| am writing to notify you of an inadvertent discfoﬁdre of your personal information that occurred on
September 14, 2020. A copy of your savings account statement with your names, address and savings
account number were disclosed,

We were notitied by the recipient of the error and the recipient returned the documentation to one of
our branches. We have reinforced our policy and controls \mth the employee responsible and
appropriate actions have been taken.

You are a valued customer and we apologize for this error. While we believe there is a low risk of
potential fraud related to this incident, we have arranged for myTrueldentity through TransUnion to
help you protect your identity at no cost to you. .Information on how to enrolt in this-program and
activation codes have been included below. B

We regret that this incident oceurred. Your business is important to us. Please be assured that People’s
United Bank is taking steps to ensure that an imcidﬁntfof this nature will not happen in the future. Qut of
an abundance of caution, you may consider clp's_‘ing this account and opening a new account.

\_"

" If you have any further questions regardmg this. mmdent or ‘want to close this account and open a new
one, you can cail me at 508-890-7674. b :

Sincerely,

Robert R. Hicks Jr,
VP Customer Experience Mana Er, Central MA
People’s United Bank
491 Shrewsbury St, Worcester MA 01604 air e
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P: 508-890-7674
WHAT WE ARE DOING

Comptlimentary Credit Monitorihg Service

You are a valued customer and we apologize for this errof. While the Bank has no evidence or belief that
your information has been, or will be used for fraudulent purposes, and while we believe there is a low
likelihood of fraud related to this incident, as a safegtj'ard_, we have arranged for you to enroll, at no cost
to you, in an online three-bureau credit ﬁ%onitorihg‘%’éh’?i‘ée (myTrueldentity) for two years provided by -
TransUnion, orie of the three nationwidécredit répdtting companies. :

To enrollin this service, go to the-myTrueldentity website at www.mytrueidentity.com and in the <
referenced as "Enter Activation Code”, enter the ffnliqwing 12-letter Activation Code ﬂe
an respectively, and follow the threé steps to receive your credit monitoring service
online within minutes.

if you do not have access to the Internet and wish to enroll in a similar offline, paper based, credit
monitoring service, via U.S. Mall delivery, please call the TransUnion Fraud Response Services toll-free
hotline at 1-855-288-5422. When promptéd, enter the following 6-digit telephone pass code 697611,
and follow the steps to enroll in the offline credit monitoring service, add an iriitial fraud alert to your
credit file, or to speak to a TransUnion representative if you believe you may be a victim of identity
theft. :

You can sign up for the online or offline credit mdnitqring;service anytime between now and December
31, 2021. Due to privacy laws, we cannot register you directly, Please nate that credit monitoring
services might not be available for individuals who do net have a credit file with TransUnion, or an
address in the United States {or its territories} and a valid Social Security number, Enrolling in this

service will not affect your credit score, At

i Loi g N
Once you are enrolled, you will be able’tcobtiaintwéears of unlimited access to your TransUnion
credit report and credit score. The daily three-bureau credit monitoring service will notify you if there
are any critical changes to your credit file at TransUnien; Experian, and Equifax, including fraud alerts,
new inquiries, new accounts, new public records,‘late;payments, cha nge of address and more. The
service also includes access to an identity:restoratiofiprogram that provides assistance in the event your
identity is compromised to help you restore your identity and up to $2,000,000 in identity theft
insurance with no deductible. (Policy limitations and exclusions may apply.)

WHAT YOU CAN DO e
Fraud Alert Information S
Whether or not you enroll in credit monitoring, we recommend that you consider placing a “Fraud

Alert” on your credit file. Fraud Alert messages:notity potentiai credit grantors to verify your.
identification before extending credit in your name in case someone is using your information without
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your consent. A Fraud Alert can make it more d_lffn: ' fq{r someone to get credit in your name; however
ptease be aware that it also may delay your ablhty to qbta'm credit. Call only one of the following three
nationwide credit reporting companies to pEace your ‘Fraud Alert: TransUnion, Equifax, or Experian. As
soon as the credit reporting company conﬁrms your Fraud Alert, they will also forward your alert
request to the other two nationwide credit feport:ng compames 50 you do not need to contact each of
them separately. The contact mformatlon forthe three natmnwnde credit reporting companies is:

T

Equifax TransUnion ' Experian

PO Box 740256 PO Box 2000 o PO Box 9554

Atlanta, GA 30374 . Chester;PA19016 ' - Alfen, TX 75013
www.alerts.equifax.com wWww, transumon com/fraud www.experian.com/fraud
1-800-525-6285 1-800-680-7289, " ., 1-888-397-3742

Free Credit Report iInformation

Under federal law, you are also ent:tled to one free credlt report ance every 12 months from each of the
above three major nationwide credit reportmg compames Call 1-877-322-8228 or make a reguest
online at www.annualcreditreport.com. Even if! you di ’,ﬂot find any suspicious activity on your initial
credit reports, the Federal Trade Commrssaon (FTC) ré—:‘commends that you check your credit reports
periodicatly. Victim information sometlmes is held f@ ‘semr shared among a group of thieves at
different times. Checking your credit reports per:odlcally :can help you spot problems and address them
quickly. If you find suspicious activity on your credlt reports or have reason to believe your information
is being misused, call your local law enforcement agency and file a police report. Get a copy of the
report; many creditors want the mformatlon H eontams to ‘absolve you of the fraudulent debts, You also
should file a complaint with the Federal Trade Commtsslon {FTC) at www.identitytheft.gov or at 1-877-
ID-THEFT {1-877-438-4338). Your complaint will be added to the FTC's Identity Theft Data Clearinghouse,
where it will be accessible to law enforcers for their investigations. Also visit the FT{’s website at
www.fte.gov/idtheft to review their free |dent|ty theft resources such as their comprehensive step-by-
step guide “Identity Theft — A Recovery Ptan

Security Freeze Information

You can request a “Security Freeze” on your credit fite by sending a request in writing, by mail, to each
of the three nationwide credit reporting. compames When a Security Freeze is added to your credit
report, all third parties, such as credit Ienders or cher companies, whose use is not exempt under law
wilt not be able to access your credit report ‘without i/aur\consent The Security Freeze may delay,
interfere with or prohibit the timely approval of any, subsequent request or application you make-that
involves access to your credit report. This | may lnciud “but is not limited to, new loans, credit,
mortgages, insurance, rental housing, employme estments licenses, celiular phone service, utility
service, digital signature service, Internettcredit ¢ tramsa‘ctlons and extension of credit at point of
sale. Placing, temporarily lifting, or remowng a Sec_, .i-’Preeze with each of the nationwide consumer
reporting companies is free, although placing a credlt‘lock may have monthly fees. To place a Secunty
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Freeze on your credit files at all three nationwide créditr=’reporting companies, write to the addresses
below and include the following information: - s s :

Equifax Security Freeze TransUmon Secunty'Ft‘eeze Experian Security Freeze

PO Box 105788 PO Bok%2000" PO Box 9554

Atlanta, GA 30348 : Chester-PA 19016 Allen, TX 75013

www.freeze equifax.com www.transunjon;t www .experian.com/freeze
1-800-685-1111 / 1-888-397-3742

« Your full name {first, middle, iast mcludmg apphcable generation, such as JR., SR, I, lll, etc.)

e Your Social Security Number ' P

*  Your date of birth (month, day and year) ,.

e Your complete address including proof of turrent address, such as a current utitity bill, bank or
insurance statement or telephone bill

+ If you have moved in the past 2 years, give your prewous addresses where you have lived for the
past 2 years

* A legible photocopy of a government |ssued |dentlﬁcatlon card (state driver’s license or 1D card,
military identification, etc.) '

Within 5 business days of receiving your request for a security freeze, the consumer credit reporting
company will provide you with a personal’ |denttf|cat:0n number (PIN} or password to use if you choose
to remove the freeze on your consumer éredat report r-to authorize the release of your consumer
credit report to a specific party or for a s;hécnc ed period*of time after the freeze is in place.

B

Special note for minors affected by this incid'

The same services referred to above may ot be e to affected minors. As an alternative,
parents/legal guardians can check to see if your chlld'may‘be a victim of identity theft by using
TransUnion's secure online form at www. transuri:o co\m/chlidldentltytheft to submit your information
so TransUnion can check their database fora credlt 'flle wnth your child's Social Security Number. After
TransUnion's search is complete, they le respond to you at the email address you provide. If they
locate a file in your child's name, they will'ask you for additional information in order to proceed with
steps to protect your child from any impact associated with this fraudulent activity.

Special note to Massachusetts residents::

Under Massachusetts law, you have the right to ‘obtain any police report filed in regard to this incident.
Based on the nature of this incident, no police-report has been filed. If you are the victim of :dent:ty
theft, you also have the right to file a pohce report and obtaln a copy ofit.

Massachusetts law also allows consume
freeze prohibits a credit reporting agency from releasmg any information from a consumer’s credit
report without written authorization, However piease be aware that placing a security freeze on your
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credit report may delay, interfere with, or prevent the tlmely approval of any requests you make for
newJoans, credit mortgages, empfoyment housing or otherserwces







Navigate to
www.mytrueidentity.com
and enter your 12-letter
Activation Code, which
was provided in your
notification,

Click <<"Sign Up Now">>
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. See it today for FREE.
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£ TransUnion Credit
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Create a Username, (5 or more
characters, no spaces)

Create a Password, (8 or more
characters, letters and
numbers, no spaces)

AL awerows

Enter your First Name, Middle
Name {if you have one}, and
tL.ast Name

i7" Where You Stang @

Choose a Secret Question;
Provide your Secret Answer

Dyt raug,
Monltor your credi
information. Leam how yeu
can protect your identiy
and credit health.

Enter your email address and
phone number

Click <<"Continue to Step 2">>
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Enter your date of birth and
current mailing address

If you have not lived at your
address for mare than 6 months,
also input your previous address

Enter the last 4 digits of your
Social Security Number

Read Terms and Conditions

Click <<*{ Accept & Continue to
Step 3>

Please tall us just a ittle more
to complete the process,

o shant you

% X Step 2 Mo

A Teks ety od

Date of Binh {MMAODAYYYY) Adrgagt thavat

. Bofore you tan access yout
: o Credi Aleris and ldontily
Prosction servicas, we
need Lo verity your identity.
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A series of questions will be
asked to ensure you are really
you. Please answer the
question by clicking on the
appropriate circle.

Click <<*Verify My Identity’>>

ieed 10 make sure you are really Rirsten, Please verify your
ew questions only you would know.

: QY Stepd Veulyyoor denity

What state was your sacial security number issued (this could be the state in which you were
bom or tad.your first joby?

Hew Mexito
CHlferrin

~ Louistons.

* Henh Catbling

" Nene of thi sbove

““What 15 the monthly payrens of your mest recent auto loan or lease?

$400- 4459
L5300 Sk9n
- §60G- 5493
S200- §79y
, Hentglthe phove

What i the morhiy, payment on your studer loan?

$306-4349
. 5400 S449
5200- 4749
5350 789
| Hotoflabove T .

ﬁ Transtinont Securs Saver

. i
fransUnion
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WELCOME TO
my Trueldentity

Upon successful completion of the three
steps, you will be brought to the
myTrueldentity dashboard “Home" page
where you can access all of the benefits
that were provided to you.
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{3 Whee You Stand ¥
B&%
74%-100%
52%-73%
35%-51%
 22%-34%
1% -21%

Need help? Having problems? Have a g__t;resﬁdh?

5

if you have questions about your credit benef is, need help accessing your report or passing identity
verification, please contact our Customer Service Team at 1-844-787-4607
Monday - Thursday, 8am - midnight ET and Friday - Sunday, 8am - 8pm ET.
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Kaiegs your ifenlity cole and your cresht hisal
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MEMBER
LGN .

When returning to mytrueidentity.com,
click on the "Member Login” link
located in the upper right corner.

@ rauv
P sty

"
SR, @

Enter the Username and Password
you created.

P T T
Farsi w3 T g

Click <<*Enter">>

I you have forgotten your username
or password, please click on the "
forgot my username and password"
link and complete the information
requested. You will be asked to
change your login information before
accessing your account.

)

FAQy  Iepms e andaiom

Peeasy Pobey

accessing your report or passmg identity
~844 787—4607

O S
TransiUsion
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