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<<FirstName>> <<MiddleName>> <<LastName>> <<NamaSuffix>>
< Address]>> '

<< Address2>>

<<City>>, <<State>> <<Zip>>

<<PATE>>
b

RF: Notice of Third-Party Vendor Data Incigent
Dear <<FirstName>> <<MiddleName>> <<LastNamea>> <<NziméSu‘fﬁx>>,

The Unsversity of South Carolina Upstate F oundations are writing to notify you that Blackbaud, Inc., one
of car vendors, recently made us aware of a data security incident that may have affected some of your
personal data,

.

What Happened?

We were notified that Blackbaud, an outside vendor, discovered and stopped a ransomyware attack of
Blackbaud’s self-hosted platform in May 2020. Blackbaud is a global market leader in third-pardy
applications used by many charities, health, and educational organizations in the U.S. and abroad.

According to Blackbaud, prior to being locked out, the cybercriminal removed a copy of a subset of data
from its self-hosted environment which contained information related to individuals affiliated with
multiple charitable institutions. Blackbaud reporis that it paid the cybercriminal’s demand and received
confirmation that the copy f the data rernoved has been destroyed. According to Blackbaud, this
incident occwired at some point between February 7, 2020 and May 20, 2020 and was discovered in May
of 2020.

Blackbauii notified us of this event on July 16, 2020, We immediately began reviewing our records to
_determine what information may iave been impacted and if we needed to notify any of our constituents.
Our review required w8 1o matually eramine records o determinge what information was contained in the
files that Blackbaud stated were subject to the atiack. On or about September 4, 2020, we determined that
some of your information rmay havs been impacted.

What Information Was Involved?

Based on review of our records your name, address and <<data elements>> may have been involved in
the incident.

Baged on the nature of the incident, Blaclkbaud’s research, and third-party investigation, including
tavestigation by law enforcement, Biackband has stated that it has no reason to believe that any data went
beyond the cybercriminal, was or will be misused, or will be disseminated or otherwise made available
publicly. Blackbaud reports it bas hired a third-party tcam of experts to monitor the dark web as an extra
precautionary measure.




What Are We Doing?

We are offering vou two (2) year of free credit monitoring and $1 million in identity theft
nsurance through Experian - to give you peace of mind. You must activate the Experian product
by the activation date in order tor it to be: eifeutwe The acﬂmtmﬁ instructions are mcluded with
this notification. ‘ ; ' :

Additionally, we are reviewing all relevant practices regarding the security of Blackbaud data.
f3lackbaud reported that it has implemented numerous security changes. Blackbaud stated that it
guickly identified the vulnerability associated with this incident and took swift action to fix it
Blackbaud stated that it has confirmed tlrough testing by multiple third parties that its fix
withstands all known attack tactics. Finaliy, Blackbaud asserted that it is further hardening its
ettvironiment through enhancements to access management, network szgmentation, deploymem:
of additional endpoint and network-based platforas.

What Can You De)?

While Blackbaud has stated that it has no reason to believe thai any data went beyond the
cybercriminal, was or will be misused, or will be disseminated or otherwise made available
publicly, we still recommend you taks precaution and activate the free credit monitoring. Alsa,
we have included somé admtmnal steps that you can take 0 nroﬂect yourself as you deem
appropriale,

Far BMiore Information Aboeat This Incident, you can consuit the Blackbaud website at

bitpa/fwww. blackbaud.com/securityineident. If you have additional questions about this incident, please
email us at BlackbandIR{@uscupstate.edu and include your full name, phone number, and your '
question{s), and we wili respond with the information that we have at that time.

We apologize for any inconvenience this event miay have caused you.

Sangcerely,

__A;Lf;':e . A .
‘ oY o

Kim Jolicy
Interim Vice Chancallor for U mmmﬂ,’ A{iv ancement
Intemm Executive Director of USC Upsiate Foundations




- STEPS YOU CAM TAKE

7o .m!p pro%ect your identity, we are offering 2 complimentary two-year membership of Expenan s®
IdentityWorksSM, This product provides you with superior identity detestion and resolution of identity

theft. To aclivate your membership and &tarl monitoring your mraonaE information please follow the steps
A"“D\’U

+  Ensure that you enroll by Deceiviber 31, 3020, (Your tode wi i not work after this date.}
s Visit the Experian identityWorks website to enroll: https:/fwww, experianidworks.com/3boredit
+ Provide your activation code: {code]

¥ Yoy f have questions about the product, nesd sssistance with identily restoraticn or would ke an
siternative to enroliing in Experian IdentityWorks oniine, please contact Experian’s cusiomer care team &1
£77.8%0.9332 by Decernber 31, 2020 e prepar ed io provide engagement nismber BOD3IG73 as proof o
sligibiiity for the idendity restoration services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN IDENTITYWORKS
MEMEERSHIP:

A cradit card is not required for enroliment in Experian |centityWarks.

You can contact Experian immediately regarding any fraud issues, and have access o the Tollowing
feaiurgs onee you enroli in Experian identityWorks. ' -

«  Experian credit repart at signup: See what infurmation is associated with your credit file. Daily
credit reports are available for online members only.”

»  Credit Monitoring: Actively monitors Exparian, E"qun’—m and Transunion files for indicators of
fravd. '

* ldentity Restoration: Ede-mw Reammt;on sper‘lahsts are smmeasately ava:tab1e to heip you
address credit and non-oradit related fraud,

x Experian ldéngityWorks ExténdCARE™: You receive the same high-level of Identity -
‘Restoration support even after your Experian identityWorks membershlp has expired.

w  Up to $1 Miltion identity The® insurance™: Provides coverage for certain costs and
upaiithotized electronic fund fransfers.

If yois believe thers was fl‘assms‘snt use “f your inforraation and woulid ke to discuss how you may be able
to resolve those issues, pisase reach DUl io an Fxparian agent at $77.890.9332. If, after discussing your
situation with an agent, it is determined that ideptily Sestoration support is needed, then an Experian
ldentity Restoration agent g available to work with vou to investigate and resoive-each incident of fraud
that ocewsred (inciuding, as sppropriate, halping yeu with contaciing. credit grantors 1o dispute charges ang
close accounts, asaisting you in placing a freeze on \mur credit file with the three mijor credit bureaus; and
assisting yuu with: cumdrtm: gaveinmant agencies to halp restore your ideniity to iis proper condition).

Please hote that this !(15’“’ity Restoration support iz avmaute 1o you for one year from the dale of ;hls letter
and does not require dny aclion un your part at this time. The Terms and Conditions for this dtfer are
iocated at vwarw, ExpérianiDWorks.oom/restoration. You will aiso find self-help tips and information about
identity protection &t this site, :

* Offline mambers wlf be @liglblD % mll for addmona ret *mt‘o uuar‘»r ¥ after eriroiiing

¥ The identity Theft Insurance is ungenwiitten and agministersd by American Rankers insurance Company of Florida, an Assurant
company. Please refer to the actual paiicies for terms, conditions, and exclustons of coverage, Coveraga riay not be available in all
jurisdictions.




Below are additional acti;éns you may take, if you feel itis HECessary.

> FREEZE YOUR CREDIT FILE. You have a right to place & ‘security freeze’ on your credit report, which
wilt prohibit a consumer reporting agency from releasing information in your credit report without your
express authorization. The security freeze is dasigned to prevent credit, loans, and services from being
approved in your name withoLt your consent, Howevar, you should be aware that using a security freeze
to take control over who gets access tu'the personal and financiai iformanion in your credit report may
delay, interfere with, or prohibit:the tirely approval of any subseguent reguest or application you make
regarding a new loan, credit, mortgage, or any other account involving the extension of credit. Note that
a security freeze generaily does not appiy to existing sccount reiationships and when a copy of your report
is reduested by your existing creditor or is agents or affilates for certain types of account review,
collection, fraud controi or similar activities. Thare is no charga to place o lift a security fr eeve

To ptage.a sem.irm,i freeze on yuur credit regort, contact aach of th e three. major consumer reporting
agencies using tha contact mfomjatson listed below:

Equifax Experian Transtnion

P.0. Box 105788 B Box 9554 _ P.0. Box 2000
Atianta, GA 30348 Adlen, TX 75013 - Chester, PA19022
1-800-525-6280 o 1~ B68-297-3742 : 1-800-680-7289
www.equifax.com ' wWRW.experian.com © wwwi transunion.com

To request a secunity. freeza, you wili need o provide the following:

2 Yourfull narr-‘e,(nn*iudan n"ddie initial as wuit as Jr Sr., i il ete), Social Security number,
_ant date of oirth;
s If you have moved in ihe paat five ( ) yeara t}‘e addresses where you have lived over the
- prior five years; :
e Proof of currant dunﬁc such as a mtrremt utifity bill-or telephone bill;

o Alegibls photocory of 2 government issuad identification card (state driver's license or D
card, inilitary identification, etc.), and

« |fyou are a victim of identity theft, include a copy of either the pclice report, investigative
report, or comp—laént oy _iaw enfor,cemrsnt agency concerning identity theft.

i you anqueaﬁ 2 aecmty fresze Vs ;r«i. ’f'rG—ﬂ {e.r-’phcmu cr other secure electronic means, the credit reporting
agencies have one {1) business day after recaiving the request to place the fresze. In the case of a reguest
made by mail, the tureaus have three (3) business days after receiving your requast to place a security
freeze on your cradi report. The credit bureaus must aiso send written confirmation to you within five (5}
business days and provide you with a unique persensi identification number (PIN) or password, or toth thai
can be used by you fo authorize the remaoval or ifing of the securnity freeze. To liff the security freeze to
aliow a spacific entiiy or individia! access 1o your credit Ft‘*;}ort yau must call or send a written request to
the credit reporiing agencies by mail and inciude precer identification (name, address, and Social Security
number) and the PIt number of pasyword provided to” yoll whert you placed the security freeze, as well as
the identities of those entities or individuals vou would fika to receive vour credit report or the specific periad
of time you want the credit repori available. The cradit reporting agencies have three (3) business days
after receiving a request to lift the security freeze for those ideniified entities or for the specified period of
time. To remove the security freeze, you must send a2 wrilten request to each of the three credit bureaus by
mait and include proper identification (rame, address, and Social Security number) and the PIN number or
password provided 10 you whan you piacmd the security frasze, The r‘redst bureaus have three (3} husiness
days after rece;vmq the request m remmove tha freezs. .




F . PLACE FRAUD ALERTS ON YOUR CREDIT FILE. As an alterhative 1o a security freeze, vou have the
right to place an initial or extended fraud alert on your credit file &t no cost. An initial fraud alert is a 1«
year alert that is placed on a consumer’s credit file. Upon seeing 2 fraud alert display on a consumer’s
aredit file, a business is required to take steps o, verify the consumer’s identity before ex*’endsng new
credit, If you are a victim of identity theft, you are entitied to an extendead fraud alert, which is an alert
lasting 7 vears. Contact the rred;t rep.car‘fmg agendcies listed above to activate an alart,

Fo REMAIN VIGILANT: F{EVIEW YC)H!H ﬁ\{ R ﬁ?ATEM!:NTm, & REPORYT FRAUD. Carefully review
our credit reports, debit/oredit card, insurance policy, bank account and other account statements,
Activate alerts on your bank aceounts to notily you of suspicious activity. Report suspicious or fraudulent
chargas o your insurance statements, credic report, credit -card or bank accounts 1o your insurancea
complany, benk/eredit card vendor and law enforcement. [For Oregon & lowa residents: Report any
suspected idantity theft to law enforcement, Faderal Trade Cornmissior, and your State Attornay General.;

n

»  ORDER YOUR FREE ANNUAL CREDAT REPORTS. Visit wwew.annualcreditreport.com or cali 877-322-
8228 te obiain one free copy of your credit report annualky. Perlod'fally review a copy of your credit report
for discrepancies and identify any accounts you did not open or inguiries you did not authorize, (For
Coloradn, Maine, Maryland, Massachusetts, New leriey, Puerta Rico, and Vermont residents: You may
nbtain additional copies of your credit report, free of xharge You must contact zach of the three credit
repotting agenf‘:m d!rpttiy 1o abtaln w\.h adﬁmmal :eports }

» P{}LISE REPDS%E"% You havs a igm t'u palice report about this incident {if any exists). i vou're an
identity theft victim, you have the ¢ .g,ﬂc m‘r le 2 puiice report and ohiam a copy of it

il

B OBTAIN INFORMATION ABOUT PREVENTING ;‘ﬁﬁm'i‘*‘v THEFT FROM FTC [ STATE ATTORMEY
GENERAL. Go o hitp/fwanyexpenan, ffif“f‘fgm‘jﬁ -achiceLopic-fraad-an: i—xdennt\,ﬂ thefthtml. The Federal Trade
Commissionziso prev:dﬂssrwc“matmn atwnew fic. gowlc.theﬂ The FTCcanbe reached by phone: 1 - 877-438-
4338: TYY: 1-866-553-426]1 or hywri iting: 00 Penasylvania Ave., NW, Washington, D.C. 20580. Your State
Atacrﬂe; General also may orovide information: For North Carolina residents: You may confact North
Carotinag Office of the Attorniey Gsme al, o.;sumer ?rotectlon Dn\nsson 3001 Mail Service Center, Raleigh,
NE 27699-9001, www.nodol. gow, - 8T7:566-7126. ‘ '

¥ FiLE: YQUR ‘iAkFS QUEKZRL‘! AND %&aBM!? RS FORM 14039 if vou beheve you are at risk for ?axpayer
refund fraud, the IRS suggests you file your income taxes quickly. Additionally, if you are an actual-or
potential victim of ideniine thefy, the. hb suggests you give them notice by submitting IRS Form 14039
{Idenmy Thett Affidavit). This form will allow the iRS 1o flag your taxpayer account to alert them of any

“suspicious activity, Ferm 14039 ney te found at https: f;www irs.gov/pub/irs-odf/f14039. pdlt.

- FAIR CRETHT r%&ii’l}ﬁ“;“i?éﬁ-‘ﬁf'”é': Yau ziso narve rights under the federal Fair Credit Reporting Act
(FCRA), which promiotes th* _AcurEy, Hairndss, and privacy of information in the files of consumer
repo’rtmg agancies. The FTT has ff.ibi».w.d a list of the prifmary rights created by the FCRA
{hitps://www. consianer Fo, gu\h' tictes/ oatf-0096-fain credit-reporting-act.pdf), and that article refers
individuals seeking more information to \m!t www. iz povicredit. The FTC's list includes the foliowing
FCRA rights {1} Ty recéive a ca:p\; af your eredit veport, which must contain gl the information in your
file at the time of VO FROUEST: (71 Toreceive afras wopy ‘of yeur ereditrepert, at your reguest, once every
12 months from each of the nationwide credit reporting companies — Equifax, Experian, and TransUnion;
{3) To_recewea.frh& credit report if @ compary rakes adverse action- against you (e.g. denving your
app!{catéon for credit, insurance, ar emplovment), and you ask for your report within 60 days of receiving
notice of the action. The notice wili Blve you the name, adiress, and phone number of the credit reporting
company. You are also entitled to one free report & year if you are unemployed and plan to look for a job
within 60 (‘avs if you are on welfare; or if yrﬁur report is inaccurate because of fraud, including identity
theft; {4) To ask for a credit score; (5) To dispute incomolets or inaccurate mformattr‘n {6} To cbiain
corrections io your repoct or delete inaccurate, incomplete, or unverifiable information; (7) Consumer
reporting aganicies may not report numaied 'ac-gdtwe in mrma’m:\n {8) To restrict access to your fil2 and




to require consent from. you for reports to he provided 1o employer; {9) To limit "prescreened” offers of
credit ang insurance you receive based on information in your crealt report: and {10) To seak damagas
from violators., Please note that icentity theft victims ano ackive duty military personnel may have

additional rights under the ECRA.

F  PROTECTYOURSELF FROM PHISHING SCARNGS. Lear to recogrize phishing emalls, Do not open emails
¢ an strange links o attachments. Naver enter your

from unknown senders and -be sure ncl o .
usernmme and password  without verifying ?:he‘ieg{timaszy of the request by contacting the sender by
telephong of other méthods. Repiving to the email is not a safe way to confirm. Visit
hitps:/ /e .consumer. fte.gov/articles/0003-nhishing for more informiation o these types of scams.
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