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Re: Notice of Data Breach

Dear <<First Name>> <<Last Name>>:

I am writing to inform you of a recent data security incident experienced by Netgain Technology, LLC (“Netgain”), the IT
service provider for Health Center Partners of Southern California (“HCP”). HCP supports community health centers in a
variety of ways, including collaborative grant-funded programs and services for <<HEALTHCENTER>>, Please read this
letter carefully as it contains information regarding the incident, the type of information potentially mvolved, and the steps
that you can take to help protect your personal information.

What Happened: Netgain recently informed FCP that it had experienced a data security incident that involved systems
containing HCP data, Upon its discovery of the incident, Netgain brought all of its systems offline and engaged outside
cybersecurity experts to conduct an investigation and to assist in its mitigation, restoration, and remediation efforts. Once
HCP learned of the incident, we engaged our own independent cybersecurity experts to determine what happened,
whether any HCP data was compromised as a result of the incident, and the impact of this incident on HCP, our health
center members and partners, and their patients.

According to Netgain, in [ate September 2020, an unauthorized third party gained access to Netgain’s digital environment,
and between October 22, 2020 to December 3, 2020, the unauthorized third party obtained certain files containing HCP
data, Netgain stated that it paid an undisclosed amount to the attacker in exchange for assurances that the attacker will
delete all copies of this data and that it will not publish, sell, or otherwise disclose the data. In addition, Netgain’s
cybersecurity experts conducted regular dark web scans for the impacted files, but such searches have not yielded any
indications that the data involved in this incident has been or will be published, sold, offered for sale, or otherwise
disclosed. Accordingly, there is no reason to believe that any information involved in the incident has been or will be
misused.

Once we learned that HCP data may have been involved in the incident, we worked with our cybersecurity experts to
review the impacted files and identify the individuals whose information was contained in such files so that we may notify
such individuals. Our investigation revealed that the impacted files contained your personal information. Again, we are
not aware of any misuse of your personal information as a result of this incident. Nevertheless, we are notifying you
about this incident out of an abundance of caution and providing you with steps you can take to help protect your
information.

What Information Was Involved: The information involved varies depending on the individual but may include the
following: <<VARPARAGRAPH>>, Your Social Security number was not impacted by this incident.

What We Are Doing: As soon as we learned of the incident, we took the steps described above. In addition, we worked
with Netgain to confirm that it was taking steps to ensure that the information at issue was not being misused and that it
has implemented additional measures to enhance the security of its digital environment in an effort to minimize the
likelihood of a similar event from occurring in the future. Furthermore, we have reported the incident to law enforcement



agencies, including the Federal Bureau of Investigation, and we are committed to assisting their investigation into the
matter,

What You Can Do: As we have stated, we are not aware of any misuse of your information as a result of this incident.
However, we encourage you to follow the recommendations on the next page to help protect your information.

For More Information: If you have any questions regarding the incident, please call 1-833-416-0926 between 6:00 a.m.
and 6:00 p.m. Pacific Time.

The security of your information is a top priority for HCP, and we are committed to safeguarding your data and privacy.

Sincerely,

—_

u./&z‘fQ—

Henry Tuttle, President & Chief Executive Officer
Health Center Partners of Southern California



Steps You Can Take to Further Protect Your Information

Review Your Account Statements and Notify Law Enforcement of Suspicious Activity: As a precautionary measure,
we recommend that you remain vigilant by reviewing your account statements and credit reports closely. If you detect any
suspicious activity on an account, you should promptly notify the financial institution or company with which the account
is maintained. You also should promptly report any fraudulent activity or any suspected incidence of identity theft to proper
law enforcement authorities, your state attorney general, and/or the Federal Trade Commission (FTC).

Copy of Credit Report: You may obtain a free copy of your credit report from each of the three major credit reporting
agencies once every 12 months by visiting http://www.annualcreditreport.com/, calling toll-free 877-322-8228, or by
completing an Annual Credit Report Request Form and mailing it to Annual Credit Report Request Service, P.O, Box
105281, Atlanta, GA 30348. You also can contact one of the following three national credit reporting agencies:

TransUnion Experian Equifax

P.O. Box 1000 P.O. Box 2002 P.O. Box 740241
Chester, PA 19016 Allen, TX 75013 Atlanta, GA 30374
1-800-916-8800 1-888-397-3742 1.888-548-7878
wWww.ransunion.com www.experian.com www.equifax.com

Fraud Alert: You may want to consider placing a fraud alert on your credit report. An initial fraud alert is free and will
stay on your credit file for one year. The alert informs creditors of possible fraudulent activity within your report and requests
that the creditor contact you prior to establishing any accounts in your name. To place a fraud alert on your credit report,
contact any of the three credit reporting agencies identified above. Additional information is available at
hitp://www.annualcredifreport.com.

Security Freeze: Under U.S. law, you have the right to put a security freeze on your credit file for up to one year at no cost.
This will prevent new credit from being opened in your name without the use of a PIN number that is issued to you when
you initiate the freeze. A security freeze is designed to prevent potential creditors from accessing your credit report without
your consent. As a result, using a security freeze may interfere with or delay your ability to obtain credit. You must
separately place a security freeze on your credit file with each credit reporting agency. In order to place a security freeze,
you may be required to provide the consumer reporting agency with information that identifies you including your full
name, Social Security number, date of birth, current and previous addresses, a copy of your state-issued identification card,
and a recent utility bill, bank statement or insurance statement.

Additional Free Resources: You can obtain information from the consumer reporting agencies, the FTC, or from your
respective state Attorney General about fraud alerts, security freezes, and steps you can take toward preventing identity
theft. You may report suspected identity theft to local law enforcement, including to the FTC or to the Attorney General in
your state.

Federal Trade Maryland Attorney North Carolina Attorney  Rhode Island
Commission General General Attorney General
600 Pennsylvania Ave, NW 200 St. Paul Place 9001 Mail Service Center 150 South Main Street
Washington, DC 20580 Baltimore, MD 21202 Raleigh, NC 27699 Providence, RI 02903
www.consumer.ffe.goy, www.oag.state. md.us www.ncdoj.gov www.riag.ri.gov

and 1-888-743-0023 1-877-566-7226 1-401-274-4400

www.fte.gov/idtheft
1-877-438-4338

You also have certain rights under the Fair Credit Reporting Act (FCRA): These rights include to know what is in
your file; to dispute incomplete or inaccurate information; to have consumer reporting agencies correct or delete inaccurate,
incomplete, or unverifiable information; as well as other rights. For more information about the FCRA, and your rights
pursuant to the FCRA, please visit hitp://files.consumerfinance.gov/{/201504 ofpb_summary_your-rights-under-fera. pdf.
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Re: Notice of Data Breach
Dear <<First Name>> <<Last Name>>:

I am writing to inform you of a recent data security incident experienced by Netgain Technology, LLC (*Netgain™), the IT
setvice provider for Health Center Partners of Southern California (“HCP”). HCP supports community health centers in a
variety of ways, including collaborative grant-funded programs and services for <<HEALTHCENTER>>. Please read this
letter carefully as it contains information regarding the incident, the type of information potentially involved, and the steps
that you can take to help protect your personal information.

What Happened: Netgain recently informed HCP that it had experienced a data security incident that involved systems
containing HCP data. Upon its discovery of the incident, Netgain brought all of its systems offline and engaged outside
cybersecurity experts to conduct an investigation and to assist in its mitigation, restoration, and remediation efforts. Once
HCP learned of the incident, we engaged our own independent cybersecurity experts to determine what happened, whether
any HCP data was compromised as a result of the incident, and the impact of this incident on HCP, our health center
members and partners, and their patients.

According to Netgain, in late September 2020, an unauthorized third party gained access to Netgain’s digital environment,
and between October 22, 2020 to December 3, 2020, the unauthorized third party obtained certain files containing HCP data.
Netgain stated that it paid an undisclosed amount to the attacker in exchange for assurances that the attacker will delete all
copies of this data and that it will not publish, sell, or otherwise disclose the data. In addition, Netgain’s cybersecurity
experts conducted regular dark web scans for the impacted files, but such searches have not yielded any indications that the
data involved in this incident has been or will be published, sold, offered for sale, or otherwise disclosed. Accordingly, there
is no reason to believe that any information involved in the incident has been or will be misused. :

Once we learned that HCP data may have been involved in the incident, we worked with our cybersecurity experts to
review the impacted files and identify the individuals whose information was contained in such files so that we may notify
such individuals. Our investigation revealed that the impacted files contained your personal information. Again, we are not
aware of any misuse of your personal information as a resuit of this incident, Nevertheless, we are notifying you about
this incident out of an abundance of caution and providing you with steps you can take to help protect your information.

What Information Was Involved: The information involved varies depending on the individual but may include the
following: <<VARPARAGRAPH>>,

What We Are Doing: As soon as we learned of the incident, we took the steps described above. In addition, we worked
with Netgain to confirm that it was taking steps to ensure that the information at issue was not being misused and that it has
implemented additional measures to enhance the security of its digital environment in an effort to minimize the likelihood
of a similar event from occurring in the future. Furthermore, we have reported the incident to law enforcement agencies,
including the Federal Bureau of Investigation, and we are committed to assisting their investigation into the maiter.



We are providing you with steps that you can take to help protect your personal information, and as an added precaution,
we are offering you complimentary identity protection services through IDX, a leader in risk mitigation and response.
These services include xx months of credit monitoring, dark web monitoring, a $1,000,000 identity fraud loss
reimbursement policy, and fully-managed identity theft recovery services,

What You Can Do: As we have stated, we are not aware of any misuse of your information as a result of this incident.
However, we encourage you to follow the recommendations on the next page to help protect your information. We also
encourage you to enroll in the complimentary services offered by going to hitps://response.idx.us/hcp-netgain-incident or
calling 1-833-416-0926 and using the enrollment code provided above. Please note that the deadline to enroll is July 12,
2021,

For More Information: If you have any questions regarding the incident or would like assistance with enrolling in the
services offered, please call 1-833-416-0926 between 6:00 a.m. and 6:00 p.m. Pacific Time.

The security of your information is a top priority for HCP, and we are committed to safeguarding your data and privacy.

Sincerely,

—_
. 1 &tre_

Henry Tuitle, President & Chief Executive Officer
Health Center Pariners of Southern California



Steps You Can Take to Further Protect Your Information

Review Your Account Statements and Notify Law Enforcement of Suspicious Activity: As a precautionary measure, we recommend
that you remain vigilant by reviewing your account statements and credit reports closely. If you detect any suspicious activity on an
account, you should promptly notify the financial institution or company with which the account is maintained. You also should promptly
report any fraudulent activity or any suspected incidence of identity theft to proper law enforcement authorities, your state attorney
general, and/or the Federal Trade Commission (FTC).

Copy of Credit Report: You may obtain a free copy of your credit report from each of the three major credit reporting agencies once
every 12 months by visiting htip://www,annualereditreport.com/, calling toll-free 877-322-8228, or by completing an Annual Credit
Report Request Form and mailing it to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348. You also can
contact one of the following three national credit reporting agencies:

TransUnicn Experian Equifax

P.O. Box 1000 P.O. Box 2002 P.O. Box 740241
Chester, PA 19016 Atllen, TX 75013 Atlanta, GA 30374
1-800-916-8800 1-888-397-3742 1-888-548-7878
WWW.iransunion. com WWW.experian com www.equifax com

Fraud Alert: You may want to consider placing a fraud alert on your credit report. An initial fraud alert is free and will stay on your
credit file for one year, The alert informs creditors of possible fraudulent activity within your report and requests that the creditor contact
you prior to establishing any accounts in your name. To place a fraud alert on your credit report, contact any of the three credit reporting
agencies identified above. Additional information is available at hitp://www.annualcreditreport.com,

Security Freeze: Under U.S. law, you have the right to put a security freeze on your credit file for up to one year at no cost. This will
prevent new credit from being opened in your name without the use of a PIN number that is issued to you when you initiate the freeze,
A security freeze is designed to prevent potential creditors from accessing your credit report without your consent. As aresult, using a
security freeze may interfere with or delay your ability to obtain credit. You must separately place a security freeze on your credit file
with each credit reporting agency. In order to place a security freeze, you may be required o provide the consumer reporting agency
with information that identifies you inctoding your full name, Social Security number, date of birth, current and previous addresses, a
copy of your state-issued identification card, and a recent utility bill, bank statement or insurance statement.

Additional Free Resources: You can obtain information from the consumer reporting agencies, the FTC, or from your respective state
Attorney General about fraud alerts, security freezes, and steps you can take toward preventing identity theft. You may report suspected
identity theft to local law enforcement, including to the FTC or to the Attorney General in your state.

Federal Trade Commission  Maryland Attorney General North Carolina Attorney Rhode Island

600 Pennsylvania Ave, NW 200 St. Paul Place General Attorney General
Washington, DC 20580 Baltimore, MD 21202 9001 Mail Service Center 150 South Main Street
www.consumer. fic.gov, and www,oag.state.md.us Raleigh, NC 27699 Providence, R1 02903
www. fle.gov/idtheft 1-888-743-0023 www.ncdoj.gov WWW.Iiag.ri. gov
1-877-438-4338 1-877-566-7226 1-401-274-4400

You also have certain rights under the Fair Credit Reporting Act (FCRA): These rights include to know what is in your file; to
dispute incomplete or inaccurate information; to have consumer reporting agencies correct or delete inaccurate, incomnplete, or
unverifiable information; as well as other rights. For more information abeut the FCRA, and your rights pursuant {o the FCRA, please

visit httpy/files.consumerfinance.gov/f/201504_cfpb_summary your-rights-tnder-fera.pdf.
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12 de abril de 2021

Ref.:  Aviso de violacion de datos

Estimando(a) <<First Name>> <<Last Name>>:

Le escribo para informarle sobre un incidente de seguridad de datos que le sucedid recientemente a Netgain Technology,
LLC (*“Netgain™), el proveedor de servicios de tecnologia de Health Center Partners of Southern California (“HCP”). HCP
provee apoyo a los centros de salud comunifarios en varias maneras, incluyendo programas y servicios colaborativos
financiados por subvenciones para <<HEALTHCENTER>>, Por favor lea esta carta defenidamente, ya que contiene
informacion sobre el incidente, el tipo de informacioén potencialmente involucrada y los pasos que puede tomar para proteger
su informacion personal,

Qué sucedié: Netgain informé recientemente a HCP que le habia sucedido un incidente de seguridad de datos que
involucraba sistemas que contenian datos de HCP. Tras su descubrimiento del incidente, Netgain desconecté todos sus
sistemas y contratd a expertos en ciberseguridad para que investiguen y asisten con sus esfuerzos de mitigacion, restauracion
y remediacién., En cuanto HCP se enterd del incidente, contratamos a nuestros propios expertos en ciberseguridad para
determinar qué sucedid, si los datos del HCP fueron comprometidos a resultado del incidente y el impacto de este incidente
en HCP, los miembros y socios de nuestro centro de salud y sus pacientes.

Netgain nos informé que, a fines de septiembre de 2020, otra persona sin autorizacién obtuvo acceso al entorno digital de
Netgain, ¥ entre el 22 de octubre de 2020 y el 3 de diciembre de 2020, esa personal sin autorizacidén obtuvo ciertos archivos
que contenian datos de HCP. Netgain nos informa que le pag6 una cantidad no revelada al atacante a cambio de garantias de
que el atacante eliminard todas las copias de estos datos y que no publicard, venderd ni divulgara los datos. Ademads, los
expertos en ciberseguridad de Netgain buscaron en la red obscura los archivos afectados, pero dichas blisquedas no han
resultado en ninguna indicacidén de que los datos involuerados en este incidente hayan sido o serdn publicados, vendidos,
puestos a la venta o divulgados de otra manera. Por lo tanto, no hay razén para creer que cualquier informacién involucrada
en el incidente haya sido o serd mal utilizada,

En cuanto supimos que los datos del HCP pudieron haber estado involucrados en el incidente, trabajamos con nuestros
expertos en ciberseguridad para revisar los archivos afectados e identificar a las personas cuya informacién estaba contenida
en dichos archivos para poder notificar a dichas personas. Nuestra investigacion reveld que los archivos afectados contenian
su informacién personal. Nuevamente, no tenemos conocimiento de ningéin mal uso de su informacién personal debido
a este incidente. Sin embargo, queremos notificarle sobre este incidente por precaucién y para inférmale de los pasos que
puede tomar para ayudar a proteger su informacion,

Qué informacion estuvo invelucrada: La informacién potencialmente involucrada varia segiin la persona, pero puede
incluir lo siguiente: <<VARPARAGRAPH>>.

Qué estamos haciendo: En cuanto nos enteramos del incidente, tomamos los pasos descritos anteriormente. Ademds,
trabajamos con Netgain para confirmar que estaba tomando medidas para garantizar que la informacién en cuestion no fue




mal utilizada y que habfa implementado medidas adicionales para mejorar la seguridad de su entorno digital en un esfuerzo
para reducir la probabilidad de que ocurra un problema similar en el futuro. Aderds, hemos informado a las agencias de
policfa y seguridad, incluyendo la Oficina Federal de Investigaciones, y estamos comprometidos a ayudarles en la
investigacion del asunto.

Le proveemos informacién de los pasos que puede tomar para ayudar a proleger su informacidn personal y, como
precaucion adicional, Je oftecemos setvicios de proteccidn de identidad complementarios a través de IDX, un lider en
mitigacién de riesgos y la respuesta, Estos servicios incluyen xx meses de monitoreo de crédito, monitoreo de la red
oscura, una péliza de reembolso de pérdida de identidad causada por fraude de $1,000,000 y servicios de recuperacién de
robo de identidad que son completamente administrados por especialistas.

Qué puede hacer: Como Ie hemos dicho, no tenemos conocimiento de ningin uso indebido de su informacién como
resultado de este incidente. Sin embargo, le recomendamos que siga las recomendaciones de la péagina siguiente para
ayudar a proteger su informacién. También lo alentamos a que se inscriba en los servicios complementarios que se
ofrecen en la pagina de red: hitps:/response.idx.us/hep-netgain-incident o llamando al 1-833-416-0926 y utilizando el
codigo de inscripcion proporcionado arriba. Tenga en cuenta que el plazo para inscribirse es 12 de julio de 2021,

Para obtener mas informacién: Si usted tienc alguna pregunta sobre el incidente o si desea ayuda para inscribirse en los
servicios ofrecidos, Hame al 1-833-416-0926 entre las 6:00 a.m. y las 6:00 p.m. hora del Pacifico,

La seguridad de su informacién os una prioridad alta para HCP, y estamos comprometidos a proteger sus datos y
privacidad.

Atentamente,

—_
o &

Henry Tuttle
President & Chief Executive Officer
Health Center Partners of Southern California




Pasos que puede tomar para proteger atn mas su informacion

Revise sus estados de cuenta y notifique a las autoridades de policia de actividades sospechosas: Como precaucion, le
recomendamos que se mantenga alerta revisando atentamente sus estados de cuenta ¢ informes de crédito. Si detecta alguna actividad
sospechosa en una cuenta, debe notificar de inmediato a la institucién financiera o empresa con la que se mantiene la cuenta, También
debe informar de inmediato cualquier actividad fraudulenta o cualguier sospecha de robo de identidad a las autoridades de policfa, al
fiscal general de su estado y/o a la Comisién Federal de Comercio/ Federal Trade Commission (FTC).

Copia del su reporte de erédito: Usted puede obtener una copia gratuita de su reporte de cada una de las tres agencias principales de
informes crédito una vez cada 12 meses. Lo puede pedir en la pégina de red: hitp://www.annualcreditreport.com/, llamando al mimero
gratuito 877-322-8228 o llenando un formulario de solicitud de reporte de crédito anual/ Annual Credit Report Request Form y
envidndolo por correo a: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348, También puede comunicarse
con una de las siguientes tres agencias nacionales de informes de crédito:

TransUnion Experian Equifax

P.O. Box 1000 P.O. Box 2002 P.O. Box 740241
Chester, PA 19016 Allen, TX 75013 Atlanta, GA 30374
1-800-916-8800 1-888-397-3742 1-888-548-7878
www.transunion.com www,experian.com www.equifax.com

Alerta de fraude: Es posible que desee considerar colocar una alerta de fraude en su informe de crédito. Una alerta de fraude inicial es
gratuita y permanecetd en su archivo de crédito por un afio, La alerta informa a los acreedores de una posible actividad fraudulenta
dentro de su informe y solicita que el acreedor se comunique con usted antes de establecer cuentas a su nombre, Para colocar una alerta
de fraude en su informe de crédito, comuniquese con cualquiera de las tres agencias de informes de crédito identificadas anteriormente.
Informacién adicional estd disponible en la pdgina de red: hitp:/www.annualcreditreport.com.

Congelamiento de seguridad: Segin la ley de los EE. UU., usted tiene derecho a congelar su archivo de erédito hasta un afio sin ningln
costo. Esto evitard que se abra un nuevo crédito a su nombre sin el uso de un ntimero de PIN que se le dard cuando inicie la congelacion.
Un congelamiento de seguridad esté disefiado para evitar que los acreedores potenciales accedan a su informe de crédito sin su
consentimiento. El uso de un congelamiento de seguridad puede interferir o refrasar su capacidad de obtener crédito. Debe colocar un
congelamiento de seguridad separado en su archivo de crédito con cada agencia de informes de crédito. Para colocar un congelamiento
de seguridad, es posible que se le solicite que proporcione 2 la agencia de informes del consumidor informacién que lo identifique,
incluyendo su nombre completo, nimero de seguro social, fecha de nacimiento, direccién actual y anteriores, una copia de su tarjeta de
identificacion del estado y una factura de servicios piblicos, un estado bancario o de seguro recientes.

Recursos gratuitos adicionales: Usted puede obtener informacion de las agencias de informes del consumidor, la FTC o de su Fiscal
General estatal sobre alertas de fraude, congelamientos de seguridad y pasos que puede tomar para prevenir el robo de identidad. Puede
reporte la sospecha de robo de identidad a la policfa local, incluso a la FTC o al Fiscal General de su estado.

Federal Trade Commission  Maryland Attorney General ~North Carolina  Attorney Rhode Island

600 Pennsylvania Ave, NW 200 St. Paul Place General Attorney General
Washington, DC 20580 Baltimore, MD 21202 9001 Mail Service Center 150 South Main Street
www,consumer. ftc.gov, and www,oag.state.md.us Raleigh, NC 27699 Providence, RI 02903
www. fic.gov/idtheft 1-888-743-0023 www.ncdoj.gov www.riag.ri,gov
1-877-438-4338 1-877-566-7226 1-401-274-4400

También tiene ciertos derechos bajo la Ley de Informe Justo de Crédito/ Fair Credit Reporting Act (FCRA): Estos derechos
incluyen saber qué hay en su archivo; para disputar informacién incompleta o inexacta; hacer que las agencias de informes del
consumidor corrijan o eliminen informacién inexacta, incompleta o no verificable; asi como ofros derechos. Para obtener mas
informacion sobre la FCRA y sus derechos, visite Ia pagina de red: hitp://files.consumerfinance.gov/f201504_cfpb_summary_your-
rights-under-fera.pdf.
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Re: Notice of Data Breach

Dear <<First Name>> <<Last Name>>;

I am writing to inform you of a recent data security incident experienced by Netgain Technology, LLC (*Netgain™), the IT
service provider for Health Center Partners of Southern California (*HCP”). HCP supports community health centers in a
variety of ways, including collaborative grant-funded programs and services for <<HEALTHCENTER>>. Please read this
letter carefully as it contains information regarding the incident, the type of information potentially involved, and the steps
that you can take to help protect your personal information.

What Happened: Netgain recently informed HCP that it had experienced a data secutity incident that involved systems
containing HCP data. Upon its discovery of the incident, Netgain brought all of its systems offline and engaged outside
cybersecurity experts to conduct an investigation and to assist in its mitigation, restoration, and remediation efforts. Once
HCP learned of the incident, we engaged our own independent cybersecurity experts to determine what happened, whether
any HCP data was compromised as a result of the incident, and the impact of this incident on HCP, our health center
members and partners, and their patients,

According to Netgain, in late September 2020, an unauthorized third party gained access to Netgain’s digital environment,
and between October 22, 2020 to December 3, 2020, the unauthorized third party obtained certain files containing HCP data,
Netgain stated that it paid an undisclosed amount to the attacker in exchange for assurances that the attacker will delete all
copies of this data and that it will not publish, sell, or otherwise disclose the data. In addition, Netgain’s cybersecurity
experts conducted regular dark web scans for the impacted files, but such searches have not yielded any indications that the
data involved in this incident has been or will be published, sold, offered for sale, or otherwise disclosed. Accordingly, there
is no reason to believe that any information involved in the incident has been or will be misused.

Once we learned that HCP data may have been involved in the incident, we worked with our cybersecurity experts to review
the impacted files and identify the individuals whose information was contained in such files so that we may notify such
individuals. Our investigation revealed that the impacted files contained your personal information. Again, we are not
aware of any misuse of your personal information as a result of this incident. Nevertheless, we are notifying you about
this incident out of an abundance of caution and providing you with steps you can take to help protect your information.

What Information Was Involved: The information involved varies depending on the individual but may include the
following: <<VARPARAGRAPH>>, Your Social Security number was not impacted by this incident.

What We Are Doing: As soon as we learned of the incident, we took the steps described above. In addition, we worked
with Netgain to confirm that it was taking steps to ensure that the information at issue was not being misused and that it has
implemented additional measures to enhance the security of its digital environment in an effort to minimize the likelihood of



a similar event from occurring in the future. Furthermore, we have reported the incident to law enforcement agencies,
including the Federal Bureau of Investigation, and we are committed to assisting their investigation into the matter,

What You Can Do: As we have stated, we are not aware of any misuse of your information as a result of this incident.
However, we encourage you o follow the recommendations on the next page to help protect your information.

For More Information: If you have any questions regarding the incident, please call 1-833-416-0926 between 6:00 a.m.
and 6:00 p.m, Pacific Time.

The security of your information is a top priority for HCP, and we are committed to safeguarding your data and privacy.

Sincerely,

—
o bere

Henry Tuttle, President & Chief Executive Officer
Health Center Partners of Southern California



Steps You Can Take to Further Protect Your Information

Review Your Account Statements and Notify Law Enforcement of Suspicious Activity: As a precautionary measure,
we recommend that you remain vigilant by reviewing your account statements and credit reports closely. If you detect any
suspicious activity on an account, you should promptly notify the financial institution or company with which the account
is maintained. You also should promptly report any fraudulent activity or any suspected incidence of identity theft to proper
law enforcement authorifies, your state attorney general, and/or the Federal Trade Commission (FTC).

Copy of Credit Report: You may obtain a free copy of your credit report from each of the three major credit reporting
agencies once every 12 months by visiting http://www.annualcreditreport.com/, calling toll-free 877-322-8228, or by
completing an Annual Credit Report Request Form and mailing it to Annual Credit Report Request Service, P.O. Box
105281, Atlanta, GA 30348. You also can contact one of the following three national credit reporting agencies:

TransUnion Experian Equifax

P.O. Box 1600 P.0O. Box 2002 PO, Box 740241
Chester, PA 19016 Allen, TX 75013 Atlanta, GA 30374
[-800-916-8800 1-888-397-3742 1-888-548-7878
www.transunion.com WWW.experian.com www.equifax.com

Fraud Alert: You may want to consider placing a fraud alert on your credit report. An initial fraud alert is free and will
stay on your credit file for one year. The alert informs creditors of possible fraudulent activity within your report and requests
that the creditor contact you prior to establishing any accounts in your name. To place a fraud alert on your credit report,
contact any of the three credit reporting agencies identified above. Additional information is available at
http://www.annualcreditrepott.com.

Security Freeze: Under U.S. law, you have the right to put a security freeze on your credit file for up to one year at no cost.
This will prevent new credit from being opened in your name without the use of a PIN number that is issued to you when
you initiate the freeze. A security freeze is designed to prevent potential creditors from accessing your credit report without
your consent. As a result, using a security freeze may interfere with or delay your ability to obtain credit. You must
separately place a security freeze on your credit file with each credit reporting agency. In order to place a security freeze,
you may be required to provide the consumer reporting agency with information that identifies you including your full
name, Social Security number, date of birth, current and previous addresses, a copy of your state-issued identification card,
and a recent utility bill, bank statement or insurance statement.

Additional Free Resources: You can obtain information from the consumer reporting agencies, the FTC, or from your
respective state Attorney General about fraud alerts, security freezes, and steps you can take toward preventing identity
theft. You may report suspected identity theft to local law enforcement, including to the FTC or to the Attorney General in
your state.

Federal Trade Maryland Attorney North Carolina Attorney  Rhode Island
Commission General General Attorney General
600 Pennsylvania Ave, NW 200 St. Paul Place 9001 Mail Service Center 150 South Main Street
Washington, DC 20580 Baltimore, MD 21202 Raleigh, NC 27699 Providence, RI 02903
www.consumer.fic.gov, www.oag.state.md.us www.ncdoj.gov wWww.riag.ri.gov

and 1-888-743-0023 1-877-566-7226 1-401-274-4400

www.fic.oov/idtheft
1-877-438-4338

You also have certain rights under the Fair Credit Reporting Act (FCRA): These rights include to know what is in
your file; to dispute incomplete or inaccurate information; to have consumer reporting agencies correct or delete inaccurate,
incomplete, or unverifiable information; as well as other rights. For more information about the FCRA, and your rights

pursuant to the FCRA, please visit http:/files.consumerfinance.gov/f/201504 cfpb_summary your-rights-under-fera.pdf.
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Ref.: Aviso de violacién de datos
Estimando(a) <<First Name>> <<Last Name>>:

Le escribo para informarle sobre un incidente de seguridad de datos que le sucedi6 recientemente a Netgain Technology,
LLC (“Netgain™), el proveedor de servicios de tecnologia de Health Center Partners of Southern California (“HCP”). HCP
provee apoyo a los centros de salud comunitarios en varias maneras, incluyendo programas y servicios colaborativos
financiados por subvenciones para <<HEALTHCENTER>>. Por favor lea esta carta detenidamente, ya que contiene
informacién sobre el incidente, el tipo de informacion potencialmente involucrada y los pasos que puede tomar para proteger
su informacién personal.

Qué sucedié: Netgain informé recientemente a HCP que le habia sucedido un incidente de seguridad de datos que
involucraba sistermnas que contenfan datos de HCP. Tras su descubrimiento del incidente, Netgain desconectd todos sus
sistemas y contrat6 a expertos en ciberseguridad para que investiguen y asisten con sus esfuerzos de mitigacion, restauracion
y remediacién. En cuanto HCP se enterd del incidente, contratamos a fuestros propios expertos en ciberseguridad para
determinar qué sucedid, si los datos del HCP fueron comprometidos a resultado del incidente y el impacto de este incidente
en HCP, los miembros y socios de nuestro centro de salud y sus pacientes.

Netgain nos informé que, a fines de septiembre de 2020, otra persona sin autorizacién obtuvo acceso al entorno digital de
Netgain, y entre el 22 de octubre de 2020 y el 3 de diciembre de 2020, esa personal sin autorizacién obtuvo ciertos archivos
que contenfan datos de HCP. Netgain nos informa que le pagé una cantidad no revelada al atacante a cambio de garantias
de que el atacante eliminara todas las copias de estos datos y que no publicard, vendera ni divulgaré los datos. Ademas, los
expertos en ciberseguridad de Netgain buscaron en la red obscura los archivos afectados, pero dichas biisquedas no han
resultado en ninguna indicacién de que los datos involucrados en este incidente hayan sido o serdn publicados, vendidos,
puestos a la venta o divulgados de otra manera. Por lo tanto, no hay razén para creer que cualquier informacién involucrada
en el incidente haya sido o serd mal utilizada.

En cuanto supimos que los datos del HCP pudieron haber estado involucrados en el incidente, trabajamos con nuestros
expertos en ciberseguridad para revisar los archivos afectados e identificar a las personas cuya informacion estaba contenida
en dichos archivos para poder notificar a dichas personas. Nuestra investigacion reveld que los archivos afectados contenian
st informacion personal. Nuevamente, no tenemos conocimiento de ningtin mal uso de su infermacidén personal debido
a este incidente. Sin embargo, queremos notificarle sobre este incidente por precancion y para inférmale de los pasos que
puede tomar para ayudar a proteger su informacién.

Qué informacién estuvo involucrada: La informacién potencialmente involucrada varfa segln la persona, pero puede
incluir lo siguiente: <<VARPARAGRAPH_SI>><<VARPARAGRAPH_S2>>. Su ndmero de Seguro Social no fue
afectado por este incidente.

Qué estamos haciendo: En cuanto nos enteramos del incidente, tomamos los pasos descritos anteriormente. Ademas,
trabajamos con Netgain para confirmar que estaba tomando medidas para garantizar que la informacién en cuestién no fue
mal utilizada y que habia implementado medidas adicionales para mejorar la seguridad de su entorno digital en un esfuerzo
para reducir la probabilidad de que ocurra un problema similar en el futuro. Ademas, hemos informado a las agencias de




policia y seguridad, incluyendo la Oficina Federal de Investigaciones, y estamos comprometidos a ayudarles en la
investigacion del asunto.

Qué puede hacer: Como le hemos dicho, no tenemos conocimiento de ningln uso indebido de su informacién como
resultado de este incidente. Sin embargo, le recomendamos que siga las recomendaciones de la pigina siguiente para
ayudar a proteger su informacion.

Para obtener més informacién: Si usted tiene alguna pregunta sobre el incidente, llame al 1-833-416-0926 entre las 6:00
a.m. y las 6:00 p.m, hora del Pacifico.

La seguridad de su informacion es una prioridad alta para HCP, y estamos comprometidos a proteger sus datos y
privacidad.

Atentamente,

—_

u./&z‘rq-—

Henry Tuttle, President & Chief Executive Officer
Health Center Partners of Southern California



Pasos que puede tomar para proteger aiin mas su informacion

Revise sus estados de cuenta y notifique a las autoridades de policia de actividades sospechoesas: Como precaucion, le
recomendamos que se mantenga alerta revisando atentamente sus estados de cuenta e informes de crédito, Sidetecta alguna
actividad sospechosa en una cuenta, debe notificar de inmediato a la institucitn financiera o empresa con la que se mantiene
la cuenta. También debe informar de inmediato cualquier actividad fraudulenta o cualquier sospecha de robo de identidad
alas autoridades de policia, al fiscal general de su estado y/o a la Comisién Federal de Comercio/ Federal Trade Commission

(FTC).

Copia del su reporte de crédito: Usted puede obtener una copia gratuita de su reporte de cada una de las tres agencias
principales de informes crédito una vez cada 12 meses. Lo puede pedir en la pagina de red:
http://www.annualcreditreport.cony/, llamando al mimero gratuito 877-322-8228 o llenando un formulario de solicitud de
reporte de crédito anual/ Annual Credit Report Request Form y enviandolo por correo a: Annual Credit Report Request
Service, P.O. Box 105281, Atlanta, GA 30348. También puede comunicarse con una de las siguientes tres agencias
nacionales de informes de crédito:

TransUnion Experian Equifax

P.O. Box 1000 P.O. Box 2002 P.O. Box 740241
Chester, PA 19016 Allen, TX 75013 Atlanta, GA 30374
1-800-916-8800 1-888-397-3742 1-888-548-7878
WWW . transunion.com WWW.experian.com www.equifax.com

Alerta de fraude: Es posible que desee considerar colocar una alerta de fraude en su informe de crédito. Una alerta de
fraude inicial es gratuita y permanecer4 en su archivo de crédito por un afio. La alerta informa a los acreedores de una
posible actividad fraudulenta dentro de su informe y solicita que el acreedor se comunique con usted antes de establecer
cuentas a su nombre. Para colocar una alerta de fraude en su informe de crédito, comuniquese con cualquiera de las tres
agencias de informes de crédito identificadas anteriormente. Informacién adicional esta disponible en la pagina de red:

http://www.annualcreditreport.com.

Congelamiento de seguridad: Segin la ley de los EE. UU., usted tiene derecho a congelar su archivo de crédito hasta un
afio sin ningfin costo, Esto evitard que se abra un nuevo crédito a su nombre sin el uso de un nimero de PIN que se le dara
cuando inicie la congelacién. Un congelamiento de seguridad esté disefiado para evitar que los acreedores potenciales
accedan a su informe de crédito sin su consentimiento, El uso de un congelamiento de seguridad puede interferir o retrasar
su capacidad de obtener crédito. Debe colocar un congelamiento de seguridad separado en su archivo de crédito con cada
agencia de informes de crédito. Para colocar un congelamiento de seguridad, es posible que se le solicite que proporcione a
la agencia de informes del consumidor informacién que lo identifique, incluyendo su nombre completo, nimero de seguro
social, fecha de nacimiento, direccion actual y anteriores, una copia de su tatjeta de identificacion del estado y una factura
de servicios plblicos, un estado bancario o de seguro recientes,

Recursos gratuitos adicionales: Usted puede obtener informacién de las agencias de informes del consumidor, la FTC o
de su Fiscal General estatal sobre alertas de fraude, congelamientos de seguridad y pasos que puede tomar para prevenir el
robo de identidad. Puede reporte la sospecha de robo de identidad a la policia local, incluso alaFTC o al Fiscal General de
su estado.

Federal Trade Maryland Attorney North Carolina Attorney  Rhode Island
Commission General General Attorney General
600 Pennsylvania Ave, NW 200 St, Paul Place 9001 Mail Service Center 150 South Main Street
Washington, DC 20580 Baltimore, MD 21202 Raleigh, NC 27699 Providence, RI 02903
www.consumer.ftc. gov, www.oag,state.md.us www.ncdoj.gov www.riag,ri.gov

and 1-888-743-0023 1-877-566-7226 1-401-274-4400

www.ftc.gov/idtheft
1-877-438-4338



También tiene ciertos derechos bajo Ia Ley de Informe Justo de Crédito/ Fair Credit Reporting Act (FCRA): Estos
derechos incluyen saber qué hay en su archivo; para disputar informacién incompleta o inexacta; hacer que las agencias de
informes del consumidor corrijan o eliminen informacién inexacta, incompleta o no verificable; asi como otros derechos.
Para obtener mas informacién sobre la FCRA y sus derechos, visite la pagina de red:
http://files.consumerfinance,gov/f/201504_cfpb_summary_your-rights-under-fera. pdf.




of §outhern Cailfernia

[=]
7 HEALTH CENTER PARTNERS

C/O 1IDX
PO Box 4129
Everett WA 98204

ENDORSE

h||n||’lll|Im|IuIHl|[;II|I|Eiu:1||uu|u|l|dh||H|||;|:|
To the Parent or Guardian of

NAME
e ADDRESS1
- ADDRESS2 April 12, 2021
cone 2p CSZ BREAK]|

Ver8  COUNTRY

Re: Notice of Data Breach

Dear Parent or Guardian of <<First Name>> <<Last Name>>;

1 am writing to inform you of a recent data security incident experienced by Netgain Technology, LLC (“Netgain™), the IT
setvice provider for Health Center Partners of Southern California (“HCP”). HCP supports community health centers in a
variety of ways, including collaborative grant-funded programs and services for <<HEALTHCENTER>>. Please read this
letter carefully as it contains information regarding the incident, the type of information potentially involved, and the steps
that you can take to help protect your child’s personal information.

What Happened: Netgain recently informed HCP that it had experienced a data security incident that involved systems
confaining HCP data. Upon its discovery of the incident, Netgain brought all of its systems offline and engaged outside
cybersecurity experts to conduct an investigation and to assist in its mitigation, restoration, and remediation efforts. Once
HCP learned of the incident, we engaged our own independent cybersecurity experts to determine what happened, whether
any HCP data was compromised as a result of the incident, and the impact of this incident on HCP, our health center
members and partners, and their patients.

According to Netgain, in late September 2020, an unauthorized third party gained access to Netgain’s digital environment,
and between October 22, 2020 to December 3, 2020, the unauthorized third party obtained certain files containing HCP data,
Netgain stated that it paid an undisclosed amount to the attacker in exchange for assurances that the attacker will delete all
copies of this data and that it will not publish, scll, or otherwise disclose the data. In addition, Netgain’s cybersecurity
expetts conducted regular dark web scans for the impacted files, but such searches have not yielded any indications that the
data involved in this incident has been or will be published, sold, offered for sale, or otherwise disclosed. Accordingly, there
is no reason to believe that any information involved in the incident has been or will be misused.

Once we learned that HCP data may have been involved in the incident, we worked with our cybersecurity experts to review
the impacted files and identify the individuals whose information was contained in such files so that we may notify such
individuals. Our investigation revealed that the impacted files contained your child’s personal information. Again, we are
not aware of any misuse of your child’s personal information as a result of this incident. Nevertheless, we are notifying
you about this incident out of an abundance of caution and providing you with steps you can take to help protect your child’s
information.

What Information Was Involved: The information involved varies depending on the individual but may include the
following: <<VARPARAGRAPH>>, Your child’s Social Security number was not involved in this incident.

What We Are Doing: As soon as we learned of the incident, we took the steps described above. In addition, we worked
with Netgain to confirm that it was taking steps to ensure that the information at issue was not being misused and that it
has implemented additional measures to enhance the security of its digital environment in an effort to minimize the



likelihood of a similar event from occurring in the future. Furthermore, we have reported the incident to law enforcement
agencies, including the Federal Burean of Investigation, and we are committed to assisting their investigation into the
matter,

What You Can De: As we have stated, we are not aware of any misuse of your child’s information as a result of this
incident. However, we encourage you to follow the recommendations on the next page to help protect your child’s
information.

For More Information: If you have any questions regarding the incident, please call 1-833-416-0926 between 6:00 a.m.
and 6:00 p.m. Pacific Time.

The security of your child’s information is a top priotity for HCP, and we are committed to safeguarding your child’s data
and privacy.

Sincerely,

—_
o ket e

Henry Tuttle, President & Chief Executive Officer
Health Center Partners of Southern California



Steps You Can Take to Further Protect Your Information

Review Your Account Statements and Notify Law Enforcement of Suspicious Activity: As a precautionary measure,
we recommend that you remain vigilant by reviewing your account statements and credit reports closely. If you detect any
suspicious activity on an account, you should promptly notify the financial institution ot company with which the account
is maintained. You also should promptly report any fraudulent activity or any suspected incidence of identity theft to proper
law enforcement authorities, your state attorney general, and/or the Federal Trade Commissien (FTC).

Copy of Credit Repori: You may obtain a free copy of your credit report from each of the three major credit reporting
agencies once every 12 months by visiting hitp://www,annualcreditreport.com/, calling toll-free 877-322-8228, or by
completing an Annual Credit Report Request Form and mailing it to Annual Credit Report Request Service, P.O. Box
105281, Atlanta, GA 30348. You also can contact one of the following three national credit reporting agencies:

TransUnion Experian Equifax

P.O. Box 1600 P.O. Box 2002 P.O. Box 740241
Chester, PA 19016 Allen, TX 75013 Atlanta, GA 30374
1-800-916-8800 1-888-397-3742 1-888-548-7878
www.ttansunion.com wWww.experian.com www.equifax.com

Fraud Alert: You may want to consider placing a fraud alert on your credit report. An initial fraud alert is free and will
stay on your credit file for one year. The alert informs creditors of possible fraudulent activity within your report and requests
that the creditor contact you prior to establishing any accounts in your name. To place a fraud alert on your credit report,
contact any of the three credit reporting agencies identified above. Additional information is available at
hitp://www.annualcreditreport.com,

Security Freeze: Under U.S. law, you have the right to put a security freeze on your credit file for up to one year at no cost.
This will prevent new credit from being opened in your name without the use of a PIN number that is issued to you when
you initiate the freeze. A security freeze is designed to prevent potential creditors from accessing your credit report without
your consent. As a result, using a security freeze may interfere with or delay your ability to obtain credit. You must
separately place a security freeze on your credit file with each credit reporting agency. In order to place a security freeze,
you may be required to provide the consumer reporting agency with information that identifies you including your full
name, Social Security number, date of birth, current and previous addresses, a copy of your state-issued identification card,

and a recent utility bill, bank statement or insurance statement.

Additional Free Resources: You can obtain information from the consumer reporting agencies, the FTC, or from your
respective state Attorney General about fraud alerts, security freezes, and steps you can take toward preventing identity
theft, You may report suspected identity theft to local law enforcement, including to the FTC or to the Atforney General in
your state,

Federal Trade Maryland Attorney North Carolina Attorney  Rhode Island
Commission General General Attorney General
600 Pennsylvania Ave, NW 200 St. Paul Place 6001 Mail Service Center 150 South Main Street
Washington, DC 20580 Baltimore, MD 21202 Raleigh, NC 27699 Providence, R1 02903
www.consumer.ftc.gov, www.oag.state. md.us www.nedoj.gov www.rag. . gov

and 1-888-743-0023 1-877-566-7226 1-401-274-4400

www ftc.gov/idtheft
1-877-438-4338

You also have eerfain rights under the Fair Credit Reporting Act (FCRA): These rights include to know what is in
your file; to dispute incomplete or inaccurate information; to have consumer reporting agencies cotrect or delete inaccurate,
incomplete, or unverifiable information; as well as other rights. For more information about the FCRA, and your rights
pursuant to the FCRA, please visit http://files.consumerfinance. gov/f/201504 cfpb_summary your-rights-under-fera.pdf.

Personal Information of a Minor: You can request that each of the three national credit reporting agencies perform a
manual search for a minor’s Social Security number to determine if there is an associated credit report. Copies of identifying



information for the minor and parent/guardian may be required, including birth or adoption certificate, Social Security card,
and government issued identification card. If a credit report exists, you should request a copy of the report and immediately
report any fraudulent accounts to the credit reporting agency. You can also report any misuse of minor’s information to the
FTC at https://www.identitytheft.gov/. For more information about Child Identity Theft and instructions for requesting a

manual Social Security number search, visit the FTC website: hitps://www.consumer.fic,gov/articles/0040-child-identity-
theft.
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Ref.: Aviso de violacién de datos
Estimados padre o tutore de <<First Name>> <<Last Name>>:

Le escribo para informarle sobre un incidente de seguridad de datos que le sucedid recientemente a Netgain Technology,
LLC (“Netgain™), el proveedor de servicios de tecnologia de Health Center Partners of Southern California (“HCP”). HCP
provee apoyo a los centros de salud comunitarios en varias maneras, incluyendo programas y scrvicios colaborativos
financiados por subvenciones para <<HEALTHCENTER>>, Por favor lea csta carta detenidamente, ya que contiene
informacion sobre el incidente, el tipo de informacién potencialmente involucrada y los pasos que puede tomar para proteger
la informacion personal de su hijo.

Qué sucedié: Netgain informé recientemente a HCP que le habia sucedido un incidente de seguridad de datos que
involucraba sistemas que contenian datos de HCP. Tras su descubrimiento del incidente, Netgain desconectd todos sus
sistemas y contratd a expertos en ciberseguridad para que investiguen y asisten con sus esfuerzos de mitigacién, restauracion
y remediacién. En cuanto HCP se enterd del incidente, contratamos a nuestros propios expertos en ciberseguridad para
determinar qué sucedit, si los datos del HCP fueron comprometidos a resultado del incidente y el impacto de este incidente
en HCP, los miembros y socios de nuestro centro de salud y sus pacientes.

Netgain nos informé «ue, a fines de septiembre de 2020, otra persona sin autorizacién obtuvo acceso al entorno digital de
Netgain, y entre el 22 de octubre de 2020 y el 3 de diciembre de 2020, esa personal sin autorizacién obtuvo ciertos archivos
que contenian datos de HCP. Netgain nos informa que le pagd una cantidad no revelada al atacante a cambio de garantias de
que ¢l atacante eliminard todas las copias de estos datos y que no publicara, vendera ni divulgara los datos. Ademas, los
expertos en ciberseguridad de Netgain buscaron en la red obscura los archivos afectados, pero dichas bisquedas no han
resultado en ninguna indicacién de que los datos involucrados en este incidente hayan sido o serdn publicados, vendidos,
puestos a la venta o divulgados de otra manera. Por lo tanto, no hay razon para creer que cualquier informacién involucrada
en el incidente haya sido o serd mal utilizada.

En cuanto supimos que los datos del HCP pudieron haber estado involucrados en el incidente, trabajamos con nuestros
expertos en ciberseguridad para revisar los archivos afectados e identificar a las personas cuya informacién estaba contenida
en dichos archivos para poder notificar a dichas personas. Nuestra investigacion reveld que los archivos afectados contenian
la informacion personal de su hijo. Nuevamente, no tenemos conocimiento de ningin mal uso de Ia informacién
personal de su hijo debido a este incidente. Sin embargo, queremos notificarle sobre este incidente por precaucidn y para
informale de los pasos que puede tomar para ayudar a proteger.

Qu¢ informacién estuvo involucrada: La informacién potencialmente involucrada varia segin la persona, pero puede
incluir lo siguiente; <<VARPARAGRAPH_S1>><<VARPARAGRAPH_S2>>. La nimero de Seguro Social de su hijo
no fue afectado por este incidente,

Qué estamos haciendo: En cuanto nos enteramos del incidente, tomamos los pasos descritos anteriormente, Ademas,
trabajamos con Netgain para confirmar que estaba tomando medidas para garantizar que la informacién en cuestion no fue
mal utilizada y que habia implementado medidas adicionales para mejorar la seguridad de su entorno digital en un esfuerzo
para reducir la probabilidad de que ocurra un problema similar en el futuro. Ademds, hemos informado a las agencias de



policia y seguridad, incluyendo la Oficina Federal de Investigaciones, y estamos comprometidos a ayudarles en la
investigacion del asunto.

Qué puede hacer: Como le hemos dicho, no tenemos conocimiento de ningun uso indebido de la informacidn personal de
su hijo como resultado de este incidente. Sin embargo, le recomendamos que siga las recomendaciones de la pagina
siguiente para ayudar a proteget la informacién personal de su hijo.

Para obtener més informacién: Si usted tiene alguna pregunta sobre el incidente, llame al 1-833-416-0926 enire las 6:00
a.m. y las 6:00 p.m. hora del Pacifico,

La seguridad de la informacién personal de su hijo es una prioridad alta para HCP, y estamos comprometidos a proteger
los datos de su hijo y privacidad.

Atentamente,

p-—
WY e

Henry Tutile, President & Chief Executive Officer
Health Center Partners of Southern California



Pasos que puede tomar para proteger ain mds su informacion

Revise sus estados de cuenta y notifique a las autoridades de policia de actividades sospechosas: Como precaucion, le
recomendamos que se mantenga alerta revisando atentamente sus estados de cuenta e informes de crédito. Si detecta alguna
actividad sospechosa en una cuenta, debe notificar de inmediato a la institucion financiera o empresa con la que se mantiene
la cuenta, También debe informar de inmediato cualquier actividad fraudulenta o cualquier sospecha de robo de identidad
a las autoridades de policia, al fiscal general de su estado y/o a la Comision Federal de Comercio/ Federal Trade Commission
(FTC).

Copia del su reporte de crédito: Usted puede obtener una copia gratuita de su reporte de cada una de las tres agencias
principales de informes crédito una vez cada 12 meses. Lo puede pedir en la pagina de red:
http://www.annualereditreport.com/, Hamando al nimero gratuito 877-322-8228 o Ilenando un formulario de solicitud de
reporte de crédito anual/ Annual Credit Report Request Form y envidndolo por correo a: Annual Credit Report Request
Service, P.O. Box 105281, Atlanta, GA 30348. También puede comunicarse con una de las siguientes tres agencias
nacionales de informes de crédito:

TransUnion Experian Equifax

P.O. Box 1000 P.O. Box 2002 P.O, Box 740241
Chester, PA 19016 Allen, TX 75013 Atlanta, GA 30374
[-800-916-8800 1-888-397-3742 1-888-548-7878
www.transunion.com www.experian,com www,equifax.com

Alerta de fraude: Es posible que desee considerar colocar una alerta de fraude en su informe de crédito. Una alerta de
fraude inicial es gratuita y permanecerd en su archivo de crédito por un afio. La alerta informa a los acreedores de una
posible actividad fraudulenta dentro de su informe y solicita que el acreedor se comunique con usted antes de establecer
cuentas a su nombre. Para colocar una alerta de fraude en su informe de crédito, comuniquese con cualquiera de las tres
agencias de informes de crédito identificadas anteriormente. Informacién adicional esté disponible en la pagina de red:

http://www.annualcreditreport.com,

Congelamiento de seguridad: Segin la ley de los EE. UU., usted tiene derecho a congelar su archivo de crédito hasta un
afio sin ningln costo. Esto evitara que se abra un nuevo crédito a su nombre sin el uso de un nimero de PIN que se le dard
cuando inicie la congelacién. Un congelamiento de seguridad esta disefiado para evitar que los acreedores potenciales
accedan a su informe de crédito sin su consentimiento. El uso de un congelamiento de seguridad puede interferir o retrasar
su capacidad de obtener crédito. Debe colocar un congelamiento de seguridad separado en su archivo de crédito con cada
agencia de informes de crédito. Para colocar un congelamiento de seguridad, es posible que se le solicite que proporcione a
la agencia de informes del consumidor informacion que lo identifique, incluyendo su nombre completo, niimero de seguro
social, fecha de nacimiento, direccién actual y anteriores, una copia de su tatjeta de identificacion del estado y una factura
de servicios pablicos, un estado bancario o de seguro recientes.

Recursos gratuitos adicionales: Usted puede obtener informacién de las agencias de informes del consumidor, la FIC o
de su Fiscal General estatal sobre alertas de fraude, congelamientos de seguridad y pasos que puede tomar para prevenir el
robo de identidad, Puede reporte la sospecha de robo de identidad a la policfa local, incluso a la FTC o al Fiscal General de
su estado,

Federal Trade Maryland Attorney North Carolina Atterney  Rhode Island
Commission General General Attorney General
600 Pennsylvania Ave, NW 200 St. Paul Place 9001 Mail Service Center 150 South Main Street
Washington, DC 20580 Baltimore, MD 21202 Raleigh, NC 27699 Providence, RI 02903
www.consumer. ftc.gov, www.oag state.md.us www.nedoj.gov WWW.riag.ri,gov

and 1-888-743-0023 1-877-566-7226 1-401-274-4400

www.ftc.gov/idtheft
1-877-438-4338




También tiene ciertos derechos bajo la Ley de Informe Justo de Crédito/ Fair Credit Reporting Act (FCRA): Estos
derechos incluyen saber qué hay en su archivo; para disputar informacién incompleta o inexacta; hacer que las agencias de
informes del consumidor corrijan o eliminen informacién inexacta, incompleta o no verificable; asi como otros derechos.
Para obtener mas informacibn sobre la FCRA vy sus derechos, visite la pagina de red:
http://files.consumerfinance.gov/f/201504_cfpb_summary_your-rights-undet-fera, pdf.

Informacion personal de un menor: puede solicitar que cada una de las tres agencias nacionales de informes de crédito
realice una basqueda manual del nimero de Seguro Social de un menor para determinar si existe un informe de crédito
asociado. Se pueden requerir copias de la informacién de identificacién del menor y del padre/tutor, incluyendo el
certificado de nacimiento o de adopcion, la tarjeta de Seguro Social y la tarjeta de identificacién emitida por el gobierno. Si
existe un informe crediticio, debe solicitar una copia del mismo y denunciar inmediatamente de cualquier cuenta fraudulenta
a la agencia de informes crediticios. También puede denunciar cualquier uso indebido de la informacién de un menor a la
FTC en https://www.identitytheft.pov/. Para obtener mas informacién sobre el Robo de Identidad de Menores y las
instrucciones para solicitar una busqueda manual de nimero de Seguro Social, visite el sitioc web de la FTC:
https://www.consumer. fic. gov/articles/0040-child-identity-theft.
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HEALTH CENTER PARTNERS

X of Scuthern Calitornla
3710 Ruffin Rd, San Diego, CA 92123
NOTICE OF DATA SECURITY INCIDENT

Date: April 9, 2021
Media Contact: Allen Sattler (Allen.Satter@lewisbrishois.com | 714.668.5572)

Health Center Partners of Southern California (“HCP”) recently learned of a data security incident experienced by
HCP’s IT service provider, Netgain Technology, LLC (“Netgain”), involving personal information relating to patients
of HCP members and partner organizations.

Once HCP learned of the incident, it engaged its own independent cybersecurity experts to determine what happened,
whether any HCP data was compromised as a result of the incident, and the impact of this incident on HCP, its health
center partners, and their patients, :

According to Netgain, in Iate September 2020, an unauthorized third party gained access to Netgain’s digital
environment, and between October 22, 2020 and December 3, 2020, the unauthorized third party obtained certain files
containing HCP data, Netgain stated that it paid an undisclosed amount to the attacker in exchange for assurances that
the attacker will delete all copies of this data and that it will not publish, sell, or otherwise disclose the data. In addition,
Netgain’s cybersecurity experts conducted regular dark web scans for the impacted files, but such searches have not
yielded any indications that the data involved in this incident has been or will be published, sold, offered for sale, or
otherwise disclosed. Accordingly, there is no reason to believe that any information invelved in the incident has
been or will be misused.

Once HCP leamned that its data may have been involved in the incident, HCP took steps to identify the individuals
whose information was contained in such files and their current mailing addresses in order to provide written
notification, On March 16, 2021, HCP informed affected health center partners—including Borrego Health, Clinicas
de Salud de! Pueblo, Community Health Systems, Inc., Imperial Beach Community Clinic, Indian Health Couneil, La
Maestra Community Health Centers, Mountain Health (now a part of San Ysidro Health), Neighborhood Healtheare,
San Diego American Indian Health Center, San Diego Family Care, San Ysidro Health, St. Vincent de Paul Village
Health Center, TrueCare, and Vista Community Clinic—that information relating to some of their patients were
contained in the impacted files. The information contained in the impacted files vary depending on the individual but
may include the following: name, address, date of birth, diagnosis/treatment information, provider name, medical
record number, Medicare/Medicaid number, health insurance number, and treatment cost information. For a small
subset of patients, their Social Security number and prescription information may have been contained in the impacted
files. Credit/debit card information was involved for fewer than 20 patients.

HCP has confirmed that Netgain has taken steps to ensure that the information at issue was not being misused and that
it has implemented additional measures to enhance the security of its digital environment in an effort to minimize the
liketihood of & similar event from occurring in the fiuture. Furthermore, HCP reported the incident to law enforcement
agencies, including the Federal Bureau of Investigation, and HCP is committed to assisting their investigation into the
matter.

Individuals who receive a notification letter pertaining to this matter should review the steps outlined in the letter to
protect their personal information. These steps may include reviewing account statements, obtaining copies of credit
reports, placing fraud alerts on credit reports, and placing security freezes on credit files, HCP has established a
toll-free call center to answer questions about the incident and to address any concerns, Call center representatives are
available Monday through Friday from 6:00 a.m. to 6:00 p.m. Pacific Time and can be reached at 1-833-416-0926,

The privacy and security of our patients’ personal and protected health information is a top priority for HCP and its
health center partners, and we deeply regret any inconvenience or concern this incident may cause.

4850-0171-9521.3




<<IfEALTH CENTER>> Notifies Patients of Data Security Incident

<<CITY>>, CA: April 8, 2021 — <<HEALTH CENTER>> recently learned of a data security incident experienced by Netgain
Technology, LLC (“Netgain™), the IT service provider for Health Center Partners of Southern California (“*HCP”). HCP supports
community health centers in a variety of ways, including collaborative grant-funded programs and services for <<HEALTH
CENTER>>. HCP has sent notification of this incident to potentially impacted individuals and has provided resources to assist them.

What Happened: Netgain recently informed HCP that it had experienced a data security incident that involved systems containing
HCP data. Upon its discovery of the incident, Netgain brought all of its systems offline and engaged outside cybersecurity experis to
conduct an investigation and to assist in its mitigation, restoration, and remediation efforts, Once HCP Tearned of the incident, it engaged
its own independent cybersecurity experts to determine what happened, whether any HCP data was compromised as a result of the
incident, and the impact of this incident on HCP, its health center partners, including <<HEALTH CENTER>>, and their patients,

According to Netgain, in late September 2020, an unauthorized third party gained access to Netgain’s digital environment, and between
October 22, 2020 to December 3, 2020, the unauthorized third party obtained certain files containing HCP data. Netgain stated that it
paid an undisclosed amount to the attacker in exchange for assurances that the attacker will delete all copies of this data and that it will
not publish, sell, or otherwise disclose the data. In addition, Netgain’s cybersecurity experts conducted regular dark web scans for the
impacted files, but such searches have not yielded any indications that the data involved in this incident has been or will be published,
sold, offered for sale, or otherwise disclosed. Accordingly, there is no reason to believe that any information involved in the incident
has been or will be misused.

Once HCP learned that its data may have been involved in the incident, HCP took steps to identify the individuals whose information
was contained in such files and their current mailing addresses in order to provide notification. On March 16, 2021, HCP informed
<<HEALTH CENTER>> that information relating to some of our patients-was contained in the impacted files, Again, we not aware of
any misuse of your personal information as a result of this incident. Nevertheless, out of an abundance of caution, HCP and
<<HIEALTH CENTER>> worked together to send notification letters to potentially impacted patients on April 8, 2021,

What Information Was Involved: The information contained in the impacted files vary depending on the individual but may include
the following: <<VARIABLE TEXT1>>. For a small subset of patients, their <<YVARIABLE TEXT2>> may have been contained in
the impacted files.

What We Are Doing: HCP worked with Netgain to confirm that it was taking steps to ensure that the information at issue was not
being misused and that it has implemented additional measures to enhance the security of its digital environment in an effort to minimize
the Tikelihood of a similar event from occurring in the future, Furthermore, HCP reported the incident to law enforcement agencies,
including the Federal Bureau of Investigation, and HCP and <<HEALTH CENTER>> are committed to assisting their investigation
into the matter.

What You Can Do: The notification letters that were sent to potentially affected individuals include resources and steps that they can
take to help protect their personal and protected health information. HHCP and <<HEALTH CENTER>> have established a toll free
call center to answer questions about the incident and to address any concerns, Call center representatives are available Monday
through Friday from 6:00 a.m. to 6:00 p.m. Pacific Time and can be reached at 1-833-416-0926,

The privacy and security of our patients’ personal and protected health information is a top priority for <<HEALTH CENTER>>, and
we deeply regret any inconvenience or concern this incident may cause,

While HCP and <<HEALTH CENTER>> have no evidence of the misuse of any potentially affected individuals’ information, it is
providing the following information to help these who want to know more about steps they can take to protect themselyes and their
personal information:

What steps can 1 take to protect my personal information?

e Please notify your financial institution immediately if you detect any suspicious activity on any of your accounts, including
unauthorized transactions or new accounts opened in your name that you do not recognize. You should also promptly report
any fraudulent activity or any suspected incidents of identity theft to proper law enforcement authorities,

e Youcanrequesta copy of your credit report, free of charge, directly from each of the three nationwide credit reporting agencies.
To do so, free of charge once every 12 months, please visit www.annualcreditreport.com or call toll free at 1-877-322-8228.
Contact information for the three nationwide credit reporting agencies is listed at the bottom of this page.

e You can take steps recommended by the Federal Trade Commission to protect yourself from identily theft. The FTC’s website
offers helpful information at www.fic.gov/idtheft.

¢ Additional information on what you can do to better protect yourself is included in your notification letter.

4827-4111-9713.2




How do I obtain a copy of my credit report?

You may obtain a free copy of your creditreport from each of the three major credit reporting agencies once every 12 months by visiting
http://'www.annualcreditreport.com/, calling toll-free 877-322-8228, or by completing an Annual Credit Report Request Form and
mailing it to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348. You also can contact one of the following
three national credit reporting agencies:

TransUnion Experian Equifax

P.O. Box 1000 P.O. Box 2002 P.O. Box 740241
Chester, PA 19016 Allen, TX 75013 Atlanta, GA 30374
1-800-916-8800 1-888-397-3742 1-888-548-7878
www.fransunion.com WwWw . experian.com www.equifax.com

How do I put a fraud alert on my account?

You may want to consider placing a frand alert on your credit report. An initial fraud alert is free and will stay on your credit file for
one year. The alert informs creditors of possible fraudulent activity within your report and requests that the creditor contact you prior to
establishing any accounts in your name. To place a fraud alert on your credit report, contact any of the three credit reporting agencies
identified above, Additional information is available at hitp;//www.annualcreditreport.com.

How do I put a security freeze on my credit reports?

You have the right to place a security freeze on your credit report, A security freeze is intended to prevent credit, loans and services
from being approved in your name without your consent. To place a security freeze on your credit report, you need to make a request to
each consumer reporting agency. You may make that request by certified mail, overnight mail, or regular stamped mail, or online by
following the instructions found at the websites listed below. You will need to provide the following information when requesting a
security freeze (note that if you are making a request for your spouse, this information must be provided for him/her as well}: (1) full
name, with middle initial and any suffixes; (2) Social Security number; (3) date of birth; and (4) address. You may also be asked to
provide other personal information such as your email address, a copy of a government-issued identification card, and a copy of a recent
utility bill or bank or insurance statement. It is essential that each copy be legible, display your name and current mailing address, and
the date of issue. There is no charge to place, lift, or remove a freeze. You may obtain a security freeze by contacting any one or more
of the following national consumer reporting agencies:

Equifax Security Freeze Experian Security Freeze TransUnion (FYAD)
PO Box 105788 PO Box 9554 PO Box 2000
Atlanta, GA 30343 Allen, TX 75013 Chester, PA 19022
1-800-685-1111 1-888-397-3742 1-800-909-8872
www.equifax.com www.experian.com WWW.ransunion.com

What should I do if my family member’s information was involved in the incident and is deceased?

You may choose to notify the three major credit bureaus, Equifax, Experian and TransUnion, and request they flag the deceased credit
file. This will prevent the credit file information from being used to open credit. To make this request, mail a copy of your family
member’s death certificate to each company at the addresses below.

Equifax Experian TransUnion

Equifax Information Services Experian Information Services Trans Union Information Services
P.O. Box 105169, P.O. Box 9701 P.O. Box 2000

Aflanta, GA 30348 Allen, TX 75013 Chester, PA 19022

What should I do if my minor child’s information involved in the incident?

You can request that each of the three national credit reporting agencies perform a manual search for a minor’s Social Security number
to determine if there is an associated credit report. Copies of identifying information for the minor and parent/guardian may be required,
including birth or adoption certificate, Social Security card and government issued identification card. If a credit report exists, you
should request a copy of the report and immediately report any fraudulent accounts to the credit reporting agency. You can also report
any misuse of a minor’s information to the FTC at https://www identitytheft.gov/. For more information about Child Identity Theft and
instructions for requesting a manual Social Security number search, visit the FTC website: hitps://www.consumer. fic. gov/articles/0040-
child-identity-theft. Contact information for the three national credit reporting agencies may be found above.
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