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Notice of Data Breach

[Date]

[Mame]
[Address)
[Address]

Dear [First Name]

We value your privacy and make every effort to keep your person
today to let you know about a recent incident regardmg 5]

What Happened? ;
We engage third party vendors as part of our reguiar business practice to assist with certain aspects of our business
processes. We recently discovered that on or around August 30™, 2019 an individual employed by one of these
vendors may have |mproper]y obtained and used some of your, personal information, in an attempt to fraudulentiy
redeemed the cash back rewards points on your TD Bank Credit Card We realize this is not news you want to hear,
and we're truly sorry. Safeguardingyour personal 1 7

) 7
. o .
What Enformation Was Involved? /%/%?ﬁ /// 3 /gg//é/;/
The personal lnformatlon that may havé ”J%’ Tf{/ﬁ@ﬁf@s your Name and Account Number.
What We Are Doing? %’ . T, - .

Thisis an ;solated incident that has: been éddresséd through an mternal mvestlgatlon by our: corporate secunty
team. We have reinstated the aforementroned rewards points to your account and TD Bank has terminated It's
relationship with the employee in questlon

personal m‘formatron 1so provides you with identity research and resolution services to protect your
identity should yg Foect 2 problem for any reason. Details are included on page 3.

¢ If you want added protection for your money at TD Bank and would like to close your existing account(s)
and open new account(s}, we'll make it as simple as possible. Please contact us and we'll cover all
expenses associated with this process.

What You Can Do

internal

Here's what you can do to protect yourself from identity theft and fraud:
e Remain vigilant for incidents of fraud, identity theft, and errors by regularly reviewing your account
statements for any unauthorized activity and monitoring free credit reports over the next twelve 1o
twenty-four months.
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e Establish a password on your account{s). Also, routinely change online account passwords and secu rity
questions here at D Bank and other companies.

o Report any suspicious or unauthorized activity to law enforcement and to the Federal Trade Commission
(FTC) at 1-877-FTC-HELP (1-877-382-4357).

e Notifyus immediately of any suspicious activity or suspected identity theft at 1-800-893-8554.

s Carefully monitor your credit report. You may obtain a free copy of your credit report from gach of the
three major credit reporting agencies once every 17 months. You may also have information relating to
fraudulent transactions deleted from your credit report.

e Place a free fraud alert or security freeze on your credit file, which telis creditors 1o contact you before
they open any new accounts of change your existing sccounts — and algrts them of possible fraudulent
activity. Fraud alerts last 90 days unless you manually renew them an automatic fraud atert
feature. You can contact the cradit reporting agencies directly a

Experian
1-888397-3742 7
P.0. Box 2104 Uy,

Equifax
1-800-525-6285

P.C. Box 740241

Atlanta, GA 30374-0241
https://www.equifax.com/personal

P.0. Box2090 y
T, e

Chester, Pﬁﬁ%}/}}%g///

https://www.tTaR %ﬁﬁon.com

o

: fr 2@’% available through the
nualcreditreport.com, by
sumer Response, 600 Pennsylvania Avenue,

Additional information about credit reports and way§ i
FTC at https: www.consumer.ftc.gov, features/h
calling 1-877-322-8228, or by mait to: Federal’
Washington, DC 20580.

For Mare Information

If you have any questions, please
inconvenience this may cause. We'ré
appreciate the opportu ity to regain your

561-8861. Again, we apologize for any concerm ar
ringi’i gendary Customer experience and truly

2

s for yoﬂr patience and understanding.

Sincerely,

cﬂgg/;;;/;z////
ort’

Internat _ - o
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Your complimentary two-year Fraud-Defender membership includes:
e Continuous monitoring of your TransUnion credit file with a daily alert of any changes or new items
added to your credit file. '
s Internet monitoring with daily aterts if we find your personal information exposed in high risk areas of the
Internet, including black market and socia! networking sites. You may register up to 50 unique pieces of
personal and account information for monitoring.

¢ Anassigned, professionai |dentity Theft Recovery Advocate to manage any problems you may have in the
future and to work on your behalf to resolve any issues of fraud, if needed.

Com pleté instructions for activating your free services:

1. Visit tdbank.merchantsinfo.com and click on the red hutton which"r
Instant Protection”

2 Next, click on the blue “Enroll” button.

3. Enter this complimentary enroliment code %nzthm

4 Follow the instructions on gach page (& ment and identity authentication.

Z /é

5. For help with enroliment q/rﬁg/uestmns abd /t duct, p @}A"/}? call Merchants Information Solutions
T . e, %, e
¢ 1-800-366-6573. Norrfa f;/ gpgss hour /2? fgy - Frid4/8:00 AM EST to 8:00 PM EST.
), 7 i,
Please take advantage of this compliméﬁ sry Gffer . [Date]. W

tary offer/
7 K 3
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rederal Fair Credit Reporting Act Rights:
The Fair Credit Reporting Act (FCRA} is federal legislation that regutates how credit reporting agencies use your
information. It promotes the accuracy, fairness, and privacy of consumer information in the files of credit
reporting agencies. As a consumer, you have certain rights under the FCRA, which the FTC has summmarized as
foliows: you must be told if information in your file has been used against you; you have the right to know what is
in your file; you have the right to ask for a credit score; you have the right to dispute incomplete or inaccurate
information; credit reporting agencies must correct or delete inaccurate, incompiete, O unverifiable information;
credit reporting agencies may not report outdated negative information; access to your file is limited; you must
give your consent for reports to be provided to employers; you may limit "prescreened” offers of credit and
insurance you get based on information in your credit report; you may seek damgges from violators. |dentity theft
victims and active duty military nersonnel have additional rights. /

For more information about these rights, you may go to www.ftc.gov/credit;
Center, Federal Trade Commission, 500 Pennsylvania Ave. N.W., Washington,

i
///4//#

P
Y
e to report sﬁ@”‘%ced incidents of

IF YOU ARE AN [OWA RESIDENT: Y Gy
You may contact local law enforcement or the lowa Ag}/é/ eﬁﬂ/’éﬂera 5
identity theft. You can contact the lowa Attorney Geggﬁ

Office of the Attorney General
Hoover State Office Building
1305 E. Walnut Street

Des Moines, |A 50319

(515) 281-5164
www.iowaattorneygeneral.gov

IF YOU ARE A MARYLAN
You may obtain informati

theft Jfrom the Maryland Attorney General's Office. This office
can be reach / : ‘

ttorney General’
tection Division

Office of thi
Consumer
200 St. Paul Plag

Baltimore, MD 21202 - /%
(888) 743-0023 i

{,?:% =
www.oag.state.md.us //,//’5’/

4
i

G
74

IE YOU ARE A NEW MEXICO RESIDENT:

You have rights under the faderal Fair Credit Reporting Act (FCRA). These include, among others, the right to
know what is in your file; to dispute incomplete or inaccurate information; and to have consumer reporting
agencies correct or delete inaccurate, incomplete, or unverifiable information. For more information about the
FCRA, please visit ‘nttps://www.consumer.ftc.gov/articles/pdf—OO%-fa%r—cred'\t_reporting-act.pdf or www.ftc.gov.

internal p
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IF YOU ARE A NORTH CARCLINA RESIDENT: ,
You may obtain information about preventing identity theft from the Nerth Carolina Attorney General’s Office.
This office can bé reached at:

North Carolina Departrment of Justice
Attorney General Josh Stein

9001 Mail Service Center

Raleigh, NC 27699-9001

(877) 566-7226
http://www.ncdoj.gov

IF YOU ARE A NEW YORK RESIDENT:

Eor more information on identity theft o, you can visit the followi

New York Department of State Division of Consumer Protection:

NYS Attorney General at: http://www.ag.nv.gov/home.htmi.
i

IF YOU ARE AN OREGON RESIDENT:
You may obtain information about preventin
office can be reached at:

General's Office. This

Oregon Department of Justice
1162 Court Street NE
Salem, OR 97301-4096

(503) 378-4400 W, T, Ly
http://www.doj.state or s/, /%%/ ‘ ’%ﬁ//%%
,{//4’/ ,'t i ’ ;//’/','.- ’ W/@
IF YOU ARE A AND, 7
You have th i jtain a p + regarding this incident. You may also obtain information about

ftorney General's Cffice. This office can be reached at: -

Rhode Island &
150 South Main Street
Providence, RI 02803

http://www.riag.ri.gov

Internal
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IF YOU ARE A MASSACHUSETTS RESIDENT

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you are
the victim of identity theft, you also have the right to file a police report and obtain a copy of it.

You may also place a security freeze on your credit reports, free of charge. A security freeze prohibits a credit
reporting agency from releasing any information from a consumer’s credit report without written authorization.

However, please be aware that placing a security freeze on your credit report may delay, interfere with, or
prevent the timely approval of any requests you make for new loans, cradit morigages, employment, housing of
other services. Under federal law, you cannot be charged to place, lift, or remoye a security freeze.

r reporting agencies: Equifax
m). To place a security

You must place your request for a freeze with each of the three major Cop
(www.equifax.com); Experian {www.experian.com); and TransUnion (www:
freaze on your credit report, you may send a written request by regular, certitie
addresses below. You may also place a security freeze through egch of the consik
websites or over the phone, using the contact information below? .

. N B A ‘ - ! o7 4 6/;2% %’f/ .
To place a security freeze on your credit report, you mu; ;f/g"f'z-wntte . est to each oFthe three major
consumer reporting agencies: Equifax (www:equifax.gont; Expe ‘1%(WWW /‘gaﬂan.con})/.; and TransUnion

. i s ¢ 5 B iz e :
(www.transumon.com) by regular, certified or overnigntmail at thes

W ¢ address sbelowy 7
. /// L) 4
A jj// ¢ 7

e

Equifax Security Freeze

P.0. Box 105788

Atlanta, GA 30348
1-800-345-9560
httgs://Www.equifax.com/perso

Experian Security Freeze
P.O. Box 9554
Allen, TX 75013
1.888-397-3742,

TransUnion:Security Freeze
0.0, Box 1607 il i,
Woodlyn, PA 1909 -

! Y
1.888-909-8872 . v
https://www Lransunion.co _e?/é{faibfreeze

in order to request a security freeze, you will need to provide some or all of the following information to
the credit reporting agency, depending on whether you do so online, by phone, or by maik:

1. Your fuil name {including middle initial as wel! as ir., Sr., 1, ill, etc.);

5 Social Security Number;

3. Date of birth;

4. If you have moved in the past five (5) years, the addresses where you have lived over the prior
five years; _

5. Proof of current address, such as a current utility bill, telephone bill, rental agreement, of deed;

internal
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6. A legible photocopy.of a government issued identification card (state driver’s license or 1D card,
military identification, etc.);

7. Social Security Card, pay stub, or W2;

8. If you are a victim of identity theft, include a copy of either the police report, investigative report,
or complaint to a law enforcement agency concerning identity theft. '

The credit reporting agencies have one (1) to three (3) business days after receiving your request to place a
security freeze on your credit report, based upon the method of your request. The credit bureaus must also send
written confirmation to you within five (5) business days and provide you with a unique

personal identification number (PINY or password (or both) that can be used by/;, u to authorize the removal or
jifting of the security freeze. It is important to maintain this PIN/password | //S cure place, as you will need it to
lift or remove the security freeze. /2’/

To lift the security freeze in order to allow a specific entity or individual acces ;
make a request to each of the credit reporting agencies by mailth
contact information above), You must provide proper identificati
number) and the PIN number or password provided toy hen yc
‘dentities of those entities or individuals you would lik
a security freeze for a specified period of time rathe
contact information above. The credit bureaus have
(3) business days (for reguest made by mail) afte
identified entities or for the specified period ©

: ptact mfornjg;ion‘ab@ye u/@: st provide proper |dent f!CEtIOﬂ (name,
address, and socsal security numbe/)/ ﬁd/ﬂ) /PIN numﬁer or {@/ﬁword provided to you when you placed the
security freeze. The credit bureaus ha/ et é’é,’g onet; @, ) hour {f’éﬁ’/requests made online) and three (3) business

/ 72
days (for requests made,}ay mail) after rec é/)?/ ng yo//fu///’ e///est to remove the security freeze.
V'z,; %/,, ’”/:;f/f/:/
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