Ao

__FLYHHCEHTER |

PERFORMING ARTS

November 9, 2020

We value your relationship with the Fiynn Center for the Performing Arts and respect the
privacy of your information, which is why, as a precautionary measure, we are writing to let you
know about a data security incident that may have involved your personal information. The
incident occurted at Blackbaud, Inc., a third-party provider of software we use for certain

" accounting functions. We have been advised that the information compromised in the incident
did not include credit card information, and that the cybercriminal was not able 10 access any
bank account information, usernames, passwords, or social securlty numbers, as they were
eﬁcrypted

Under Massachusetts Iaw, you have the right to obtain any police report filed in regard to this
iricident. Also, if you are the victim of identity theft, you have the right to file a police report
- and to. obtam acopy of it, .

Massachusetts law also allows you to place a security freeze (or credit freeze) on your credit
reports, free of charge. A security freeze prohibits credit reporting agencies from releasing any
information from a consumer’s credit report without written authorization. Please note,

however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. A consumer reporting agency may charge up to $5.00 for placing,
temporarily lifting or removing a security freeze. However, no fee may be charged to a victim of
identity theft or his/her spouse if a copy of a valid identity theft report relating to the identity
theft has been submitted to the consumer reporting agency.

To place a security freeze on your credit report, you may send a written request by regular,
certified, or overnight mail to the three major consumer reporting agencies (Equifax, Experian, ..
and TransUnion) at the addresses below. You may also place a security freeze through each of
the consumer reporting agencies’ websites or over the phone, using the contact information

below:;

Equifax Information Services LLC
P.O. Box 105788

Atlanta, GA 30348-5788
1-888-298-0045

Flynn Center for the Performing Arts ‘
153 Main Street, Buriington, VT 05401 Tel.: 8026524500  Fax: 802863-8788  Web: www.flynncenter.org



https://www.equifax.com/personal/credit-report-services/

Experian Security Freeze

P.O. Box 9554

Allen, TX 75013

1-888-397-3742
https://www.experian.com/freeze/center html

TransUnion Security Freeze

P.O. Box 160

Woodlyn, PA 19094

1-888-909-8872
https:/fwww.transunion.cony/credit-freeze

In order to request a security freeze, you should expect to provide some or all of the following
information to the credit reporting agency, depending on whether you request the freeze online,
by phone, or by mail:

» Full name (including middle initial as well as Jr,, Sr., II, 1L, etc.);
-« Sacial Security number; : '

¢ Date of birth;

o Addresses where you have lived over the prior five years;

»  Proof of current address, such as a current utlhty bill, telephone bill, rental agreemen’r or
deed;

» A legible photocopy of a government issued identification card (state driver’s license or
ID card, military.identification, etc.);

¢ Social Security card, pay stub, or W2; and

¢ If you are a victim of identity theft, a copy of either the police report, investigative report,
or complaint to a law enforcement agency concetning identity theft.

- The credit reporting agencies have one to three business days after receiving your request to
place a security freeze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification number (PIN) or password that you will
use to temporarily lift or remove a security freeze. It is important you remember this number or
password or put it in a safe place, because you may to give it to the agency if you want to lift the
security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like fo receive your credit report. You may also temporarily lift

2



a security freeze for a specified period of time rather than for a specific entity or individual,

using the same contact information. - The credit reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) after receiving your
request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies

by mail, through their website, or by phone (using the contact information above). You must
provide proper identification (including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies have between one hour (for requests made online) and three business days (for requests
made by mail) after your request to remove a security freeze. |

Again, we truly value our relationship with you and regret any inconvenience this incident may
cause you. Should you have any further questions or concerns regarding this matter and/or the
protections available to you, please do not hesitate to contact me at (802) 652-4572 or
ipels@flynocenter.org,

Sincerely,

Ingrid Pels - _
Director of Finance
Flynn Center for the Performing Arts

20148533.1
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We value your relationship with the Flynn Center for the Performing Arts and respect the -
privacy of your information, which is why, as a precautionary measure, we are writing to let you
know about a data security incident that may have involved your personal information. The
incident occurred at Blackbaud, Inc., a third-party provider of software we use for certain
accounting functions. We have been advised that the information compromised in the incident
did not include credit card information, and that the cybercriminal was not able to access any
bank account information, usernames, passwords, or social security numbers, as they were
encrypted. - ' '

Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. Also, if you are the victim of identity theft, you have the right to file a police report
~ and to obtain a copy of it. : '

Massachusetts law also allows you to place a security freeze (or credit freeze) on your credit
reports, free of charge. A security freeze prohibits credit reporting agencies from releasing any
information from a consumer’s credit report without written authorization. Please note,

however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. A consumer reporting agency may charge up to $5.00 for placing,
temporarily lifting or removing a security freeze. However, no fee may be charged to a victim of
identity theft or his/her spouse if a copy of a valid identity theft report relating to the identity -
theft has been submitted to the consumer reporting agency.

To place a security freeze on your credit report, you may send a written request by regular,
certified, or overnight mail to the three major consumer reporting agencies (Bquifax, Experian,
and TransUnion) at the addresses below. You may also place a security freeze through each of
the consumer reporting agencies’ websites or over the phone, using the contact information
below:

Equifax Information Services LLC
P.O. Box 105788

' Atlanta, GA 30348-5788
1-888-298-0045

Flynn Center-for the Performing Arts _
153 Main Street, Budington, VT 05401 Tel.: 802-652-4500 Fax; BO2-863-8788 Web: www Hlynacenter.org




https://www.equifax-com/personal/credit—report—services/

Experian Security Freeze
P.O. Box 9554
. Allen, TX 75013
1-888-397-3742
https://fwww.experian.com/freeze/center.html

TransUnion Security Freeze

P.O. Box 160

Woodlyn, PA 19094

1-888-909-8872
https://www.transunion.com/credit-freeze

In order to request a security freeze, you should expect to provide some or all of the following
information to the credit reporting agency, depending on whether you request the freeze online,
by phone, or by mail:

Full name (including middle initial as well as Jr., Sr., IL, I, efc.);
Social Security number;
~ Date of birth; ‘
Addresses where you have lived over the prior five years;
Proof of current address, such as a current utility bill, telephone bill, rental agreement, or
deed; ' :

» A legible photocopy of a government issued identification card (state driver’s license or
ID card, military identification, etc.); '
Social Security card, pay stub, or W2; and

e If you are a victim of identity theft, a copy of either the police teport, investigative report,

or complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one to three business days after receiving your request to
place a security freeze on your credit report, based upon the method of your request.. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification nurber (PIN) or password that you will
use to temporarily lift or remove a security freeze. Itis important you remember this number or
password or put it in a safe place, because you may to give it to the agency if you want to lift the
security freeze. o

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including narne, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. You may also temporarily lift

2



a security freeze for a specified period of time rather than for a specific entity or individual,

using the same.contact information. The credit reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) after receiving your
request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies
by mail, through their website, or by phone (using the contact information above). Youmust
provide proper identification (including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies have between one hour (for requests made online) and three business days (for requests
made by mail) after your request to remove a security freeze.

Again, we truly value our relationship with you and regret any inconvenience this incident may

cause you. Should you have any further questions or concerns regarding this matter and/or the
‘protections available to you, please do not hesitate to contact me at (802) 652-4572 or

ipels@flynncenter.org. :

Sincerely,

In&gt\i;_ -

- Director of Finance
Flynn Center for the Performing Arts

20148533.1
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We value your relationship with the Flynn Center for the Performing Arts and respect the
privacy of your information, which is why, as a precautionary measure, we are writing to let you
know about a data security incident that may have involved your personal information. The
incident occurred at Blackbaud, Inc., 4 third-party provider of software we use for certain .
accounting functions. We have been advised that the information compromised in the incident

* did not include credit card information, and that the cybercriminal was not able to access any
bank account information, usernames, passwords, or social security numbers, as they were
encrypted. :

Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. Also, if you are the victim of identity theft, you have the right to file a police report
and to obtain a copy of it. ' '

Massachusetts law also allows.you to place a security freeze (or credit freeze) on your credit
repotts, free of charge. A security freeze prohibits credit reporting agencies from releasing any
information from a constimer’s credit report without written authorization, Please note,

however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,

" housing or other services. A consumer reporting agency may charge up to $5.00 for placing,
temporarily lifiing or removing a security freeze. However, no fee may be charged to a victim of
identity theft or his/her spouse if a copy of a valid identity theft report relating to the identity
theft has been submitted to the consumer reporting agency. '

To place a security freeze on your credit report, you may send a written request by regular,
certified, or overnight mail to the three major consumer reporting agencies (Equifax, Experian,
and TransUnion) at the addresses below. You may also place a security freeze through each of
the consumer reporting agencies’ websites or over the phone, using the contact information

below:

Equifax Information Services LLC
P.O. Box 105788

Atlanta, GA 30348-5788
1-888-298-0045

Flynn Center for the Performing Arts
153 Main Street, Burlington, VT 05401 Tel.: 802:652-4500  Fox; 802-8638788  Web: www.flynncenter.org



https:/[www.equifax.com/personal/cmdit—report~services/

Experian Security Freeze

P.0.Box 9554

Allen, TX 75013

1-888-397-3742
https:/fwww.experian.com/freeze/center.html

TransUnion Security Freeze

P.0O. Box 160

Woodlyn, PA 19094

1-888-909-8872
https://www.transunion.com/credit-freeze

In order to request a security fréeze, you should expect to provide some or all of the following
information to the credit reporting agency, depending on whether you request the freeze online,
by phone, or by mail:

Full name (including middle initial as well as Ir.,, Sr., I1, 111, etc.);

Social Security number; :

Date of birth, B o

Addresses where you have lived over the prior five years;

Proof of current address, such as a current utility bill, telephone bill, rental agreement, or

deed; _

o A legible photocopy of a government issued identification card (state driver’s license or
ID card, military identification, etc.);

+ Social Security card, pay stub, or W2; and

o If you are a victim of identity theft, a copy of either the police report, investigative report,
or complaint to a law enforcement agency concerning identity theft. :

The credit reporting agencies have one to three business days after receiving your request to
place a security freeze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification number (PIN) or password that you will-
use to temporarily lift or remove a security freeze. It is important you remember this number or
password or put it in a safe place, becanse you may to give it to the agency if you want to Iift the
security freeze. S

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or -
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. You may also temporarily lift
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a security freeze for a specified period of time rather than for a specific entity or individual,

using the same contact information. The credit reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) after receiving your
request to [ift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporfing agencies
by mail, through their website, or by phone (using the contact information above). - You must
provide proper identification (including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies-have between one hour (for requests made online) and three business days (for requests
made by mail) after your request to remove a security freeze.

Again, we truly value our relationship with you and regret any inconvenience this incident may
cause you. Should you have any further questions or concerns regarding this matter and/or the
protections available to you, please do not hesitate to contact me at (802) 652-4572 or
ipels@flynncenter.org.

Sincerely,

Ingrid Pels i
Director of Finance =~ = _
Flynn Center for the Performing Arts

20148533.1
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Dear [INEG—_

‘'We value your relationship with the Flynn Center for the Performing Arts and respect the
privacy of your information, which is why, as a precautionary measure, we are writing to let you
know about a data security incident that may have involved your personal information. The
incident occurred at Blackbaud, Inc., a third-party provider of software we use for certain
accounting functions. We have been advised that the information compromised in the incident
did not include credit card information, and that the cybercriminal was not able to access any
bank account information, usernames, passwords, or social security numbers, as they were
encrypted :

" Under Massachusetts law, you have the right fo obtain any police report filed in regard to this
incident. Also, if you are the victim of identity thefi, you have the ri ght to file a pohce report
and to obtam a copy of it.

Massachusetts law also allows youto place a security freeze (or credit freeze) on your credit
reports, free of charge. A security freeze prohibits credit reporting agencies from releasing any
information from a consumer’s credit report without written authorization. Please note,

however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. A consumer reporting agency may charge up to $5.00 for placing,
temporarily lifting or removing a security freeze. However, no fee may be charged to a victim of
identity theft or his/her spouse if a copy of a valid identity theft report reiatmg to the identity

. theft has been submitted to the consumer reporting agency.

To place a security freeze on your credit report, you may send a written request by regular,
certified, or overnight mail to the three major consumer reporting agencies (Equifax, Experian,
and TransUnion) at the addresses below. You may also place a security freeze through each of
the consumer reporting agencies’ websites or over the phone, using the contact information

below:

Equifax Information Services LLC
P.0. Box 105788

Atlanta, GA 30348-5788
1-888-298-0045

_ Flynn Center for the Performing Arts
153 Main Street, Burlington, VT 05401 Tel.: 802-652-4500 Fox: 802-863-8788  Web: www. Fiynncenrer org




hitps://www.equifax.com/personal/credit-report-services/

Experian Security Frecze

P.0. Box 9554

Allen, TX 75013

1-888-397-3742
https://www.experian.com/freeze/center.himl

TransUnion Security Freeze

P.0. Box 160

‘Woodlyn, PA 19094

1-888-909-8872
https://www.transunion.com/credit-freeze

In order to request a security freeze, you should expect to provide some or all of the following
information to the credit reporting agency, depending on whether you request the freeze online,
by phone, ot by mail: '

o Full name (including middle initial as well as Jr., Sr., I, 1L, etc.);
» Social Security number; - ' -
s Date of birth;

e Addresses where you have lived over the prior five years;
e - ‘Proof of current address, such as a current utility bill, telephone bill, rental agreement, or
Cdeed; L . :

e A legible photocopy of a government issued identification card (state driver’s license or
ID card, military identification, etc.);

s Social Security card, pay stub, or W2; and -

» If you.are a victim of identity theft, a copy of either the police report, nvestigative report,
or complaint to a law enforcement agency concerning jdentity theft.

The credit reporting agencies have one to three business days after receiving your request to
place a security freeze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification number (PIN) or password that you will
use to temporarily lift or remove a security freeze. It is important you remember this number or
password or put it in a safe place, because you may to give it to the agency if you want to lift the
security freeze. ' '

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like fo receive your credit report. You may also temporarily lift
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a security freeze for a specified period of time rather than for a specific entity or individual,

using the same contact information. The credit reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) after receiving your
request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies
by mail, through their website, or by phone (using the contact information above). You must
provide proper identification (including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies have between one hour (fot requests made online) and three business days (for requests
miade by mail) after your request to rémove a security freeze. . :

- Again, we truly value our relationship with you and regret any inconvenience this incident may
cause you. Should you have any further questions or concerns regarding this matter and/or the
protections available to you, please do not hesitate to contact me at (802) 652-4572 or
ipels@flynncenter.org. '

Sincerely,

.

Ingrid Pels
_ Director of Finance
Flynn Center for the Performing Arts

201455533.1‘
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Dea D

We value your relationship with the Flynn Center for the Performing Arts and respect the
privacy of your information, which is why, as a precautionary measure, we are writing to let you
know about a data security incident that may have involved your personal information. The
incident occurred at Blackbaud, Inc., a third-party provider of software we use for certain
accounting functions. We have been advised that the information compromised in the incident
did not include credit card information, and that the cybercriminal was not able to access any
bank account information, usernames, passwords, or social security numbers, as they were
encrypted.

Under Massachuseits law, you have the right to obtain any police report filed in regard to this
incident. Also, if you are the victim of identity theft, you have the right to file a police report
and to obtain a copy of it. : .

Massachusetts law also allows you to place a security freeze (or credit freeze) on your credit
reports, free of charge. A security freeze prohibits credit reporting agencies from releasing any
information from a consumer’s credit report without written authorization. Please note,

however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. A consumer reporting agency may charge up to $5.00 for placing,
temporarily lifting or removing a security freeze. However, no fee may be charged to a victim of
identity theft or his/her spouse if a copy of a valid identity theft report relating to the identity
theft has been submitted to the consumer reporting agency. '

To place a security freeze on your credit report, you may send a written request by regular,
certified, or overnight mail to the three major consumer reporting agencies (Equifax, Experian,
and TransUnion) at the addresses below. You may also place a security freeze through each of
the consumier reporting agencies’ websites or over the phone, using the contact information
below: :

Equifax Information Services LLC
P.O. Box 105788

Atlanta, GA 30348-5788
1-888-298-0045

. Flynn Center for the Performing Arts
153 Main Strest, Budingion, VT 05401 Tel.: 8026524500  Fax: 802-863-87/88 Web: www.flynncenter.org



https:// WWw.'equifax.coxid personal/credit-report-services/

Experian Security Freeze

P.O. Box 9554

Allen, TX 75013

1-888-397-3742 |
hitps://www.experian.com/freeze/center.html

TransUnion Security Freeze

P.0. Box 160 ,

Woodlyn, PA 19094

1-888-909-8872

https://www transunion.com/credit-freeze

In order to request a security freeze, you should expect to provide some or all of the following
information to the credit reporting agency, depending on whether you request the freeze online,
by phone, or by mail: : '

Full name (including middle initial as well as Jr., Sr., IL I, ete.);
Social Security number;
Date of birth; .
Addresses where you have lived over the prior five years;
* Proof of current address, such as a current utility bill, telephone bill, rental agreement, or
deed,;
e A legible photocopy of a government issued identification card (state driver’s license or
ID card, military identification, etc.);
Social Security card, pay stub, or W2; and .
e If you are a victim of identity theft, a copy of either the police report, investigative report,
or complaint to a law enforcement agency concerning identity theft.

s & & & @

The credit reporting agencies have one to three business days after receiving your request to
place a security freeze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification number (PIN) or password that you will
use to temporarily lift or remove a security freeze. It is important you remember this number or
password or put it in a safe place, because you may to give it to the agency if you want to lift the
security freeze. ' :

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. You may also temporarily lift

2



a security freeze for a specified period of time rather than for a specific entity or individual,

using the same contact information. The credit reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) after receiving your
request to lift the security freeze for those identified entities or for the specified period of time.

To remave the security freeze, you must make a request to each of the credit reporting agencies
by mail, through theit website, or by phone (using the contact information above). You must
.provide proper identification (including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies have between one hour (for requests made online) and three busmess days (for requests
made by mail) after your request to remove a security freeze.

Again, we truly value our relat10nsh1p with you and regret any inconvenience this incident may
cause you. Should you have any further questions or concerns regarding this matter and/or the
protections available to you, please do not hesitate to contact me at (802) 652-4572 or

ipels@flynncenter.org.

Sincerely,

[

- Ingrid Pels
Director of Finance -
- Flynn Center for the Performing Arts

20148533.1
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November 9, 2020

Dear I

We value your relationship with the Flynn Center for the Performing Arts and respect the
privacy of your information, which is why, as a precautionary measure, we are writing to let you
know about a data security incident that may have involved your personal information, The
incident occurred at Blackbaud, Inc., a third-party provider of software we use for certain
accounting functions. We have been advised that the information compromised in the incident
did not include c¢redit card information, and that the cybercriminal was not able to access any
bank account information, usernames, passwords, or social security numbers, as they were
encrypted. :

Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. Also, if'you are the victim of identity theft, you have the right to file a police report
and to obtain a copy of it.

Massachusetts law also allows you to place a security freeze (or credit freeze) on your credit
reports, free of charge. A security freeze prohibits credit reporting agencies from releasing any
information from a consumer’s credit report without written authorization. Please note,

however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services, A consumer reporting agency may charge up to $5.00 for placing,
temporarily lifting or removing a security freeze. However, no fee may be charged to a victim of
identity theft or his/her spouse if a copy of a valid identity theft report relating to the identity
theft has been submitted to the consumer reporting agency.

To place a security freeze on your credit report, you may send a written request by regular,
certified, or overnight mail fo the three major consumer reporting agencies (Equifax, Experian,
and TransUnion) at the addresses below. You may also place a security freeze through each of
the consumer reportmg agencies’ websites or over the phone, using the contact information

below:

Equifax Information Services LLC
P.O. Box 1057838

Atlanta, GA 30348-5788
1-888-298-0045

Flynn Center for the Performing Arts
153 Main Street, Budington, VT 05401 Tel.: 802-652-4500  Fox; 802-863-8788  Web: www.flynncenter.org



https://www.equifax.com/personal/credit—report—services/

Experian Security Freeze

P.0. Box 9554

Allen, TX 75013

1-888-397-3742 ,
hitps://www.cxperian.com/freeze/center. html

TransUnion Secwity Freeze

P.O. Box 160 '

Woodlyn, PA 19094

1-888-009-8872
https://www.transunion.com/credit-freeze

In order to request a security freeze, you should éxpect to provide some or all of the following
information to the credit reporting agency, depending on whether you request the freeze online,
by phone, or by mail:

e Full name (including middle initial as well as Jr., St., IL, 11, cte.);

e Social Security number; '

e Date of birth;

"« Addresses where you have lived over the prior five years;

«  Proof of current address, such as a current utility bill, telephone bill, rental agreement, or
deed; '

o A legible photocopy of a government issued identification card (state driver’s license or
D card, military identification, efc.),

» Social Security card, pay stub, or W2; and

s Ifyou are a victim of identity theft, a copy of either the police report, investigative report,
ot complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one to three business days after receiving your request to
place a security freeze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification number (PIN) or password that you will
use to temporatily lift or remove a sceurity freeze. It is important you remember this number or
password or put it in a safe place, because you may to give it to the agency if you want to lift the -
security freeze. '

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. You may also terporarily lift

2




a security freeze for a specified period of time rather than for a specific entity or individual,

using the same contact information. The credit reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) after receiving your
request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies
by mail, through their website, or by phone (using the contact information above). You must
provide proper identification (including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies have between ope hour (for requests made online) and three business days (for requests
made by mail) after your request to remove a security freeze. ‘

Again, we truly value our relationship with you and regret any inconvenience this incident may
cause you. Should you have any further questions or concerns regarding this matter and/or the
protections available to you, please do not hesitate to contact me at (802) 652-4572 or
ipels@flynncenter.org. ‘ '

Sincerely,

Ingrid Pels
_ Director of Finance ,
Flynn Center for the Performing Arts

201485331



PERFORMING ARTS -

November 9,.2020

pee: I

We value your relationship with the Flynn Center for the Performmg Arts and respect the
privacy of your information, which is why, as a precautionary measure, we are writing to let you
know about a data security incident that may have involved your personal information. The
incident occurred at Blackbaud, Inc., a third-party provider of software we use for certain
accounting functions. We have been advised that the information compromised in the incident
did not include credit card information, and that the cybercriminal was not able to access any
bank account information, usernames, passwords, or social security numbers, as they were
encrypted.

Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident, Also, if you are the victim of identity theft, you have the ri ight to file a police report
~ and to obtain a copy of it.

Massachusetts law also allows you to place a security freeze (or credit freeze) on your credit
reports, free of charge. A security freeze prohibits credit reporting agencies from releasing any
information from a consumer’s credit report without written authorization. Please.note,

however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. A consumer reporting agency may charge up to $5.00 for placing,
temporarily lifting or removing a security freeze. However, no fee may be charged to a victim of
identity theft or his/her spouse if a copy of a valid identity theft report relating to the identity
theft has been submitted to the consumer reportmg agency.

To place a security freeze on your credit report you may send a written request by regular,
certified, or overnight mail to the three major consumer reporting agencies (Equifax, Experian,
and TransUnion) at the addresses below. You may also place a security freeze through each of
the consumer reporting agencies’ websites or over the phone, using the contact information
below: '

Equifax Information Services LI.C
P.O. Box 105788

Atlanta, GA 30348-5788
1-888-298-0045

_ Flynn Center for the Performing Arts
153 Main Skeet, Builington, VT 05401 Tel.: BO2652-4500 Fax: 802-863-8788 Web: www.flynncenter.org



https://www.equifax.com/personal/credit-report-services/

Experian Secutity Freeze

P.O. Box 9554

Allen, TX 75013

1-888-397-3742
https://www.experian.com/freeze/center.html

TransUnion Security Ireeze

P.O. Box 160

Woodlyn, PA 19094

1-888-909-8872
https://www.transunion.com/credit-freeze

In order to request a security freeze, you should expect to provide some or all of the following
information to the credit reporting agency, depending on whether you request the freeze online,
by phone, or by mail: '

e Full name (including middle initial as well as Jr., St., IT, IIi, efc.);

e Social Security number;

¢ Date of birth;

e Addresses where you have lived over the prior five years;

e Proof of current address, such as a current utility bill, telephone bill, rental agreement, or
deed; 3 '

« A legible photocopy of a government issued identification card (state driver’s license or
D card, military identification, etc.);

e Social Security card, pay stub, or W2; and

s If you are a victim of identity theft, a copy of either the police report, investigative report,
or complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one to three business days after receiving your request to -
place a security freeze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide-you with a personal identification number (PIN) or password that you will
use to temporarily lift or remove a security freeze. It is important you remember this number or
password or put it in a safe place, because you may to give it to the agency if you want to lift the
security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above}. You must provide proper
identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. You may also temporarily lift

2



a security freeze for a specified period of time rather than for a specific entity or individual,

using the same contact information. The credit reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) after receiving your
request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request fo each of the credit reporting agencies
by mail, through their website, or by phone (using the contact information above). You must
provide proper identification {(including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies have between one hour (for requests made online) and three business days (for requests
made by mail) after your request to remove a security freeze.

Again, we truly value our relationship with you and regret any inconvenience this incident may
cause you. Should you have any further questions or concemns regarding this matter and/or the
protections available to you, please do not hesitate to contact me at (802) 652-4572 or

ipels@flynncenter.org.

Sincerely,

- Ingrid Pels ‘
Director of Finance
Flynn Center for the Performing Axrts

20148533,1




November 9, 2020

Dear

We value your relationship with the Flynn Center for the Performing Arts and respect the
privacy of your information, which is why, as a precautionary measure, we are writing to let you
know about a data security incident that may have involved your personal information. The
incident occurred at Blackbaud, Inc., a third-party provider of software we use for certain
accounting functions. We have been advised that the information compromised in the incident
did not include credit card information, and that the cybcrérirninal was not able o access any
bank account information, usernames, passwords, or social security numbers, as they were
encrypted. .

‘Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. Also, if you are the victim of identity theft, you have the right to file a police report
and to obtain a copy of it. 7 :

Massachusetts law also allows you to place a security freeze (or credit freeze) on your credit
reports, free of charge. A security freeze prohibits credit reporting agencies from releasing any
information from a consumer’s credit report without written authorization. Please note,

however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. A consumer reporting agency may charge up to $5.00 for placing,
temporarily lifting or removing a security freeze. However, no fee may be charged to a victim of
identity theft or his/her spouse if a copy of a valid identity theft report relating to the identity
theft has been submitted to the consumer reporting agency.

To place a security freeze on your eredit report, you may send a written request by regular,
certified, or overnight mail to the three major consumer reporting agencies (Equifax, Experian,
and TransUnion) at the addresses below. You may also place a security freeze through each of
the consumer reporting agencies’ websites or aver the phone, using the contact information
below:

Equifax Information Services LLC
P.0O. Box 105788

Atlanta, GA 30348-5788
1-888-298-0045

o Flynn Center for the Performing Arts
153 Main Streel, Buriingion, VT 05401 Tel.: 802:652-4500  Fax: 802-863-8788  Web: www.flynncenter.org



https://www.equifax.ccm/personal/credit-report-services/

Experian Security Freeze

P.O. Box 9554

Allen, TX 75013

1~888-397-3742
https://www.experian.com/freeze/center.html

TransUnion Security Freeze

P.0O. Box 160

Woodlyn, PA 19094

1-888-909-8872
https://www.transunion.com/credit-frecze

In order to request a security freeze, you should expect to provide some or all of the following
information to the credit reporting apency, depending on whether you request the freeze online,
by phone, or by mail:

o Full name (including middle initial as well as Jr., St., I1, III, etc.);

» Social Security number;

s Date of birth; _

* e Addresses where you have lived over the prior five years;

 Proof of current address, such as a current utility bill, telephone bill, rental agreement, or
deed; '

o A legible photocopy of a government issued identification card (state driver’s license or
ID card, military identification, etc.);

e Social Security card, pay stub, or W2; and :

» I you are a victim of identity theft, a copy of either the police report, investigative report,
or complaint to a law enforcement agency concetning identity theft. ‘

_ The credit reporting agencies have one to three business days after receiving your request to
place a security freeze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification number (PIN) or password that you will
use to temporarily Lift or remove a security freeze. It is important you remember this number or
password or put it in a safe place, because you may to give it to the agency if you want to lift the
security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive yout credit report. You may also temporarily lift

2



a security freeze for a specified period of time rather than for a specific entity or individual,

using the same contact information. The credit reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) after receiving your
request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies
by mail, through their website, or by phone (using the contact information above). You must
provide proper identification (including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies have between one hour (for requests made online) and three business days (for requests
made by mail) after your request to remove a security freeze. -

Again, we truly value our relationship with you and regret any inconvenience this incident may
cause you. Should you have any further questions or concerns regarding this matter and/or the
protections available to you, please do not hesitate to contact me at (802) 652-4572 or

- ipels@flynncenter.org, '

Sincerely,

Ingrid Pels
. Director of Finance
Flynn Center for the Performing Arts

201485331



November 9, 2020

We value your relationship with the Flynn Center for the Performing Arts and respect the
privacy of your information, which is why, as a precautionary easure, we are writing to let you
know about a data security incident that may have involved your personal information. The
incident occurred at Blackbaud, Inc., a third-party provider of software we use for certain
accounting functions. We have been advised that the information compromised in the incident
did not include credit card information, and that the cybercriminal was not able to access any
bank account information, usernames, passwords, or social security numbets, as they were
encrypted.

Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. Also, if you are the victim of identity theft, you have the right to file a police report
and to obtain a copy of it.

Massachusetts law also allows you to place a security freeze (or credit freeze) on your credit
reports, free of charge. A security freeze prohibits credit reporting agencies from releasing any
information from a consumer’s credit report without written authorization. Please note,

however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. A consumer reporting agency may charge up to $5.00 for placing,
temporarily lifting or removing a security freeze. However, no fee may be charged to a victim of
identity theft or his/her spouse if a copy of a valid identity theft report relating to the identity
theft has been submitted to the consumer reporting agency.

To place a security freeze on your credit report, you may send a written request by regular,
certified, or overnight mail to the three major consumer reporting agencies (Equifax, Experian,
and TransUnion) at the addresses below. You may also place a security freeze through cach of
the consumer reporting agencies” websites or over the phone, using the contact information

. below:

Equifax Tnformation Services LLC
P.0. Box 105788

Atlanta, GA 30348-5788
1-888-298-0045

: ~ Flynn Center for the Performing Arfs
153 Main Street, Burlington, VT 05401+ Tel.: 8026524500 Fax: 802-863-8788  Web: www.ilynncenter.org




https://www.equifax.com/personaHcredit—rcportwservices/

Experian Security I'reeze

P.O. Box 9554

Allen, TX 75013

1-888-397-3742 .
hitps:/fwww.experian.com/freeze/center.himl

TransUnion Security Freeze

P.O. Box 160

Woodlyn, PA 19094

1-888-909-8872
https://www.transunion.com/credit-freeze

In order to request a security frecze, you should expect to provide some or all of the following
information to the credit reporting agency, depending on whether you request the freeze online,
by phone, or by mail:

Full name (including middle initial as well as Jr., Sr., IL, ITI, etc.);

Social Security number;

Date of birth; |

Addresses where you have lived over the prior five years;

Proof of current address, such as a current utility bill, telephone bill, rental agreement, or

deed; o .

» A legible photocopy of a government issued identification card (state driver’s license or
1D card, mifitary identification, etc.);

e Social Security card, pay stub, or W2; and

« If youare a victim of identity theft, a copy of either the police report, investigative report,

or complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one to three business days after receiving your request to
place a security freeze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification number (PIN) or password that you will
use to temporarily lift or remove a security freeze. It is important you remember this number or
- password or put it in a safe place, because you may to give it to the agency if you want to lift the
security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. You may also temporarily lift

2



a security freeze for a specified period of time rather than for a specific entity or individual,

using the same contact information. The credit reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) after receiving your
request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies
by mail, through their website, or by phone (using the contact information above). You must
provide proper identification (including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies have between one hour (for requests made online) and three business days (for requests
made by mail) after your request to remove a security freeze. :

Again, we truly value our relationship with you and regret any inconvenience this incident may
cause you, Should you have any further questions or concerns regarding this matter and/or the
protections available to you, please do not hesitate to contact me at (802) 652-4572 or

ipels@flynncenter.org.

Sincerely,

Ingrid Pels
Director of Finance _
Flynn Center for the Performing Arts.

20148533.1



Novémber 9, 2020

Dear

We value your relationship with the Flynn Center for the Performing Arts and respect the
privacy of your information, which is why, as a precautionary measure, we are writing to let you
xnow about a data security incident that may have involved your personal information. The
incident occurred at Blackbaud, Inc., a third-party provider of software we use for certain
accounting functions. We have been advised that the information compromised in the incident
did not include credit card information, and that the cybercriminal was not able to access any
bank account information, usernames, passwords, or social security numbers, as they were
encrypted. '

Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. Also, if you are the victim of identity theft, you have the right to file a police report
and to obtain a copy of it. '

Massachusetts law also allows you to place a security freeze (or eredit freeze) on your credit
reports, free of charge. A security freeze prohibits credit reporting agencies from releasing any
information from a consumer’s credit report without written authorization. Please note,

however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. A consumer reporting agency may charge up to $5.00 for placing,
temporarily lifting or removing a security freeze. However, no fee may be charged to a victim of
identity theft or his/her spouse if a copy of a valid identity theft report relating to the identity '
theft has been submitted to the consumer reporting agency.

To place a security freeze on your credit report, you may send a written request by regular,
certified, or overnight mail to the three major consumer reporting agencies (Equifax, Experian,
and TransUnion) at the addresses below. You may also place a security freeze through each of
the consumer reporting agencies” websites or over the phone, using the contact information
below: -

" Bquifax Information Services LLC
P.0. Box 105788
Atlanta, GA 30348-5788
1-888-298-0045

Flynn Center for the Performing Arts '
153 Main Sreet, Burlington, VI 05401 Tel.: 802-652-4500  Fax: 802-863-8/68 Wab: www.flynncenter.org




httpsy//www.equifax.com/personal/credit-report-services/

Experian Security Freeze

P.O. Box 9554

Allen, TX 75013

1-888-397-3742
https://www.experian.com/freeze/center html

TransUnion Security ¥reeze

P.O. Box 160

Woodlyn, PA 19094

1-888-909-8872 :
https:/fwww. transunion.com/credit-freeze

In order to request a security freeze, you should expect to provide some or all of the following
information to the credit reporting agency, depending on whether you request the freeze online,
by phone, or by matil:

Full name (inchiding middle initial as well as Jr., St., IL, T, ete.);
Social Security number; '
Date of birth; :
Addresses where you have lived over the prior five years;
* Proof of current address, such as a current utility bill, telephone bill, rental agreement, or
deed; ' :
» A legible photocopy of a government issued identification card (state driver’s license or
ID card, military identification, ete.);
o Social Security card, pay stub, or W2; and
s If youare a victim of identity theft, a copy of either the police report, investigative report,
or complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one to three business days after receiving your request (o
place a security freeze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification number (PIN) or password that you will
use to temporarily lift or remove a security freeze. It is important you remember this number or
password or put it in a safe place, because you may to give it to the agency if you want to lift the
security freeze. '

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
jdentification (including name, address, and social security number) and the PIN number or

" password providéd to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. You may also temporarily lift

2



a security freeze for a specified period of time rather than for a specific entity ot individual, .

using the same contact information, The credit reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) after receiving your
request to lift the security freeze for those identified entities or for the specified period of tire.

To remove the security frecze, you must make a request to each of the credit reporting agencies
by mail, through their website, or by phone (using the contact information above}. You must
provide proper identification (including name, address, and social security number) and the PIN
number ot password provided to you when you placed the security freeze. The credit reporting
agencies have between one hour (for requests made online) and three business days (for requests
made by mail) after your request to remove a security freeze. ' :

Again, we truly value our relationship with you and regret any inconvenience this incident may
* cause you. Should you have any further questions or concerns regarding this matter and/or the
protections available to you, please do not hesitate to contact me at (802) 652-4572 or

ipels@fiynncenter.org.

Sincerely,

Ingrid Pels o e
Director of Finance
Flynn Center for the Performing Arts

20148533.1



MING ARTS

November 9, 2020

- Dear

We value your relationship with the Flynn Center for the Performing Arts and respect the
privacy of your information, which is why, as a precautionary measure, we are writing to let you
know about a data security incident that may have involved your personal information. The
incident occuzred at Blackbaud, Inc., a third-party provider of software we use for certain
accounting functions. We have been advised that the information compromised in the incident
did not include credit card information, and that the cybercriminal was not able to access any
bank account information, usernames, passwords, or social security numbers, as they were
encrypted.

Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. Also, if you are the victim of identity theft, you have the right to file a police report
and to obtain a copy of it.

Massachusetts law also allows you to place a security freeze (or credit freeze) on your credit
reports, free of charge. A security freeze prohibits credit reporting agencies from releasing any
information from a consumer’s credit report without written authorization. Please note,

however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. A copsumer reporting agency may charge up to $5.00 for placing,
temporarily lifting or removing a security freeze. However, no fee may be charged to a victim of
identity theft or his/her spouse if a copy of a valid identity theft report relating to the identity
theft has been submitted to the consumer reporting agency.

To place a security freeze on your credit report, you may send a written request by regular,
certified, or overnight mail to the three major consumer reporting agencies (Equifax, Experian,
and TransUnion) at the addresses below. You may also place a security freeze through each of -
the consumer reporting agencies” websites or over the phone, using the contact information '
below:

Equifax Information Services LLC
P.O. Box 105788

Atlanta, GA 30348-5788
[-888-298-0045

‘ Flynn Center for the Performing Aris
153 Main Street, Burlington, VT 05401 Tel.: BO2-052-4500 Fox: 802-863-8788  Web: www.flynncenter.org




https://www.equifax.com/personaI/credit—report—services/

Experian Security Freeze
P.C. Box 9554
Allen, TX 75013
~ 1-888-397-3742
https://www.expetian.com/freeze/center.html

TransUnion Security Freeze

P.O. Box 160

Woodlyn, PA 19094

1-888-909-8872
https://www.transunion.com/credit-freeze

In order to request a security freeze, you should expect to provide some or all of the following
information to the credit reporting agency, depending on whether you request the frecze online,
by phone, or by mail:

¢ Full name (including middle initial as well as Jr., St., II, IIL, ete.);
» Social Security number; :
Date of birth; ~ .
_Addresses where you have lived over the prior five years;
Proof of current address, such as a current utility bill, telephone bill, rental agreement, ot
deed; . :
» A legible photocapy of a government issued identification card (state driver’s license or
1D card, military identification, etc.};
« Social Security card, pay stub, or W2; and
o If you are a victim of identity theft, a copy of either the police report, investigative report,
or complaint to a law enforcement agency concerning identity theft.

L8 @ &

The credit reporting agencies have one to three business days after receiving your request to
place a security freeze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification number (PIN) or password that you will
use to temporarily lift or remove a security freeze. It is important you remember this number or
password or put it in a safe place, because you may to give it to the agency if you want to lift the
security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. You may also temporarily lift

2



a security freeze for a specified period of time rather than for a specific entity or individual,

using the same contact information. The credit reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) after receiving your
request to 1ift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies
by mail, through their website, or by phone (using the contact information above). You must
provide proper identification (including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies have between one hour (for requests made online) and three business days (for requests
made by mail) after your request to remove a security freeze.

Again, we truly value our relationship with you and regret any inconvenience this incident may
cause you. Should you have any further questions or concerns regarding this matter and/or the
protections available to you, please do not hesitate to contact me at (802) 652-4572 or
ipels@flynncenter.org.

Sincerely,

Inprid Pels
Director of Finance
Flynn Center for the Performing Arts

20148533.1



November 9, 2020

e S

‘We value your relationship with the Flynn Center for the Performing Arts and respect the
privacy of your information, which is why, as a precautionary measure, we are writing to let you
know about a data security incident that may have involved your personal information. The
incident oceurred at Blackbaud, Inc., a third-party provider of software we use for certain
accounting functions. We have been advised that the information compromised in the incident
did not include credit card information, and that the cybercriminal was not able to access any

. bank account information, usernames, passwords, or social security numbers, as they were

encrypted. '

Undér Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. Also, if you are the victim of identity theft, you have the right to file a police report
and to obtain a copy of it ‘

Massachusetts law also allows you to place a security freeze (or credit freeze) on your credit
reports, free of charge. A security freeze prohibits credit reporting agencies from releasing any
information from a consumer’s credit report without written authorization. Please nofe, ‘
however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. A consumer reporting agency may charge up to $5.00 for placing,
temporarily lifting or removing a security freeze. However, no fee may be charged to a victim of
identity theft or his/her spouse if a copy of a valid identity theft report relating to the identity
theft has been submitted to the consumer reporting agency.

To place a security freeze on your credit report, you may send a written request by regular,
certified, or overnight mail to the three major consumer reporting agencies (Equifax, Experian,
and TransUnion) at the addresses below. You may also place a security freeze through each of
the consumer reporting agencies’ websites or over the phone, using the contact information
below: ' :

Equifax Information Services LLC
P.O. Box 1057838

Atlanta, GA 30348-5788
1-888-298-0045

Flynn Center for the Performing Arts
153 Main Sireet, Burlington, VT 05401 Tel.: 802:6524500  Fax: B02-863-8788  Web: www.llynncenter.org



https://www.equifax.com/ personal/credit-report-services/

Experian Security Freeze

P.O. Box 9554

Allen, TX 75013

1-888-397-3742,
https://www.experian.com/freeze/center.html

TransUnion Security Freeze

P.0O. Box 160 |

Woodlyn, PA 19094

1-888-909-8872
https://www.transunion.com/credit-freeze

In ordet to request a security freeze, you should expect to provide some or all of the following
information to the credit reporting agency, depending on whether you request the freeze ouline,
by phone, or by mail:

o Full name (including middle initial as well as Jr., St., I, ITl, etc.);

» Social Security nunber; '

e Date of birth;

e Addresses where you have lived over the prior five years;

o Proof of current address, such as a current utility bill, telephone bill, rental agreement, or
deed;

s A egible photocopy of a govermilent issued identification card (state driver’s license or
ID card, military identification, etc.);

« Social Security card, pay stub, or W2; and

e If you are a victim of identity theft, a copy of eitlier the police report, investigative repot,
or complaint to a law enforcement agency concerning identity theft.

* The credit reporting agencies have one to three business days after receiving your request to
place a security freéze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification number (PIN) or password that you will
use to temporarily lift or remove a security freeze. Itis important you remember this number or
password or put it in a safe place, because you may to give it to the agency if you want to lift the
security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or

password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would Jike to receive your credit report. You may also temporarily lift

2



a security freeze for a specified period of time rather than for a specific entity or individual,

using the same contact information. The credit reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) after receiving your
request to lift the security frecze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to cach of the credit reporting agencies
by mail, through their website, or by phone (using the contact information above). Youmust
provide propér identification (including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies have between one hour (for requests made online) and three business days (for requests
made by mail) after your request to remove a security freeze,

Again, we truly value our relationship with you and regret any inconvenience this incident may
cause you. Should you have any further questions or concerns regarding this matter and/or the
protections available to you, please do not hesitate to contact me at (802) 652-4572 or

ipels@flynncenter.org.

Sincerely,
Ingrid Pels

" Director of Finance
Flynn Center for the Performing Arts

201485331



November 9, 2020

Dear

We value your relationship with the Flynn Center for the Performing Arts and respect the
privacy of your information, which is why, as a precautionary measure, we are writing to let you
know about a data security incident that may have involved your personal information. The
incident occurred at Blackbaud, Inc., a third-party provider of software we use for certain
accounting functions. We have been advised that the information compromised in the incident
did not include credit card information, and that the cybercriminal was not able to access any
bank account information, usernames, passwords, or social security numbers, as they were
encrypted. ‘

Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. Also, if you are the victim of identity theft, you have the right to file a police report
and to obtain a copy of it.

Massachusetts law also allows you to place a security freeze (or credit freeze) on your credit
reports, free of charge. A security freeze prohibits credit reporting agencies from releasing any
information from a consumer’s credit report without written authorization. Please note,

however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the tingely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. A consumer reporting agency may charge up to $5.00 for placing,
temporarily lifting or removing a security freeze. However, no fee may be charged to a victim of
identity theft or his/her spouse if a copy of a valid identity theft report relating to the identity
theft has been submitted to the consumer reporting agency. :

To place a security freeze on your credit report, you may send a written request by regular,
certified, or overnight mail to the three major consumer reporting agencies (Equifax, Experian,
and TransUnion) at the addresses below. You may also place a security freeze through each of
the consumer reporting agencies’ websites or over the phone, using the contact information
below: :

Equifax Information Services LLC
P.O. Box 105788

Atlanta, GA 30348-5788
1-888-298-0045 -

: Flynn Center for the Performing Arts
153 Main Sireet, Bullington, VT 05401 Tel.: 802:652-4500  Fax: BO2-863-8788  Web: www.flynncenter.org



https://www.equifax.com/personal/credit-report-services/

Experian Security Freeze

P.0. Box 9554

Allen, TX 75013

1-888-397-3742
https://www.experian.com/freeze/center. himi

TransUnion Security Freeze

P.0. Box 160

Woodlyn, PA 19094

1-888-909-8872
https://www.transunion.com/credit-freeze

In order to request a security freeze, you should expect to provide some or all of the following
information to the credit reporting agency, depending on whether you request the freeze online,
by phone, or by mail: '

Full name (including middle initial as well as Jr., Sr., 1T, 111, etc.);

Social Security number; -

Date of birth;

Addresses where you have lived over the.prior five years; :

Proof of current address, such as a current utility bill, telephone bill, rental agreement, or

deed; : o ‘

¢+ A legible photocopy of a government issued identification card (state driver’s license or
ID card, military identification, etc.); '

» Social Security card, pay stub, or W2; and

s If you are a victim of identity theft, a copy of either the police report, investigative report,

or complaint to a law enforcement agency concerning identity theft.

The eredit reporting agencies have one to three business days after receiving your request to
place a security freeze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification number (PIN) or password that you will
use to temporarily lift or remove a security freeze. Itis important you remember this number or
password or put it in a safe place, becanse you may to give it to the agency if you want to lift the
security freeze. :

To lift the security freeze in order to allow a specific ‘entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. You may also temporarily Lift

2



a security freeze for a specified period of time rather than for a specific entity or individual,
using the same contact information. The credit reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) after receiving your -
request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies
by mail, through their website, or by phone (using the contact information above). You must
provide proper identification (including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies have between one hour (for requests made online) and three business days (for requests
made by mail} after your request to remove a security freeze.

Again, we truly value our relationship with you and regret any inconvenience this incident may
cause you. Shouid you have any further questions or concerns regarding this matter and/or the
protections available to you, please do not hesitate to contact me at (802) 652-4572 or
ipels@flynncenter.org. '

Sincerely,

Ingrid Pels
Director of Finance
Flynn Center for the Performing Arts

20148533.1



PERFORMING ARTS

November 9, 2020

Dea

We value your relationship with the Flynn Center for the Performing Arts and respect the
privacy of your information, which is why, as a precautionary measure, we are writing to let you
know about a data security incident that may have involved your personal information. The
incident occurred at Blackbaud, Inc., a third-party provider of software we use for certain
accounting functions. We have been advised that the information compromised in the incident

-did not include credit card information, and that the cybercriminal was not able to access any
bank account information, usernames, passwords, or social security numbers, as they were
encrypted.

Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. Also, if you are the victim of identity theft, you have the right to file a police report
and to obtain a copy of it.

Massachusetts law also allows you to place a security freeze (or credit freeze) on your credit
reports, free of charge. A security freeze prohibits credit reporting agencies from releasing any
information from a consumer’s credit report without written anthorization. Please note,

however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. A consumer reporting agency may charge up to $5.00 for placing,
temporarily lifting or removing a security freeze. However, no fee may be charged to a victim of
identity theft or his/her spouse if a copy of a valid identity theft report relating to the identity
theft has been submitted to the consumer reporting agency.

To place a security freeze on your credit report, you may send a written request by regular,
certified, or overnight mail to the three major consumet reporting agencies (Equifax, Experian,

" and TransUnion) at the addresses below. You may also place a security freeze through each of
the consumer reporting agencies’ websites or over the phone, using the contact information
below: '

Equifax Information Services LL.C
P.O. Box 1057388

Atlanta, GA 30348-5788
1-888-298-6045

: Flynn Center for the Performing Aris :
153 Main Stieet, Burlington, VT 05401 Tel.: 802:652-4500  Fax: BO2-B63-8788  Web: www.llynncenter.org



https://Www.equifax.com/pers0naUcredit—report-serviccs/

Experian Security Freeze

P.0O. Box 9554

Allen, TX 75013

1-888-397-3742
https://www.cxperian.com/freeze/center.html

TransUnion Security Freeze

P.0. Box 160

Woodlyn, PA 19094

1-888-909-8872
https:/lww.transunion.com/credit—freeze

In order to request a security freeze, you should expect to provide some or all of the following
information to the credit reporting agency, depending on whether you request the freeze online,
by phone, or by mail:

Full name (including middle initial as well as Jr., Sr., I, 111, etc.);

Social Security number;

Date of birth; ' :

Addresses where you have lived over the prior five years; _

Proof of curtent address, such as a cutrent utility bill, telephone bill, rental agreement, or

deed; - -

» A legible photocopy of a government issued identification card (state driver’s license or
ID card, military identification, etc.); .

e Social Security card, pay stub, or W2; and

e Ifyou are a victim of identity theft, a copy of either the police report, investigative report,

or complaint to a law enforcement agency concerning identity theft.

& o & £ O

The credit reporting agencies have one to three business days after receiving your request to
place a security freeze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification number (PIN) or password that you will
use to temporarily lift or remove a security freeze. It is important you remember this number or

" password or put it in a safe place, because you may to give it to the agency if you want to lift the
security freeze. :

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. 'You may also temporarily lift

2



a security freeze for a specified period of time rather than for a specific entity or individual,

using the same contact information. The credit reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) after receiving your
request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies
by mail, through their website, or by phone (using the contact information above). You must
provide proper identification (including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies have between one hour (for requests made online) and three business days (for requests
made by mail) after your request to remove a security freeze.

Again, we truly value our relationship with you and regret any inconvenience this incident may
cause you. Should you have any further questions or concerns regarding this matter and/or the
protections available to you, please do not hesitate to contact me at (802) 652-4572 or
ipels@flynncenter.org.

Sincerely,

b~

Ingrid Pels
Director of Finance
Flynn Center for the Performing Arts

20148533.1
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https://Www.equifax.com/personalfcredit—report~scrvices/

Experian Security Freeze

P.O. Box 9554

Allen, TX 75013

1-888-397-3742
https://www.experian.com/frecze/center.himl

. TransUnion Security Freeze
P.O. Box 160 '
Woodlyn, PA 19094
1-888-909-8872 -
hitps:/fwww.transurnion.com/credit-freeze

In order to request a security freeze, you should expect to provide some or all of the following
informatioh to the credit reporting agency, depending on whether you request the frecze online,
by phone, or by mail: '

Full name (mcludmg middle initiaf as well as Jr., Sr., IL, 111, etc.);
Social Security number;
Date of birth;
Addresses where you have lived over the prior five years;
Proof of current address, such as a current utility bill, telephone bill, rental ag1eement or
deed; :
e A legible photocopy of a government issued identification card (state driver’s license or
ID card, military identification, etc.);
e Social Security card, pay stub, or W2; and
e [f you are a victim of identity theft, a copy of cither the police report, investigative report,
or complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one to three business days after receiving your request to
place a security freeze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification number (PIN) or password that you will
use to temporatily lift or remove a security freeze. Itis meortant you remember this number or
password or put it in a safe place, because you may to give it to the agency if you want to lift the
security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. You may also temporarily lift

2



a security freeze for'a specified period of time rather than for a specific entity or individual,
using the same contact information. The credit reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) after receiving your
request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies
by mail, through their website, or by phone (using the contact information above). You must
provide proper identification (including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies have between one hour (for requests made online) and three business days (for requests
madé by mail) after your request to remove a security freeze. '

Again, we truly value our relationship with you and regret any inconvenience this incident may
cause you. Should you have any further questions or concerns regarding this matter and/or the
protections available to you, please do not hesitate to contact me at (802) 652-4572 or
Jipels@flynncenter.org.

Sincerely,

h

* Ingrid Pels
Director of Finance
Fiynn Center for the Performing Aris

20148533.1



November 9, 2020

Dea

We value your relationship with the Flynn Center for the Performing Arts and respect the
privacy of your information, which is why, as a precautionary measure, we are writing to let you
know about a data security incident that may have involved your personal information, The
incident occurred at Blackbaud, Tnc., a third-party provider of software we use for certain _
accounting functions. We have been advised that the information compromised in the incident
did not include credit card information, and that the cybercriminal was not able to access any
bank account information, usernames, passwords, or social security numbers, as they were
encrypied. - '

Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident, ‘Also, if you are the victim of identity theft, you have the right to file a police report
" and to obtain a copy of it. '

Massachusetts law also allows you to place a security freeze (or credit freeze) on your credit
reports, free of charge. A security freeze prohibits credit reporting agencies from releasing any
information from a consumer’s credit report without written authorization. Please note,

however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. A consumer reporting agency may charge up to $5.00 for placing,
temporarily lifting or removing a security freeze. However, no fee may be charged to a victim of
identity theft or his/her spouse if a copy of a valid identity theft report relating to the identity
theft has been submitted to the consumer reporting agency.

To place a security freeze on your credit report, you may send a written request by regular,
certified, or overnight mail to the three major consumer reporting agencies (Equifax, Experian,
and TransUnion) at the addresses below. You may also place a security freeze through each of
the consamer reporting agencies’ websites or over the phone, using the contact information
below:

Equifax Information Services LLC
P.O. Box 105788

Atlanta, GA 30348-5788
1-888-298-0045

Flynn Center for the Parforming Arts
153 Main Streel, Burlingfon, VT 05401 Tel.: 802:652-4500 Fax: 802-863-8788  Web: www flynncenier.org




https://Www.equifax.com/pers0nal/credit—report—serv_ices/

Experian Security Freeze

P.O. Box 9554

Allen, TX 75013

1-888-397-3742
https://www.experian.com/freeze/center.html

TransUnion Security Freeze

P.O. Box 160 : /
Woodlyn, PA 19094

1-888-909-8872.

hitps://www.transunion.com/credit-freeze

In order 1o request a security freeze, you should expect to provide some or all of the following
information to the credit reporting agency, dependmg on whether you request the freeze online,
by phone, or by mail:

Full name (including middie initial as well as Jr., St., II, I, etc.);

Social Security number;

Date of birth,;

Addresses where you have lived over the prior five years;

Proof of current address, such as a current utility bill, te]ephone bill, rental agreement, or

deed;

» A 1eg1b1e photocopy of a government 1ssued identification card (state driver’s license or
ID card, military identification, etc.};

e Social Security card, pay stub, or W2; and

o [ you are a victim of identity theft, a copy of either the police report, investigative report,

or complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one to three business days after receiving your request to
place a security freeze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification number (PIN) or password that you will
use to temporarily lift or remove a security freeze. It is important you remember this number or .
password or put it in a safe place, because you may 1o give it to the agency if you want to lift the
security freeze. '

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
_website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. You may also temporarily lift

2



a security freeze for a specified period of time rather than for a specific entity or individual,

using the same contact information. The credif reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) afier receiving your
request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies
by mail, through their website, or by phone (using the contact information above). You must
provide proper identification (including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies have between one hour (for requests made online) and three business days (for requests
made by mall) after your request to remove a security freeze. '

Again, we truly value our relationship with you and regret any inconvenience this incident may
cause you. Should you have any further questions or concerns regarding this matter and/or the,
protections available to you, please do not hesitate to contact me at (802) 652-4572 or

1pels@ﬂynncenter org..

Sincerely,

' Ingrid Pels
‘Director of Finance
Flynn Center for the Performmg Axts

20148533.1



PERFORMING ARTS

November 9, 2620

Dear [N

We value your relationship with the Flynn Center for the Performing Arts and respect the
privacy of your information, which is why, as a precautionary measure, we are writing to let you
know about a data security incident that may have involved your personal information. The
incident occurted at Blackbaud, Inc., a third-party provider of software we use for certain
accounting functions, We have been advised that the information compromised in the incident
did not include credit card information, and that the cybercriminal was not able {o access any
bank account information, usernames, passwords, or social security numbers, as they were
encrypted.

Under Massachusetis Jaw, you have the right to obtain any police report filed in regard to this
incident. Also, if you are the victim of identity theft, you have the right to file a police report
and to obtain a copy of it.

~ Massachusetts law also allows you to place a security freeze (or credit freeze) on your credit
reports, free of charge. A security freeze prohibits eredit reporting agencies from releasing any
information from a consumer’s credit report without written authorization. Please note,

however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. A consumer reporting agency may charge up to $5.00 for placing,
temporarily lifting or removing a security freeze. However, no fee may be charged to a victim of
identity theft or his/her spouse if a copy of a valid identity theft report relating to the identity
theft has been submitted to the consumer reporting agency.

To place a security freeze on your credit report, you may send a written request by regular,
certified, or overnight mail to the three major consumer reporting agencies (Equifax, Experian,
and TransUnion) at the addresses below. You may also place a security freeze through each of
the consumer reporting agencies’ websites or over the phone, using the contact information
below:

Equifax [nformation Services LLC
P.O. Box 105788

Atlanta, GA 30348-5788
1-888-298-0045

Flynn Center for the Performing Arts
153 Main Streel, Burlington, VI 05401 Tel.: 802:652-4500  Fox: 802:863-8788  Web: wwwy. fiynncenter.org



https://www.equifax.com/personal/credit-report-services/

Experian Security Freeze

P.O. Box 9554

Allen, TX 75013

-888-397-3742 |
https://www.experian.com/freeze/center.html

TransUnion Security Freeze

P.0. Box 160

Woodlyn, PA 19094

1-888-909-8872 :
https://www.transunion.com/credit-frecze

In order to request a security freeze, you should expect to provide.some or all of the following
information to the credit reporting agency, depending on whether you request the freeze online,
by phone, or by mail:

Full name (including middle initial as well as Jr,, Sr., IL, ITI, etc.);

Social Security number;

Date of birth;

Addresses where you have lived over the prior five years;

Proof of current address, such as a current utility bill, telephone bill, rental agreement, or

deed; :

e A legible photocopy of a government issued identification card (state driver’s license or
1D card, military identification, etc.});

e Social Security card, pay stub, or W2; and

e If you are a victim of identity theft, a copy of either the police report, investigative report,

or complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one to three business days after receiving your request to
place a security freeze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification number (PIN) or password that you will
use to temporarily lift or remove a security freeze. It is important you remenaber this number or
password or put it in a safe place, because you may to give it to the agency if you want fo lift the
security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of cach of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. You may alse temporarily lift

2



a security freeze for a specified period of time rather than for a specific entity or individual,

using the same contact information. The credit reporting agencies have between one hour (for
requests made online) and three business days (for requests made by mail) after receiving your
request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies
by mail, through their website, or by phone (using the contact information above). You must
provide proper identification (including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies have between one hour (for requests made online) and three business days (for requests
made by mail) after your request to remove a security freeze.

Again, we truly value our relationship with you and regret any inconvenience this incident may
cause you. Should you have any further questions or concerns regarding this matter and/or the
protections available to you, please do not hesitate to contact me at (802) 652-4572 or

ipels@flynncenter.org.

“Sincerely,

Ingrid Pels _
- Director of Finance o
Flynn Center for the Performing Arts

20148533.1



PERFORMING ARTS

November 9, 2020

Deo: [

We value your relationship with the Flynn Center for the Performing Arts and respect the
privacy of your information, which is why, as a precautionary measure, we are writing to let you
know about a data security incident that may have involved your personal information. The
incident occurred at Blackbaud, Inc., a third-party provider of software we use for certain
~accounting functions. We have been advised that the information compromised in the incident
did not include ¢redit card information, and that the cybercriminal was not able to access any
bank account information, usernames, passwords, or social security numbers, as they were
encrypted.

“‘Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. Also, if you are the victim of identity theft, you have the right to file a police report
and to obtain a copy of it.

Massachusetts law also allows you to place a security freeze (or credit freeze) on your credit
reports, free of charge. A security freeze prohibits credit reporting agencies from releasing any
information from a consumer’s credit report without written authorization. Please note,
however, that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. A consumer reporting agency may charge up to $5.00 for placing,

temporarily lifting or removing a security freeze. However, no fee may be charged to a victim of

identity theft or his/her spouse if a copy of a valid identity theft report relating to the identity
theft has been submitted to the consumer reporting agency.

To place a security freeze on your credit report, you may send a written request by regular,
certified, or overnight mail to the three major consumer reporting agencies (Equifax, Expetian,
and TransUnion) at the addresses below. You may also place a security freeze through each of
the consumer reporting agencies’ websites or over the phone, using the contact information
below:

Equifax Information Services LLC
P.0O. Box 105788

Aflanta, GA 30348-5788
1-888-298-0045

Flynn Center for the Performing Arts ,
153 Main Street, Butlington, VT 05401 Tel.: 802-652-4500  Fax: 802-843-8788 . Web: www fiynncenter.org



https://www.equifax.com/personal/credit-report-services/

Experian Security Freeze

P.O. Box 9554

Allen, TX 75013

1-888-397-3742
https://www.experian.com/freeze/center. html

TransUnion Security Freeze

P.O. Box 160

Woodlyn, PA 19094

1-888-909-8872
https://www.transunion.com/credit- freeze

In order to request a security freeze, you should expect to provide some or all of the following
information to the credit reporting agency, depending on whether you request the freeze online,
by phone, or by mail:

Full name (including middle initial as well as Jr., St., IT, III, etc.);

Social Security number;

Date of birth;

Addresses where you have llved over the prior five years;

Proof of current address, such as a current utlhty bill, telephone bﬂl rental agreement, or

deed;

« A legible photocopy of a government issued identification card (state driver’s license or
ID card, military identification, etc.);

s Social Security card, pay stub, or W2; and

o [If youare a victim of identity theft, a copy of either the police report, investigative report,

or complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one to three business days after receiving your request to
place a security freeze on your credit report, based upon the method of your request. The credit
agencies must send written confirmation of the security freeze to you within five business days
and should provide you with a personal identification number (PIN} or password that you wiil
use to temporarily lift or remove a security freeze. It is important you remember this number or
password or put it in a safe place, because you m&y to give it to the agency if you want to 1ift the
security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request of each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. You may also temporarily lift

2



a security freeze for a specified period of time rather than for a specific entity or individual,
using the same contact information. The credit reporting agencies have between one hour (for
requests made onling) and three business days (for requests made by mail) after receiving your -
request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies
by mail, through their website, or by phone (using the contact information above). Youmust
provide proper identification (including name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit reporting
agencies have between one hour (for requests made online) and three business days (for requests
made by mail) after your request to remove a security freeze.

Again, we truly value our relationship with you and regret any inconvenience this incident may
cause you. Should you have any further questions or concerns regarding this matter and/or the
protections available to you, please do not hesitate to contact me at (802) 652-4572 or
ipels@flynncenter.org.

Sincerely,

T
Ingrid Pels
Director of Finance
Flynn Center for the Performing Arts
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