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THE EPISCOPAL CHURCH OF THE REDEEMER

2944 Frie Avenue, Cincinnati, OH 45208 « 513-321-6700
Mary jo Schottelkotte, Parish Office Administrator s maryjo@redeemer-cincy.org

Notice of Data Breach
November 6, 2020
w«AddressBlock»
Dear «GreetingLiney:

We are contacting you regarding an incident involving certain information we maintain about you, While we have no evidence
that your information was actually used, we take this event very seriously and we feel it is important to inform you of what
happened, what we have done in response and what you can do to protect yourself. Please read this letter carefully and con;act us
with any questions as instructed below,

What We Are Doing

To appropriately manage the incident and its impact on our organization, we consulted legal counsel and engaged outside experts
experienced in handling these types of incidents to help determine the impact to our members and appropriately notify them. To
prevent similar occurrences from happening in the future, we are working with a cybersecurity firm and have removed the
malware from our systems and employed enhanced security controls to actively monitor our network against this type of threat.
We are planning user training of our staff and volunteers on best practices for cyber security protocol.

We have not delayed this notification as a result of a law enforcement investigation.
What You Can Do

We encourage you to take preventative measures now to help prevent and detect any misuse of your information such as placing
a fraud alert and/or security freeze on your credit file, performing a review of your credit reports, and enrolling in free credit
monitoring services, ‘

A fraud alert tells creditors to contact you before they open any new accounts or change your existing accounts. As soon as one
credit reporting agency confirms your fraud alert, the other major agencies are notified to place similar fraud alerts on your credit
file. You may also decide to request a security freeze, which prevents a credit reporting agency from releasing your credit report
without your consent. You may contact any one of the three major credit reporting agencies or the Federal Trade Commission to
obtain additional information about fraud alerts and/or security freezes,

You are entitled to one free copy of your credit report every 12 months from each of the three major credit reporting agencies.
We recommend you closely monitor your financial accounts and credit reports for incidents of fraud and identify theft, and, if
you see any unauthorized activity, promptly contact your financial institution.

Equifax Experian Trans Union
(www.equifax.com) (www.experian.com) (www.iransunion,com)
P.O. Box 740241 P.O, Box 2390 P.0. Box 1000
Atlanta, GA 30374-0241 Allen, TX 75013 Chester, PA 19016
1-800-685-1111 1-888-397-3742 1-800-888-4213

You may request a security freeze at no cost. To request a security freeze, contact each of the credit bureaus at the contact
information below. To place a security freeze, you will need to supply your name, address, date of birth, social security number
and other personal information, After receiving your freeze request, each credit bureau will provide you with a unique PIN



(personal identification number) or password. Keep the PIN or password in a safe place. You will need it if you choose to lift the
freeze. '

In addition, we are offering you identity monitoring services for 24 months, which we will provide at no cost to you. Your
identity monitoring services include Consumer Identity Monitoring, Fraud Consultation and Identity Theft Restoration.

How to Activate Your [dentity Monitoring Services

You must activate your identity monitoring services by February 6, 2021. Your Activation Code will not work after this
date, ' '

1. Visit https://enroll.idheadquarters.com/redeem to activate your identity monitoring services.
2. Provide Your Activation Code: <<Enter Activation Code>> and Your Verification ID: SF-002340

3. Tosign in to your account after you have activated your identity monitoring services, please visit
https://login.idheadquarters,com/. '

Even if you do not find any suspicious activity on your initial credit reports, the Federal Trade Commission recommends that you
remain vigilant for incidents of fraud or identity theft by checking your credit reports and account statements periodically.
Checking these documents periodically can help you spot problems and address them quickly,

If you find suspicious activity on your credit reports ot have reason to believe your information is being misused, you should take
action. Such action may include contacting the credit reporting agencies and your financial institution(s), contacting law
enforcement, including your state’s attorney general and the Federal Trade Commission, and filing a police report. You should
get a copy of the report since many creditors want the information it contains to resolve fraudulent debts. You also may file a
complaint with the FTC, '

For More Information

Additionally, the FTC offers consumer assistance and educational materials relating to steps individuals can take to avoid identity
theft and privacy issues. The FTC may be contacted at:

Federal Trade Commission
Consumer Response Center
600 Pennsylvania Avenue, NW
Washington, DC 20580

(877) 382-4357
www.fic.gov/idtheft

If you have any questions about this notification or require further assistance, please feel free to contact us Monday through
Friday from 9:00 a.m. to 4:00 p.m. Eastern Time at (513) 800-1452.

Sincerely,

Mary Jo Schottelkotte
Parish Administrator
THE EPISCOPAL CHURCH OF THE REDEEMER

2944 Frie Avenue, Cincinnati, OH 43208 » 513-321-6700
wwwe redesmer-cincy. org




