BANNER LIFE

«Agent_Name» o 3275 Bennett Creek Avenue
«Address» Frederick, MD 21704
«Address_2» o 800-638-8428

Notice of Security Incident

Dear «First_Name»,

At Banner Life Insurance, a Legal & General America company, we take your privacy very seriously. It is important to
us that you are made fully aware of any potential privacy issues. Below you will find information about an incident that
may have affected your information, the steps we are taking to protect your information, and the steps you may want
to consider taking to do the same.

What Information Was Involved

Your social security number may have been disclosed to some of your clients.

We have no indication of any intentional or malicious activity involving your personal information, nor any evidence of
misuse of that information. :

What We Are Doing

We take our responsibility to safeguard your peréonal information seriously. We immediately took steps to remedy the
situation. In addition, we are developing and employing certain changes to processes and protocols to ensure that
this type of event does not happen again.

We do not have any indications that your personal information has or will be misused, however, as a precauﬁon, we
have arranged for ReliaShield to provide you with identity theft protection services at no cost to you.

ReliaShield PRIME Identity Theft Protection Service

We are offering you two (2) years of ReliaShield PRIME identity theft profection and credit monitoring services at no
cost to you. ‘

To take advantage of this comprehensive D theft protection service, please visit:
member.reliashield.com/enroliment/6

PIN Code: «PiN»

For additional assistance, contact ReliaShield at 1-888-201-1944,

What You Can Do

You can take advantage of ReliaShield's identity theft protection services at no cost to you. in addition, there are other
steps you may take to further protect yourself against identity theft or other unauthorized use of personal information.
Information regarding these steps is provided on the attached pages entitted “Sleps You May Take to Protect Yourself

Against Potential Misuse of information.”

For More Information




We regret the inconvenience and appreciate your loyalty. For more on our security and privacy policias, please visit
our website at www.lgamerica.com. If you would like to speak to a member of our team, ptease call us at 888-585-
9198 Monday through Friday 8am to Spm (EST).

Sincerely,

i Tl

Senior Vice Prasident, Sales and Strategic Growth



Steps You May Take to Protect Yourself Against Potential Misuse of Information

Monitor Your Accounts

We recommend that you remain vigitant and regularly review statements from your accounts and periodically obtain
your credit report from one or more of the national credit reporting companies. You may obtain a free copy of your
credit report ontine at www.annualcreditreport.com, by catling toll-free 1-877-322-8228, or by mailing an Annual Credit
Report Request Form (available at www. annuaicreditreport.com) to: Annual Credit Report Reguest Service, P.0. Box
105281, Atlanta, GA, 30348-5281. You may also purchase a copy of your credit report by contacting one or more of
the three national credit reporting agencies listed below. '

Equifax Experian TransUnion
P.O. Box 740241 P.0O. Box 9701 P.O. Box 1000
Atlanta, GA 30374-0241 Allen, TX 7503-9701 Chester, PA 19016-1000
1-800-685-1111 1-888-387-3742 1-800-888-4213
www. equifax.com WWww.experian.com www.transunion.com

When you receive your credit reports, review them carefully. Look for accotnts or creditor inquiries that you did not
initiate or do not recognize. Look for information, such as home address and Social Security number, that is not
accurate. If you see anything you do not understand, call the credit reporting agency at the telephone number on the
report.

Credit Freeze

You have the right to put a security freeze, also known as a credit freeze, on your credit fife, s0 that no new credit can
be opened in your name without the use of a PIN number that is issued to you when you initiate a freeze. A credit
freere is designed to prevent potential credit grantors from accessing your credit report without your consent. If you
place a credit freeze, potential creditors and other third parties will not be able to access your credit report uniess you
temporarily lift the freeze. Therefore, using a credit freeze may delay your ability to obtain credit. Pursuant to federal
faw, you cannot be charged to place or lift a credit freeze on your credit report. Should you wish to place a credit
freeze, please contact all three major consumer reporting agencies listed below.

Equifax Experian TransUnion
P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19018-2000
1-800-685-1111 1-888-397-3742 1-888-909-8872
www.equifax.com/personal/ www.experian.com/ www. transunion.com/
credit-report-services freezefcenter. htm credit-freeze

You must separately place a credit freeze on your credit file at each credit reporting agency. The following information
should be included when requesting a credit freeze:

1) Full name, with middle initial and any suffixes,
2) Sociat Security number,
3} Date of birth {(month, day, and year);
4y Current address and previous addresses for the past five (b) years;
5) Proof of current address, such as a current utility bitl or telephone bill;
6) Other personal information as required by the applicable credit reporting agency,

if you request a credit freeze onfine or by phone, then the credit reporting agencies have one (1) business day after
receiving your request to place a credit freeze on your credit fite report, If you request a lift of the credit freeze online
or by phone, then the credit reporting agency must lift the freeze within one (1) hour. If you request a credit freeze or
fift of a credit freeze by mail, then the credit agency must place or lift the credit freeze no later than three (3) business -
days after getting your request.

Fraud Alerts

You also have the right to place an initial or extended fraud alert on your file at no cost. An initial fraud alert lasts 1-
year and is placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s credit file, a
business is required to take steps to verify the consumer's identity before extending new credit. If you are a victim of
identity theft, you are entitled to an extended fraud alert, which is a fraud alert Jasting 7 years. Should you wish to
place a fraud alert, please contact any one of the agencies listed below. The agency you contact will then coniact the
other two credit agencies.




Equifax Experian ' TransUnion
P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 - Chester, PA 19016-2000
1-888-766-0008 1-888-397-3742 1-800-880-7289
www., equifax.com/personal/ www.experian.com/ www.fransunion.com/fraud-
credit-report-services fraud/center.himl victim-resource/place-fraud-alert

Additional Information

In addition to credit reporting agencies, you can also obtain information from the Federal Trade Commission (FTC)
about fraud aierts and security freezes. You can contact the FTC or your state attorney general to educate yourself
about identity theft and the steps you can take to protect yourseif. Instances of known or suspected identity theft
shoutd be reported to law enforcement, your Attorney General, and the FTC.

The Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-ID-THEFT (1-877-438-4338)
TTY: 1-866-653-4261
www. fto. gov/idtheft

For residents of Maryland: You may also obtain information about preventing and avoiding identity theft from the
Maryland Office of the Attorney General: Maryland Office of the Attorney General, Consumer Protection Division
200 St. Paul Place, Baltimare, MDD 21202, 1-888-743-0023, waww.oag. state.md.us.

For residents of Massachusetts: If you are a Massachusetts resident, you also have a right to request a police
report about this incident.

For residents of North Carolina: You may also obtain information about preventing and avoiding identity theft from
North Carolina Attorney General’s Office; North Carolina Attorney General’'s Office, Consumer Protection Division,
9001 Mail Service Center, Raleigh, NG 27699-9001, 1-877-5-NO-SCAM, www.ncdoj.gov.

For residents of Rhode Island: You also may obtain information about preventing and avoiding identity theft from.
the Rhode lsland-Office of the Attorney General at: Rhode Island Office of the Attorney General, Consumer Protection
Unit 150 South Main Street, Providence, Ri 02903, (401)-274-4400, htp' /fwww.riag.ri.gov. You may also be able to
file or obtain a police report about this incident.




