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Dear <<Name 1>>:

Guilford Technical Community College (GTCC) is writing is writing to notify you of the potential unauthorized access to and 
acquisition of your personal information between August 5, 2020 and September 13, 2020. 

We take this incident and the security of your information seriously. After an extensive and thorough data mining effort, you 
were identified as having personal information present on GTCC’s network during the time of the incident. Therefore, your 
information may have been accessible to the cybercriminal as a result. 

We take this incident and the security of your information seriously. Since the incident, GTCC has reviewed its policies and 
procedures, implemented additional safeguards to better protect against a similar incident in the future, and moved to a more 
secure cloud environment. GTCC is also notifying certain state regulators and the consumer reporting agencies of this incident 
as required. 

To help protect your personal information, GTCC is offering you two (2) years of complimentary credit monitoring and identity 
restoration services with Equifax. To enroll in Equifax Credit Watch™ Gold, please:

• Go to www.equifax.com/activate, enter unique activation code <<Activation Code>>, and click submit. 
• Complete the form with your contact information and click continue.
• Create an account and complete Equifax’s identity verification process. 
• Upon successful verification of your identity, you will see the Checkout Page. Click ‘Sign Me Up’ to finish your enrollment. 
• The confirmation page shows your completed enrollment. Click “View My Product” to access product features. 

The enrollment deadline is <<Enrollment Date>>.

Once enrolled, you will have access to two (2) years of credit monitoring and identity restoration services. Additional key 
features of Equifax Credit Watch™ Gold include:

• Credit monitoring with email notifications of key changes to your Equifax credit report.
• Daily access to your Equifax credit report.
• WebScan notifications when your personal information, such as Social Security Number, credit/debit card or bank account 

numbers are found on fraudulent Internet trading sites. 
• Automatic fraud alerts, which encourages potential lenders to take extra steps to verify your identity before extending 

credit, plus blocked inquiry alerts and Equifax credit report lock. 
• Identity Restoration to help restore your identity should you become a victim of identity theft, and a dedicated Identity 

Restoration Specialist to work on your behalf. 
• Up to $1,000,000 of identity theft insurance coverage for certain out of pocket expenses resulting from identity theft. 

Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all 
jurisdictions.

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you are a victim of 
identity theft, you also have the right to file a police report and obtain a copy of it. 
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We encourage you to remain vigilant against incidents of identity theft and fraud by reviewing your account statements and 
monitoring your free credit reports for suspicious activity or errors. Under United States law, you are entitled to one free credit 
report annually from each of the three major credit reporting bureaus. To order your free credit report, visit www.annualcreditreport.
com or call, toll-free, 1-877-322-8228. You may also contact the three major credit bureaus directly to request a free copy of your 
credit report at:

Equifax
P.O. Box 740256

Atlanta, GA 30374
1-800-525-6285

www.equifax.com

Experian
P.O. Box 2002

Allen, TX 75013
1-888-397-3742

www.experian.com

Transunion
P.O. Box 2000

Chester, PA 10916
1-800-680-7289

www.transunion.com

At no charge, you can also have these credit bureaus place a “fraud alert” on your file that alerts creditors to take additional 
steps to verify your identity prior to granting credit in your name. Note, however, that because it tells creditors to follow certain 
procedures to protect you, it may also delay your ability to obtain credit while the agency verifies your identity. As soon as one 
credit bureau confirms your fraud alert, the others are notified to place fraud alerts on your file. Should you wish to place a fraud 
alert, or should you have any questions regarding your credit report, please contact any one of the credit reporting agencies. 

You may also place a security freeze on your credit reports, free of charge. A security freeze prohibits a credit reporting agency 
from releasing any information from a consumer’s credit report without written authorization. However, please be aware that 
placing a security freeze on your credit report may delay, interfere with, or prevent the timely approval of any requests you make 
for new loans, credit mortgages, employment, housing or other services. Under federal law, you cannot be charged to place, 
lift, or remove a security freeze. You must place your request with each of the three major credit reporting agencies. To place 
a security freeze on your credit report, you may send a written request by regular, certified, or overnight mail at the addresses 
below. You may also place a security freeze through each of the consumer reporting agencies’ websites or over the phone, using 
the following contact information:

Equifax
P.O. Box 105788

Atlanta, GA 30348
1-800-349-9960

www.equifax.com/personal/ 
credit-report-services/credit-freeze/

Experian
P.O. Box 9554

Allen, TX 75013
1-888-397-3742

www.experian.com/freeze

Transunion
P.O. Box 160

Woodlyn, PA 19094
1-888-909-8872

www.transunion.com/credit-freeze

In order to request a security freeze, you will need to provide the following information, depending on whether you do so online, 
by phone, or by mail:

1. Your full name (including middle initial as well as Jr., Sr., II, III, etc.);
2. Social Security Number;
3. Date of birth;
4. If you have moved in the past five (5) years, provide the addresses where you have lived over the prior five (5) years;
5. Proof of current address, such as a current utility bill or telephone bill;
6. A legible photocopy of a government issued identification card (state driver’s license or ID card, military 

identification, etc.);
7. Social Security Card, pay stub, or W2; or
8. If you are a victim of identity theft, include a copy of either the police report, investigative report, or complaint to 

a law enforcement agency concerning identity theft.

The credit reporting agencies have one (1) to three (3) business days after receiving your request to place a security freeze on your 
credit report, based upon the method of your request. The credit bureaus must also send written confirmation to you within five 
(5) business days and provide you with a unique personal identification number (PIN) or password (or both) that can be used by 
you to authorize the removal or lifting of the security freeze. It is important to maintain this PIN/password in a secure place, as 
you will need it to lift or remove the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must make a request to 
each of the credit reporting agencies by mail, through their website, or by phone (using the contact information above). You must 
provide proper identification (including name, address, and social security number) and the PIN number or password provided 
to you when you placed the security freeze, as well as the identities of those entities or individuals you would like to receive 
your credit report. You may also temporarily lift a security freeze for a specified period of time rather than for a specific entity or 
individual, using the same contact information above. The credit bureaus have between one (1) hour (for requests made online) 
and three (3) business days (for request made by mail) after receiving your request to lift the security freeze for those identified 
entities or for the specified period of time.
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To remove the security freeze, you must make a request to each of the credit reporting agencies by mail, through their website, 
or by phone (using the contact information above). You must provide proper identification (name, address, and social security 
number) and the PIN number or password provided to you when you placed the security freeze. The credit bureaus have between 
one (1) hour (for requests made online) and three (3) business days (for requests made by mail) after receiving your request to 
remove the security freeze.

You can further educate yourself regarding identity theft, security freezes, fraud alerts, and the steps you can take to protect 
yourself against identity theft and fraud by contacting the Federal Trade Commission or the Massachusetts Attorney General. The 
Federal Trade Commission can be reached at: 600 Pennsylvania Avenue NW, Washington, DC 20580; www.identitytheft.gov; 
1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261. The Federal Trade Commission encourages those who discover 
that their information has been misused to file a complaint with them. Instances of known or suspected identity theft should be 
promptly reported to law enforcement, the Federal Trade Commission, and the Massachusetts Attorney General.

We understand you may have questions that are not answered in this letter. To ensure your questions are timely answered, please 
contact our call dedicated call center at 855-604-1721. The call center is available Monday through Friday, 9:00am to 9:00pm 
EST. 

We sincerely regret any inconvenience or concern this incident has caused you.

Sincerely,

Anthony J. Clarke, Ph.D.
President
Guilford Technical Community College




