1ber 16,2020

NOTICE OF DATA BREACH

“’aﬂ'}’ aﬁpfﬁﬁﬂié your 't‘ﬁlati{amhip with Fiﬁxater:t hdusrﬁﬁs' [ﬂ:: {*“F!ﬁxstﬂﬁi‘*} Wse 'rﬁspect and p’

e umsuthanmd ACCESS m yt:mr pcr;mnai in fgmatwm that was f;s:mtamcr;i in ﬁmmi aqmums mama ﬁ
steel :

INFORMATION WAS INVOLVED?

nail accounts that were compromised included documents that potentially contained some or
lowing mﬁ}matmm, name, address, bank account number, mutmg number, and Eﬁiﬁiaf SeCur
ment, idﬁnﬂﬂﬁﬂﬂﬂn zxumimr We have no gmd&m:e that thz aztacker has md ﬂﬂ}' ﬁf this ;nfamh |
 our knowledge, 1o other personal information Wis mﬂtamzzcii in the compromised email accou

liately upon learning of the incident, Flexsteel began an investigation to investigate the nafure «
and what information, if 'any, could have been compromised. Flexsteel also contacted the r&‘cig |
shishing email and instructed them to delete the email and change their ;:}:mwmds if they opene
»us attachment. The Federal Bureau of Investigation has been notified of the incident.

el took further steps to eradicate the intrusion, including requiring all employees to- nhangf: :
wds and %mplemﬁn:mg other network safeguards and enhancing its mmp&ny»mdc training
¥ prm&dums to help preumt future attacky amj lo hetter protect the privacy of our valued erapl
singss parthers. '



sher 16, 2020

NOTICE OF DATA BREACH

aﬂy appxeeiate yaﬁrmlaﬁamhip wii\h ﬁexsmi Industries, Inc. (*‘Flﬁxsteci“} Wampem and ':p

& unﬁuthunzad access (o ysm pcmnai, mfmm;tm that-wag :::a;mtzfn.m:ii in emm! ac;s_:ﬂunts, :,rnaafﬁﬁ
tsteel. |

INFORMATION WAS INVOLVED?

nail accounts that were compromised included documents that ;rm::ntxaliy cotained some or
lowing information; name, address, bank account number, routing number, and sm::ai securT

unent idﬁnnﬁfanm rkumhm We have no ﬁwdﬁnm that the gttacker has usf;:;i any of thm mﬁ:m;
our knowledge, no other personal information was contained in the cﬁmpmﬂisﬁsd email accou

I WE ARE DOING

liately upon leaming of the incident, Flexsteel began an investigation to investigate the nature ¢
and what information, if any, could have been compromised. Flexsteel also contacted the rasi:i;
shishing email and instructed them to delete the email and change their passwords if they opene
sus attachment, The Federal Bureau of Invﬁsngatmﬁ has been nﬂﬁ;ﬁed of the mmde:nt

el took further steps to eradicate the intrusion, including requiring all employees to change
rds and implementing other network safeguards and enhancing its company-wide training
y procedures to help prevent future attacks and 10 better protect the privacy of our valued emplc -
siness partners, |



WHAT YOU CANDO
CONTACT YOUR FINANCIAL INSTITUTION

Because your bank aceount snd routing numbers muy have been accessed, we recommend that you contact
your financial institition to nofify them of the situation and change your account and routing numbers, As
a precautionary measure, we recommend that you retnain vigilant by iw;cw:ﬂg your account statements
and credit reports closely. 1€ you detect any suspicious acuwiy o AR gecount, you should promptly noli fiy
Wi £ maml institution or company with which the nccount is mummm:d

NQT!F?M%&'EMFQHS&MM?‘QF SUSPICIOUS ACTIVITY

As & precautionary mocosure, we recommend that you temain vigilant by reviewing your pc:manui accounts.
'Yﬁu also should promptly report any fraudulent activity or any suspected incidence of identity thefl to
praper law enlorcement authoritics, including your state Attomey General s office and the Federal T'rade
Commission (FTC). You have the right 1o file ar obtain a police report regarding the breach.

To report fraudulent m:tw;ty with the FTC, go to IdeatityThet gov or call 1-B77-ID-THEFT ($77-438-
*%33&3 Reports filed with the FTC will be added to the FTC's Identity Theft Data Glmrm&hnuw, which is
& database made available to low enforcement agencles,

SECURE YOUR ONLINE ACCOUNTS

Because the breach involved a malicious eniafl, we recommend you promptly change YOUF USemanme of
_ pssamrd and security question or answer, a5 applicable, and take any other steps appropriate to protect all
enling pesownty for which you use the samy user name or small address and. paunvvord o anﬁuru}@ quoation
and answer.

WHAT WE ARE DOING TO TROTECT YOUR INFORMATION

We are offering identity theft pmmhﬁﬁ services through 2] Exp«zrta’fa to provide you with MylDCare™,
Myl are serviees include: 24 months of credit and CyberScan momitoring, a $1,000 000 insurance

reimbursement p&lecy, and full}f managed 112 theft recovery services. With this protection, MyIDCare will
help you resolve 8sues: if your identity is compromised.

We encourage you to contact ID Experts with any questions and to enroll in free. MylDCare scrvices by
calling 1-800-939-4170 of gf;}m " m hi *f!app myidcare, comfaccouni- -creatiom/prateet and using the
fbfi{:&wmg Enrollment Code: | MyIDCarcex pents are available Monday through Friday
from 5 am - § pm Pacific Time, Please m)tc: t,‘m: deadline to enroll is May 30, 2021,

Again, 8t this time, there s no evidence that your information has been misused, However, we. eRcourage
you to tike full advantage of this service offeting, MylDCare represeatalives have been fully versed on the
meident ami cAn answer questions or concems you may have regarding protection of your personal
information



FOR MORE INFORMATION

For further information and assistance, please contact us at 1-888-790-0167,

You will find detailed instructions for envollment on the enclosed Reepmmended Steps document. Also,
you will need to reference the enroliment code cﬁmamgd in this letter when calling or enrolling enline, o0
nlease do not discard this lotter,

Please call 1-800-939-4170 or go to hitps:/fapp.myidcare.com/account-creation/protect for assistance or for
any additional questions you may bave,

We also recommend that you. obtsin a ﬁe& copy of your credit report from each of the three major credit

reporting agencies once every 12 months by visiting hitp:ifwsrw_anmualcreditreport.com, calling toll-free
8F7-313-8228, or by wmg:l;img an Arnmual Credit Repont Request Form and mailing it to Annual Credit

Réport Request Service, P.O. Box 105281, Atlanta, GA 30348. You can access the request form at

hutps:Hwww.annualcreditreport :ﬁmﬁm@esmﬂpmﬂreqmi%mamm Or you can elect 1o purchase 2

copy of your credit report by contacting on¢ of the threc national credit reporting agencies. Confact.
information for the three national credit mpuﬂmg Bpencics for the purpose of requesting a copy of Vﬁtzr'
eredit report or for general inquiries is provided below: -

- Equifax Fraud Reporting Experian Fraud Reporting TransUnion Frand Repotting
1-866-349-5191 1-888-397-3742 1-800-680-7289
P.O. Box 105069 P.O. Box 9554 P.0. Box 2000
Atlanta, GA 30348-5069 Allen, TX 75013 Chester, PA 19022-2000
ww equifax_cor wWw. experian.com W WL ITANSUNIOn. com

You may went to consider placing a fraud alert on your credit report. An initial fraud alert is free and will
stay on your credit file for at least 30 days. The alert mformns ﬂm&ﬁm of possible fragdulent activity within
your sepott and requests that the creditor contact you prior to w&hhshmg any a::caums in your name. To
place a fraud alert on ye;urcmiu repatt, ::ﬁmiaf;t any of iiw three credit reporting agencies identified above,
Additional information is available at hip:/ wvw annualcreditreport.com. '

You have the right to place 3 “security freeze” on your credit report, which will pmhlbaz & COnsume
reporting agency from releasing information in your credit report without your express authorization. The
mmry freeze is designed to prevent a:fz:d:t Toans, anﬁ services from being approved in your famne without
your consent, However, you should be aware that using 3 secu ity fieeze to take control vver who gels |
ACCCSS 10 the personil and fnancial information i in your c:mdxirepm may delay, interfere with, or prohibit
- the nmgay approval of any subsequent request or application you make regarding a new loan, credit,
morigage, or any other account mvolving the extension of credit. Pursuant to federal law, you cannot be
charged to place o1 fsﬁ: a security freeze on youor credit report. Should yeou wnsh fo p}az:ﬁ a secunty frecze,
pleaze contact the major consumer reporting ngencies Hsted above.




or 1o yequest a sccurity freeze, you will need 1o provide the following information:

Your full pame (including middle initial as well ag L, Sr., 11, 111, ere);

Sacial security number; |

Diate of birth; -

If you have moved in the post § years, provide the addresses where you have lived over the priot §
years; |
Proof of current address, such as a current utitity bill or telephone bill;

A legible photocopy of 2 government-issued identification card (state driver's license or 1D card,
military identification, ete.) and |

If you are & victim of identity thefl, include a copy of either the police report, investigative report,
or complaint to 4 law enforcement agency concerming identity theft. -

redit reporting agencies have 1 to 3 business days after recciving your request 1o place & security -
» on your credit file report, bascd upon the method of the request. The credit burcaus must also send
«n confirmation to you within 5 business days and provide you with the process by which you may
ve the security freeze, including an authentication mechanism, Upon receiving a direct request from
o remiove 3 security freeze and upon receiving proper identification from you, the consumer reporting
ry shall emove a seeurity freeze within 1 hour after receiving the request by telephone for removal or
n 3 business days after receiving the request by mail for removal.

tee] values your privacy and deeply regrets that this incident occurred.

sely,
Y J e L&L;_,.

ael 4 MeClaflin L
Information and Technology Officer
itmel industries, Inc.

tall Street | Dubuque, 1A 52001

]; Bk




Recommended Stegs to help Protect your Taformation

i. Website and  Enrollment.  Go o htips: fide myideare.com mmmemfmg
bipepszts app.myideare.comiacoount-cecation protect and follow the instructions for envollment using your
Enrollment Code provided a1 the top of the Tener.

% Activate the credit mammnﬁg provided as part of your MyIDCare membership. The monitoring
included in the mmnbmmp rnust be activaied to be effective. Mote: You rmusi have gstabl ished ::redit and

access to a computer and the intermet 1o use this service. I you need assistance, MyIDCare will be sble to
- assist you.

3. Telephone. Contact MyIDCare ar 1-800-9939-4170 1o gaia additional information about this event amd

peak with knowledgeable representatives about the appropriate steps to take to proteet your credit identity.

4. Review your credit reports. We recommend that you remain vigilant by TEVIEWINg SCooun
m mﬁmtﬂmg credit reports. Under federal faw, you : also sre eatitled every 12 months 1o ooe free COpY i;ﬁf

report from each of the three major credit :cp-amng campmm To n&t@m a free annual credit
r&:p@ﬂ, g0 ’:0 www. annialereditreport.com or call 1-877-3 27.8228. You may wish to stagger your requests
<o that you receive a free repon hj, one of the three credit bureaus every four months,

IF you discover any suﬁ;umrms itemns and have earolled in MyIDCare, notify them immediately by calling
ot by logging into the MyIDCare website and filing 3 qu;::&t for belp.

Ifyou file a request for he}:p or report suspicious ammy, You weﬂhc contacted by & member of pur D Care
team who will help you determine the cause of the suspicious items. In the mﬁ&k&l}’ event that you fall
victim to identity theft asa consequence of this incident, you will be assigned an ID Care Specialist who
will waork on your behalf to identify, stop and reverse the damage quickly.

You should also know that yxz}u have the ngm o ﬁle a police report if }’Gﬂ ever experience identity fraud.
Please note that in order to file a crime report of incident report with law enforcement for 1dtm=fy theft, you
will likely need to provide some kind of proof that you have been 2 vietim. & palice report is often required
tor dispiite fraudulent items. You can report susg
1o the Attorney General.

5. Pisce Fraud Alerts with the three credit bureaus. If you choose to place 2 fraud alert, we recommend

yg;; do this afler 3@&%&:@ your credit monitoring. You can place a fraud alert at one of the three major

credit buseaus by phone and also via Experian’s or Equifax’s website. A ﬁm& alert tells creditors to follow

certain procedures, mcluding contacting you, before they open any new accounls Or change your existing

ammms For Ihﬁi wasan, plar:mg a fraud alert can proteet }ﬂaa bitt also may delay you when }!’Ql! seek 1o
13 | - srimation for all three bureaus is as follows:

: Elatements

ected ineidents of identity theft to local law mfc}rm,mmi or



specific m&&n_gm gmwﬁ pursuant to the Fair Credit mmm&&ﬂm Act, You cani
to the Fair Credit Reporting Act by visiting www.consumerfinance, mw&m& oi504 n@v sUmy
nmﬁ@%ﬁlﬁw Em ot % writing Consumee mn@%mm Center, Room 130-4, mﬁ_ﬁ& Trade ngammﬁgﬁ
600 Pennsylvania Ave, NW., .Emm@_mmﬁﬁ D.C. 20580,

New York Residents: the Attomey General may be contacted av Office aw the Attorney General, The
ﬁmﬁmﬁ%@ E_wm:%_,% 12224-0341; 1-B00-771-7755; w?ﬁm%mm ny.guN.

General of E%ﬁw Caroling, mmﬁ; E%
w00,

North Carolina Residents: Office of the Attorney
Raleigh, NC 27699-9001, www.ncdoj.gov, Telephone: 1-918-716

mmmﬁﬁ OR ﬁwamh@@m

Oregon Residents: Oregon Department of Justice, 1162 Court Street
wwwedoj.state.orus, q”ﬁ,mmﬁu&ﬁma mﬂ__ mi Q392

a1, Providence, Rhode Islan

Rhode Island Residents: Off; ceofthe Attomey mgﬂ& 150 South Main Sue
02903, www.nag.ri.gov, Telephone: 401-274-44

wﬁﬁ Eﬁwwmm o
4261. |



Credit Bareans

Equifax Fraud Reporting Expetian Fraud Reponting TransUsiion Fraud Reporting
1-866-349-5191 1-888-397-3742 - 1-800-680-7289

P.0. Box 105069 P.(x. Box 9554 P.0. Box 2000

Atlanta, GA 303485069 Allen, TX 75013 Chester, PA 19022-2000
www.equifax.com WWW.CXpErian.com  WWW.IrERSUHONLOm

It is necessary 1o contact only ONE of these burcaus and use only ONE of these methods. As so0n as one
of the three bureaus confirms your fraud aler, the others are notified to place alerts on their records as well.
You will receive confirmation ietters in the mail and will then be able to order all three credit reports, free
of charge, For vour seview. An initial fraud alert will last for éng year,

Please Eime:ﬂu ont i3 allowed to place a fraud alert on your credit report except you.

6. Security Freeze, Dy placing o secunty freeze, someone who fraudulently acquires vour personal
identifving information will not be able to use that informaation to open new accounts or borrow money in
vour name. You will need to contact the three narfonal credit reporting. bureaus h:sted sbove 10 pEacc he
freeze. Keep i it mind that when you p%a;:c the freeze, you will not be able w bomow money, obtain instant
credit, or get a new credit card until you temporarily lift or permanenily remove the freeze, There is no cost
to freeze or unfreeza your credit files.

7. You can obiain sdditienal information abous
following agencies. Tlaf:f Federal Trade (Zammﬁﬁma aim mmge& ﬁam whn dﬁmvm iﬁﬁt ﬂmﬁ
information bas been misused to file 2 mmpimnt with them,

California Residents: Visit the Californiz Office of Privacy Protection (Www.oaitca. g0 privacy) for
additional information on protection against identity theft.

Kentucky Residents: Office of the Attorney General of Kentucky, 700 Capito] Avenug, Suite 118
Frankfort, Kentucky 40601, www.ag ky gov, Telephone: 1-502-696-5300.

Maryland Residents: Office of the Avormey General of Maryland, Cansumﬂr Protection Division 200 St
Paul Place Baltimore, MD 21202, www.oag.state.md us'Consumer, Telephone: 1-888-743.0 0023,

New Mexico Residents: You have rights pursuant to the Fair Credit Reporting Act, such as the ngh o be
told if information in your credit file has been used against you, the ri ght to kow what is in your credit file,
the right to ask for your cradit score, 2nd the right to dispute incomplete or inaccurale m’fﬂmamn Further,
pursuant tothe Fair Credit Repamng Act, the consumer reporting agencics must correct or dotetn mamzmte,.
incomplets, or unverifiable mfmm{mm CONSUMET l’tp@?ﬁﬂg agencies may not report m;tdaﬁﬂd negative
information; ateess to your file is limited: you must give your consent for credit reponts 1o be provided to
employers; you may limit “prescesened” offers of credit and insutance you get based on information in your
eredit repﬂﬁ* znd vou may seek damages from a violator. You may have add;tmml nights under the Fair
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