eYe
Med

Novenbsr 16, 2020

Suzy Sample

122 Maln 51

Unit 101

Anylawn, MA (2345

ksecnrily incldent f Ru: Motice of Data Breach)
Dear Suzy Sampln,

EyeMoad manages vision benefls en behall of{Tufts Health Pian. EyeMed takes the privacy and confidentiality of your
information very seriously. We write o inform you of a dala security incident thal may have livelved some of your
personai lnfermation, This nelice explains the Icident, measures we have taken, and sleps yay can take in response.

What happened?

On July 1, 2020, EyaMed discovered that an unauthorizad individual gainad access lo an EyeMed emall mallbox and sent
phishing emalls te emal addresses sohtaliied in the mallbox's address hook. On the same day, EyaMed took immediate
actionic block therizedindividunl' tethe mallboxand {the maitbox. EyeMed | liately launchad
fnwestigation ksto the ncident and engagad a sybarsecurity firm 1o assistin s offorts. it was delerminad that the unauthorized
Individual firsl gatned access to the mailbox an Jupe 24, 2020, snd that access tarminated an Juiy 1, 2020, Eyehtad Informad
Tufts Healih Fian on September 25, 2020 that thelr member data was potentially compromised.

What information was Involved?

The malibex contained infermation about individuais who fermerly or currently receive vislon benefits 1hrough Eyebied,
Although EysMad could net fully datermine whether, and to what extent, If any, the unauthorized individual viewed or
gapled personal information, it is possibie that personal Information was viewsd or acquired by the unauthorlzed
individual,

Following a delaied anatysts and reviaw of all potertially compromlsed emalls and Rles, Eyeied [destified the names of”
allindividuals who were impacted, as well as the type of information included in those fites. Persanal information that may

lhave been accessed could Include the followlng types of ifarmation: Nama, Date of airthd
‘What we are doing:
EyeMed is commitfed fo safeguarding your persanal information and has taken Immedlale steps {o enhance the
protections that were alieady ia place bafore this Incident. in addition to the invesfigalion, EyeMed made changes to
how authorized Individuals acoess the EyeMed network and requizad immediate complex password changas to all our
amployes accounts. Eyehted is also reinforcing and previding additional man dalery security awareness ireining.
To help reliave concerns and restore confldence fodowing this Incident, wa hava secured the services of Kroli to provide
identity monltoring et ne cost to you for two years, Kroll s & global isader in risk mitigaticn and responsa, and thelr team

has exlenslve sxperience helping people who have susiained an unintentional exposwra of confidential data. Yourdantily
wmonitoring services Includé Credit Monitaring, Fraud Consuitatior, and identity Thell Restaration.

Visit hitps:ifenraliidheadyuarters,com to aclivale and take advantage of your identily monitoring services.
You have untit Fabruary 14, 2021 fo aclivale your identily moniforing sefvices
Membezship Numzer: 23456780

Addilfonal information describing your Idenfity monitoring serviges {s Included with this letter,

*Tufts Health Plan may include commercial, Madicald and Madi A plans undenvritton or by Tufty
Heaith Flan sifilistas, including Tufts A ialed Heoalth Maint Organizalion, Ino., Tulls Insurance Company, Tulls
Beneht Administealors, Inc., Tolal Healtk Flan, Inc., Tufts Heaith Freedom Insurance Gompany, Tufts Haalth Fublic Flans,
inc., and CareFariners of Connecticsl, Ine. -
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What you can da:

EyeMed s ot aware of any misuse of your information. Howevar, we want tc lel you know of steps you may want 1o fake
1o puard agakys! polantial identily thelt or fraud. We encourags you to remain vigilani by farly reviewing youw nanclal
stalemanis, credit raporis, and Explanations of Benafits {EOBs) from your healih Insurers for any unauthorized actvity. i
you idenlify services that you did net racelva or acsounts, sharges, or withdrawels that you did not aulhorize, you should
immediately contast and report to the involved company and to cradil réposting agencies.

Please aisoreview the enclosed “Addilional Resources” eection includad with this letter, This seclion describes additional
sleps you can take 1o help protect yoursedl, including recommendations by the Fadersl Trade Commiseion regarding
Idanity theit protecticn and datalls on how to place a fraud alar or a seowily freeze on your credit file,

More ndermation;

#f you have quesiions, please call 844-450-0273 Manday through Friday from 6:0C am. fo 5:30 p.m. Ceniral Time or
vizit hipsideyemed comigi-usiotli;e), Please have your membershlp number ready,

Sinceraly,

Fon Gagtpe

Jason D, Groppa
Chief Privacy Officer (N.A.)




ADDITIONALRESOURCES
tde credit reporting agencles:

Contact Infarmation for the three
Equifax, PO Box 740241, Allante, A 30374, wev.equifax.oom, 1-800-665-11114
Exparian, PO Box 2104, Allan, TX 75012, www.experian.com, 1-888-287-3742
TransWnien, PO Box 2000, Chester, PA 119018, www transunion.com, 1-800-888-4212

Frae Ceodit Report, it is resommended that yeu remain vigilani by reviswing account s and itoring your
aradil reporl for unethorized activty, especially activity that may indisate fraud and idendity fhaft. You may obfain & oopy
of your sredit rapor, free of charga, anca every 12 months from each of the three nationwide credi reporiing agencles.

Ta order your annual free credi report please visit www.annualsreditzeport.com or call 100l free af 1-877-322.0228.

You can also order yoi anaual free ereditreport by mailing a completed Annual Cradil Report Request Farm {avalleble
from the U.5, Faderal Trade Gommission's {"FTC") wobsite at www.congumer.fic.gov) to!

Annugl Credit Report Request Sorvica, P.O. Box 106281, Altanta, GA 30348-5281.

For Goloracle, Georgla, Malka, Maryland, Massachusetts, New Jersey, Puerta Rice, and Varment residents: You
may obtaln one or more {depanding an tha state) additional ooples of your cradilzeport, free of charga, You inust contact
each of #he oredit reporting agensies directly to oblals such additional reperi(s).

Frasd Aferts, There are iwo types of fraud aferts you can place on your credit raporl 1o put your creditors on nofice that
you may be a victim of fraud—an initizi alerl and an extended alert. You may ask that an initlal fraud alect ba placed on
your credit report if you suspecl you have been, or are 2boutlobe, a victim of identity thefl. An Inilal freud alert stays en
your credit repost for af laast one year. Youmay have an extended atert placed on yours oredit report if you have elreudy
besn a viotim of identity 1heft 2ad you have the appropriate dosumentary prood. An exteitded fraud alert stays on your
orodit report for seven ysars, You can place & fraud alerl on your oredil report by contaciing any of the three national
credit reporting apencies.

Security Freeze, You have the ablity ta place a securlly freeze, also known as & credit freeze, on your credit repoft
frea of charge.

Aseourlly freeze Is Intended to prevent oredit, loans and services 4am baing approvedin your nams without your consent.
Toplace a secutky freeze on your credit report, you may use an online procese, an aulomated telsphone line, or submit
a wiitten request 1o any of the three cradit repaorting agensies listed ahove. The following information Taust be included
whentequesting a sacurily reeza (nots that, if you arerequesting o security freeize for yourspouse, thisinformatien mustbe
provided far himrher as welly (1)ull name, with middie inital and eny suffixes; (2) Social Securlly number; (3) date ofhirlh;
{4ycurrent addrass and anyprevious addrasses fof the past B years; and (5) any applicable inaldent report or complalntwith
a law enfarcament agency o the Ragisiry of Motor Vehicles. The requesi musi also Include a copy of a government-issued
identification card and a copy of a recent utility bill or bank or insuranse statement. it is essential that each copy be lagible,
and display your name, curfent mafilng sddress, and the date of lssue.

Federal Trade Commission and Stata Attorneys General Offiges. If you believe you are the victim of dently iheff or
have raascn o belleve your personal Inft tion has baen mi d, you should | diately contact the Federsl Trade
Gommission andlor the Atforney General's office in your home state. You may also contact thase agencias fos information
an how [o prevent of minimize the risks of identity thaft.

You mey conlast the Fedoral Trade C is i Cc p Genter, 600 P ylvaria Avenug, NW,
Washingtes, DG 20580, www. fie.gov/ibepledu/microsiiesiidthefy, 1-877-IDTHEFT (438-4338),
Far Maryland resifents: Youmay contactthe Maryland Office afthe Attornsy General, Consumer Protection Division,
200 St Paui Place, Baltlmore, MD 21202, www.cag.slate md.us, 1-888-743-0023, .
For North Garollna yesidents: You may contast the Norlh Carolina Office of the Attarney General, Consumer
Protection Division, D001 Mali Service Canter, Raleigh, NC 27698-8001, www.nodoj.gov, 1-877-666-7226.
For New York rosidants: The Attorney Generai may be coniasted at: Office of the Attarney General, Ths Cepitol,
Albany, NY 12224-034%; 1-600-771-7755; hftpsag.ny.govl.
Far Connecticut rasidents: You may contact tha Gonnecticul Office of the Atlorney General, 165 Capital Avenue,
Hartford, CT 06106, 1-860-80R-5318, www.ct.goviag.
ForMassachusetis residents: Youmay contaci tha Office of the Massachuseits Allomey General, 1 Ashburton Place,
Boston, MA 02108, 1-617-727-8400, www.mass.yovlagofcomaot-us.himl




Reporting of identily theft and ohtairing a pelice report,

For lowa residents: You are advized to report any suspeciad ldentity thafi to law enfarcement of to the jowa Atlorney
General.

Far Massachusetts resldents: You have the right to olilaln a pelice reporf if you are a vietim of Identity thaf.

For Oragon residants: You are advised to seporl any suspected identity the & to jaw enforcoment, the Federal Trade
Commisslon, and ihe Oregon Atternay General,

Krofl 1 DU LS
TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES
You have been provided with access 1o the foliowing eervices from Kroli:
Singie Buresu Gredlt Monltoring

Youwill receive aleris when (here ars changes lo your credit dala—for Instance, whan & new line of oredil is applied for
in your name. If you do nel recognize the activity, you'll have the opiion to call & Kroll [raud speclatlst, who will be abie to
halp you determine H it is an indicator of [dentity thefi,

Fraud Gonsultation

You have undimited accass to consuifation with a Kroll fraud speclalist. Support includes showing you the mosi sfaclive
ways to prateci your ilentily, explaiting your rights and prolections under the law, assistance with lraud alerts, and
Interpreting how perscnaj is d and vsed, includi vg susplcious activily that could be fled

to an idaniity the# avent.
Identity Theft Restoraticn

Il your become a victim of identty the#t, an experienced Kroli licensed investigator will work on your behalf o resolve
retated Issues, Youwill have acoess lo a dedicated investigator who understands your lssuss and ean do most of the work
{or you. Your inve stigator will be able to dig deep 1o uncover the scope of the idenlity theft, and then work to resalve it.

Kroli's activalion website Is only compatibie wiih the current version or one version easliar of Chrame, Firefox, Safari
and Edge.

To 1eceiva credll services, you musl he over the age of (8 and have estabfshsd credit in the U.S., have a Soclal
Security number In your name, ard have a U.S. residential address associatad with your credit file,




