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St. ANDREW'S

EPISCOPAL SCHOOL
‘ <<Date>> (Format, Month Day, Year)
<<first_name>> <<middle_name>> <<last_name>> <<suifix>>
<<gddress_1>>
<<address 2>
<<city»>, <<state_province>> <<pastal_code>>
<<gountry >>

NOTICE OF DATA BREACH
Dear <<first_name>> <<middle_name=>> <<lasi_name>> <<suffix>>, '

We are writing to tell you about a data security incident that may have exposed some of your personal information. We
take the protection and proper use of your information very seriously. For this reason, we are contacting you directly to
explain the circumstances of the incident.

What Happened

On July 16, 2020, one of our third-party software service providers, Blackbaud Inc., notified us that they were the victim
of a ransamware attack discovered in May of 2020. On September 29, 2020, Blackbaud notified us that unencrypted
social security numbers might have been impacted by the attack. Blackbaud is a publicly traded company and one of the
world's largest cloud software and data management companies, and tens of thousands of non-profit organizations and
health care entities use Blackbaud's services.

Blackbaud reported that as a part of that ransomware attack, the cybercriminals removed a subset of data from
the Blackbaud systems. Blackbaud paid the cybercriminals to delete and destroy the information they removed. It
is Blackbaud's stated opinion that based on the nature of the incident, their research, and third party (including law
enforcement) investigation, they have no reason to believe that any data went beyond the cybercriminals; was or will be
misused; or will be disseminated or otherwise made available publicly. Blackbaud has hired a third-party team of experts
to monitor the dark web as an exira precautionary measure.

This incident was not the result of any breach, vulnerability, or compromise of our systems, and was instead limited fo
the Blackbaud-hosted systems. We take the privacy and security of all personal information very seriously, and employ
a number of measures to ensure personal information remains secure.

What information was involved?
As a result of this incident, an unauthorized person may have accessed and/or acquired some of your personal
information, including your:

+« Name;

» Address:

« Phone number,

» Email address;

+ Date of birth; and/or

+ Soctal security number.

" What We Are Doing

Following receipt of notification from Blackbaud about this incident, we worked with our legal counsel to investigate the

incident. That work included an evaluation of the information provided by Blackbaud, the data at issue, and the potential

risks. We take the privacy and security of your personal information very seriously. We are working with Blackbaud

to ascertain the security changes they are making to help guard against future attacks. We also continuously work to

improve the security of our own systems, '
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To help relieve concerns and restore confidence following this incident, Blackbaud is providing Single Bureau Credit
Monitoring services at no charge. Mare information on those services is provided at the end of this correspondence.
What you can do.

Please review the enclosed “Additional Resources” section included with this letter. This section describes additional
steps you can take to help protect yourself, including recommendations by the Federal Trade Commission regarding
identity theft protection and details on how to place a fraud alert or a security freeze on your credit file.

For more information. '

If you have questions, please call 1-7?7-797-7777?, Manday through Friday from 8:00 a.m. to 5:30 p.m. Central Time.
Please have your membership number ready.

Proteéting your information is important to us. We trust that the services we are offering to you demonstrate our continued
commitment to your security and satisfaction,

Sincerely,
Kevin Lewis
Associate Head of School



ADDITIONAL RESOURCES

Contact information for the three nationwide credit reporting agencies:

Equifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 1-800-685-1111
Experian, PO Box 2104, Allen, TX 75013, www.experian.com, 1-888-397-3742
TransUnion, PO Box 2000, Chester, PA 118016, www.transunion.com, 1-800-888-4213

Free Credit Report. It is recommended that you remain vigilant by reviewing account statements and monitoring your
credit report for unauthorized activity, especially activity that may indicate fraud and identity theft. You may obtain a copy
of your credit report, free of charge, once every 12 months from each of the three nationwide credit reporting agencies.

To order your annual free credit report please visit www.annualcreditreport.com or call toll free at 1 -877-322-8228.

You can also order your annual free credit report by mailing a completed Annual Credit Report Request Form (available
from the U.S. Federal Trade Commission's (‘FTC”) website at www.consumer.ftc.gov) to: Annual Credit Report Request
Service, P.O. Box 105281, Atlanta, GA 30348-5281.
For Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico, and Vermont residents: You
may obtain one or more {depending on the state) additional copies of your credit report, free of charge. You must contact
each of the credit reporting agencies directly to obtain such additional report(s).

Fraud Alerts. There are two types of fraud alerts you can place on your credit report to put your creditors on notice that you
may be a victim of fraud—an initial alert and an extended alert. You may ask thatan initial fraud alert be placed on your credit
report if you suspect you have been, or are about to be, a victim of identity theft. An initial fraud alert stays on your credit
report for at least one year. You may have an extended alert placed on your credit report if you have already been a victim of
identity theft and you have the appropriate documentary proof. An extended fraud alert stays on your credit report for seven
years. You can place a fraud alert on your credit report by contacting any of the three national credit reporting agencies.

Security Freeze. You have the ability to place a security freeze, also known as a credit freeze, on your credit report free
of charge.

A security freeze is intended to prevent credit, loans and services from being approved in your name without your consent.
To place a security freeze on your credit report, you may use an online process, an automated telephone fine, or submit
a written request to any of the three credit reporting agencies listed above. The following information must be included
when requesting a security freeze (note that, if you are requesting a credit report for your spouse, this information must
be provided for him/her as well): (1) full name, with middle initial and any suffixes; (2) Social Security number; (3) date
of birth; {4) current address and any previous addresses far the past § years; and (5) any applicable incident report or
complaint with a law enforcement agency or the Registry of Motor Vehicles. The request must also include a copy of a
government-issued identification card and a copy of a recent utility bill or bank or insurance statement. It is essential that
each copy be legible, and display your name, current mailing address, and the date of issue.

Federal Trade Commission and State Attorneys General Offices. If you believe you are the victim of identity theft
or have reason to believe your personal information has been misused, you should immediately contact the Federal
Trade Commission and/or the Attorney General's office in your home state. You may also contact these agencies for
information on how to prevent or minimize the risks of identity theft.

You may contact the Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW,
Washington, DC 20580, www.ftc.gov/bep/edu/microsites/idtheft/, 1-877-IDTHEFT (438-4338). '

For Maryland residents; You may contact the Maryland Office of the Attorney General', Consumer Protection
Division, 200 St. Paul Place, Baltimore, MD 21202, www.cag.state.md.us, 1-888-743-0023.

For North Carolina residents: You may contact the North Carolina Office of the Attorney General, Consumer
Protection Division, 8001 Mail Service Center, Raleigh, NC 27699-8001, www.ncdoj.gov, 1-877-566-7226.

For New York residents: The Attorney General may be contacted at: Office of the Attorney General, The Capitol,
Albany, NY 12224-0341; 1-800-771-7755; https://ag.ny.govi.

For Connecticut residents: You may contact the Connecticut Office of the Attorney General, 165 Capitol Avenue,
Hartford, CT 06106, 1-860-808-5318, www.ct.gov/ag. _

For Massachusetts residents: You may contact the Office of the Massachusetts Attorney General, 1 Ashburton Place,
Boston, MA 02108, 1-617-727-8400, www.mass.gov/ago/contact-us.html
Reporting of identity theft and obtaining a police report.

For lowa residents: You are advised to report any suspected identity theft to law enforcement or to the lowa Attorney '
General.

For Massachusetts residents: You have the right to obtain a police report if you are a victim of identity theft.

For Oregon residents: You are advised to report any suspected identity theft to law enforcement, the Federal Trade
Commission, and the Oregon Attorney General.



Credit Monitoring

Blackbaud is providing you with access to Single Bureau Credit Monitoring services at no charge. Services are for 24
months from the date of enroliment. When changes occur fo your Experian credit file, notification is sent to you the same
day the change or update takes place with the bureau. In addition, we are providing you with proactive fraud assistance to
help with any questions you might have. In the event you become a victim of fraud you will also have access remediation
support from a CyberScout Fraud Investigator. In order for you to receive the monitoring service described above, you
must enroll within 90 days from the date of this letter.

Proactive Fraud Assistance. For sensitive breaches focused on customer retention, reputation management, or
escalation handiing, CyberScout provides unlimited access during the service period fo a fraud specialist who will work
with enrolled notification recipients on a one-on-one basis, answering any questions or concerns that they may have.
Proactive Fraud Assistance includes the following features:

+ Fraud specialist-assisted placement of fraud alert, protective registration, or geographical equivalent, in situations
where It is warranted.

+  After placement of a Fraud Alert, a credit report from each of the three (3) credit bureaus is made available to the
notification recipient (United States only).

» Assistance with reading and interpreting credit reports for any possible fraud indicators.

+ Removal from credit bureau marketing lists while Fraud Alert is active (United States only).

+ Answering any questions individuals may have about fraud,

+ Provide individuals with the ability to receive electronic education and alerts through email. (Note that these emails
may hot be specific to the recipient’s jurisdiction/location.)

Identity Theft and Fraud Resolution Services. Resolution services are provided for enrolled notification recipients
who fall victim to an identity theft as a result of the applicable breach incident. ID Theft and Fraud Resolution incfudes,
but is not limited to, the following features: :

+ Uniimited access during the service period to a personal fraud specialist via a toll-free number.

+ Creation of Fraud Victim affidavit or geographical equivalent, where applicable,

. Prepération of all documents needed for credit grantor notification, and fraud information removal purposes.

+ All phone calls needed for credit grantor notification, and fraud information removal purposes.

» Notification to any relevant government and private agencies.

+ Assistance with filing a law enforcement report.

« Comprehensive case file creation for insurance and law enforcement.

» Assistance with enrollment in applicable Identity Theft Passport Programs in states Where it is avallable and in
situations where it is warranted (United States only).

+  Assistance with placement of credit file freezes in states where it is available and in situations where it is warranted
{United States only); this is limited to online-based credit freeze assistance.

+ Customer service support for individuals when enroliing in monitoring products, if applicable.

+ Assistance with review of credit reports for possible fraudulent activity.

» Unlimited access to educational fraud information and threat alerts. {Note that these emails may not be specific to
the recipient's jurisdictionflocation.)

Enrollment Instruction - How do | enroll for the free services?
To enrolt in Credit Monitoring services at no charge, please navigate to:
https:/iwww.cyberscouthg.com/epiq263?ac=263HQ1734

If prompted, please provide the foliowing unique code to gain access to services:
263HQ1734

Once registered, you can access Monitoring Services by selecting the “Use Now” link to fully authenticate your identity
and activate your services. Please ensure you take this step to receive your alerts.

In order for you to receive the monitoring services described above, you must enroll within 80 days from the date of this letter.



ST. ANDREWSS

EPISCOPAL SCHOOL

<<Pate>> (Format, Month Day, Year)

Parents of.

<=first_name>> <<middle_name>> <<last_name>> <<guffix>>
<<address_1>>

<<address_2>>

<=zcity>>, <<state_province>> <<posial_code>>

<<gountry ==

NOTICE OF DATA BREACH
To the Parents of <<first_name>> <<middle_name>> <<last_name>> <<suffix>>,

We are writing to tell you about a data security incident that may have exposed some of your child's personal information.
We take the protection and proper use of your child's information very seriously. For this reason, we are contacting you
directly to explain the circumstances of the incident.

What Happened

On July 16, 2020, one of our third-party software service providers, Blackbaud Inc., notified us that they were the victim
of a ransomware attack discovered in May of 2020. On September 29, 2020, Blackbaud notified us that unencrypted
social security numbers might have been impacted by the attack. Blackbaud is a publicly traded company and one of the
world’s largest cloud software and data management companies, and tens of thousands of non-profit organizations and
heaith care entities use Blackbaud's services,

Blackbaud reported that as a part of that ransomware attack, the cybercriminals removed a subset of data from
the Blackbaud systems. Blackbaud paid the cybercriminals to delete and destroy the information they removed. it
is Blackbaud's stated opinion that based on the nature of the incident, their research, and third party (including law
enforcement) investigation, they have no reason to believe that any data went beyond the cybercriminals; was or will be
misused: or will be disseminated or otherwise made available publicly. Blackbaud has hired a third-party team of experts
to monitor the dark web as an extra precautionary measure. :

This incident was not the result of any breach, vulnerability, or compromise of our systems, and was instead limited to
the Blackbaud-hosted systems. We take the privacy and security of all personal information very seriously, and employ
a number of measures to ensure persecnal information remains secure.
What information was invoived?
Because of this incident, an unauthorized person may have accessed and/or acquired some of your child's personal
information, including your child's: ‘

+« Name;

+  Address,

« Phone humber,

+  Email address;

« Date of birth; and/or

+ Social security number.

What We Are Doing

Following receipt of notification from Blackbaud about this incident, we worked with our legal counsel to investigate
the incident. That work included an evaluation of the information provided by Blackbaud, the data at issue, and the
potential risks. We take the privacy and security of your child’s personal information very seriously. We are working with
Blackbaud to ascertain the security changes they are making to help guard against future-attacks. We also continuously
work to improve the security of our own systems.
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To help relieve concerns and restore confidence following this incident, Blackbaud is providing Single Bureau Credit
Monitoring services at no charge. More information on those services is provided at the end of this correspondence.
What you can do,

Please review the enclosed "Additional Resources” section included with this letter. This section describes additional
steps you can take to help protect yourself, including recommendations by the Federal Trade Commission regarding
identity theft protection and details on how to place a fraud alert or a security freeze on your child's credit file.

For more information.

If you have questions, please call 1-777-?2?-27?%, Monday through Friday from 8:00 a.m. to 5:30 p.m. Central Time.
Please have your membership number ready. - ‘

Protecting your child’s information is important to us. We trust that the services we are offering to you demonstrate our
continued commitment to your security and satisfaction.

Sincerely,
Kevin Lewis
Associate Head of School



ADDITIONAL RESOURCES

Contact information for the three nationwide credit reporting agencies:
Equifax, PO Box 740241, Atianta, GA 30374, www.equifax.com, 1-800-685-1111

Experian, PO Box 2104, Allen, TX 75013, www.experian.com, 1-888-397-3742
TransUnion, PO Box 2000, Chester, PA 119016, www.transunion.com, 1-800-888-4213

Free Credit Report. It is recommended that you remain vigilant by reviewing account statements and monitoring your
credit report for unauthorized activity, especially activity that may indicate fraud and identity theft. You may obtain a copy
of your credit report, free of charge, once every 12 months from each of the three nationwide credit reporting agencies.
To order your annual free credit report please visit www.annualcreditreport.com or cali toll free at 1-877-322-8228.
You can also order your annual free credit report by mailing a completed Annual Credit Report Request Form {available
from the U.S. Federal Trade Commission's {"FTC”) website at www.consumer.ftc.gov) to: Annual Credit Report Request
Service, P.O. Box 105281, Aflanta, GA 30348-5281.

For Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico, and Vermont residents: You

may obtain one or more (depending on the state) additional copies of your credit report, free of charge. You must contact
each of the credit reporting agencies directly to obtain such additional report(s). '

Fraud Alerts. There are two types of fraud alerts you can place on your credit report to put your creditors on notice that you
may be a victim of fraud—an initial alert and an extended alert. You may ask that an initial fraud alert be placed on your credit
report if you suspect you have been, or are about to be, a victim of identity theft. An initial fraud alert stays on your credit
report for at least one year. You may have an extended alert placed on your credit report if you have already been a victim of
identity theft and you have the appropriate documentary proof. An extended fraud alert stays on your credit report for seven
years. You can place a fraud alert on your credit report by contacting any of the three national credit reporting agencies,

Srecurity Freeze. You have the ability to place a security freeze, also known as a credit freeze, on your credit report free
of charge.

A security freeze is intended to prevent credit, loans and services from being approved in your name without your consent.

‘To place a security freeze on your credit report, you may use an online process, an automated telephone line, or submit
a written request to any of the three credit reporting agencies listed above. The following information must he included
when requesting a security freeze (note that, if you are requesting a credit report for your spouse, ihis information must
be provided for him/her as well): (1) full name, with middle initial and any suffixes; (2) Social Security number; (3) date
of birth; (4) current address and any previous addresses for the past 5 years; and (5} any applicable incident report or
complaint with a law enforcement agency or the Registry of Motor Vehicles. The request must also include a copy of a
government-issued identification card and a copy of a recent utility bill or bank or insurance statement. it is essential that
each copy be legible, and display your name, current mailing address, and the date of issue. '

Federal Trade Commission and State Attorneys General Offices. If you believe you are the victim of identity theft
or have reason to believe your personal information has been misused, you should immediately contact the Federal
Trade Commission and/or the Attorney General's office in your home state. You may also contact these agencies for
information on how to prevent or minimize the risks of identity theft. \

You may contact the Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW,
Washington, DC 20580, www.ftc.gov/bcp/edu/microsites/idtheft/, 1-877-IDTHEFT {438-4338).

For Maryland residents: You may contact the Maryland Office of the Attorney General, Consumer Protection
Division, 200 St. Paul Place, Baltimore, MD 21202, www.oag.state.md.us, 1-888-743-0023.

For North Carolina residents: You may contact the North Carolina Office of the Attorney General, Consumer
Protection Division, 9001 Mail Service Center, Raleigh, NC 27699-8001, www.ncdoj.gov, 1-877-566-7226.

For New York residents: The Attorney General may be contacted at: Office of the Attorney General, The Capitol,
Albany, NY 12224-0341; 1-800-771-7755; https:/fag.ny.gov/.

For Connecticut residents: You may contact the Connecticut Office of the Attorney General, 165 Capitol Avenue,
Hartford, CT 06106, 1-860-808-5318, www.ct.gov/ag.

For Massachusetts residents: You may contact the Office of the Massachusetts Attorney General, 1 Ashburton Place,
Boston, MA 02108, 1-617-727-8400, www.mass.gov/ago/contact-us.himl
Reporting of identity theft and obtaining a police report.

For lowa residents: You are advised to report any suspected identity theft to law enforcement or to the lowa Aftorney
General.

For Massachusetts residents: You have the right to obtain a police report if you are a victim of identity theft.

For Oregon residents: You are advised to report any suspected identity theft to law enforcement, the Federal Trade
Commission, and the Oregon Attorney General,



Credit Monitoring

Blackbaud is providing you with access to Single Bureau Credit Monitoring services at no charge. Services are for 24
months from the date of enroliment. When changes occur to your Experian credit file, notification is sent to you the same
day the change or update takes place with the bureau. In addition, we are providing you with proactive fraud assistance to
help with any guestions you might have. In the event you become a victim of fraud you will also have access remediation
support from a CyberScout Fraud Investigator. In order for you to receive the monitoring service described above, you
must enroll within 80 days from the date of this letter,

Proactive Fraud Assistance. For sensitive breaches focused on customer retention, reputation management, or
escalation handling, CyberScout provides unlimited access during the service period to a fraud specialist who will work
with enrolled notification recipients on a one-on-one basis, answering any questions or concerhs that they may have.
Proactive Fraud Assistance includes the following features:

+ Fraud specialist-assisted placement of fraud alert, protective registration, or geographical equivalent, in situations
where it is warranted.

+ After placement of a Fraud Alert, a credit report from each of the three (3) credit bureaus is made available to the
notification recipient {(United States only).

+ Assistance with reading and interpreting credit reports for any possible fraud indicators.

« Removal from credit bureau marketing lists while Fraud Alert is active (United States only).

+ Answering any questions individuals may have about fraud.

- Provide individuals with the ability to receive electronic education and alerts through email. (Note that these emaiis
may net be specific to the recipient’s jurisdiction/location.)

Identity Theft and Fraud Resolution Services. Resolution services are provided for enrolled notification recipients
who fall victim to an identity theft as a resuit of the applicable breach incident. ID Theft and Fraud Resoiution includes,
but is not limited to, the following features: '

+ Unlimited access during the service period to a personal fraud specialist via a toll-free number.

+ Creation of Fraud Victim affidavit or geographical equivalent, where applicable.

« Preparation of all documents needed for credit grantor notification, and fraud information removal purposes.

+ All phone calls needed for credit grantor notification, and fraud information removal purposes.

« Notification to any relevant government and private agencies.

+ Assistance with filing a law enforcement report,

« Comprehensive case file creation for insurance and law enforcement.

- Assistance with enroliment in applicable Identity Theft Passport Programs in states where it is available and in
situations where it is warranted {United States only}.

. Assistance with placement of credit file freezes in states where it is available and in situations where it is warranted
(United States only); this is limited to online-based credit freeze assistance.

+ Customer service support for individuals when enrolling in monitaring products, if applicable.

+ Assistance with review of credit reports for possible fraudulent activity.

+ Unlimited access to educational fraud information and threat alerts. (Note that these emails may not be specific to
the recipient’s jurisdictionflocation.)

Enrollment Instruction - How do | enroll for the free services?
To enroll in Credit Monitering services at no charge, please navigate to:
https:/iwww.cyberscouthq.com/epiq2637ac=263HQ1734

If prompted, please provide the following unigue code to gain access to services:
263HQ1734

Once registerad, you can access Monitoring Services by selecting the “Use Now" link to fully authenticate your identity
- and activate your services. Please ensure you take this step to receive your alerts.

In order for you to receive the monitoring services described above, you must enroll within 90 days from the date of this letter.



