Beth Israel Lahey Health
Beverly Hospital

Compliance and Privacy Director
- 85 Hewrick St.
Beverly, MA 01915

IMPORTANT INFORMATION
PLEASE REVIEW CAREFULLY

The privacy and security of the personal information we maintain is of the utmost importance to Beverly
Hospital. We are writing with important information regarding a recent data security incident that may
have involved some of your information. We want to provide you with information about the incident,
explain the services we are providing to you, and let you know that we continue to take significant
measures to protect your information.

Beverly Hospital recently learned that a package containing your personal information included on a birth
certificate application and “Voluntary Acknowledgement of Paternity” form was apparently destroyed
during transport. These documents were shipped from Beverly Hospital on April 15, 2020 via the United
States Postal Service (“USPS”), but unfortunately appear to have been inadvertently destroyed by the
USPS in the process. On July 14, 2020, we discovered the incident and immediately commenced a
thorough investigation. The USPS acknowledged responsibility for the incident, but indicated that it is
unlikely that the package containing your personal information would be recovered.

The ackae Contamed your personal information, including your £ el :
R [ portantly, the package did not contain your drlver s hcense mlmber ﬁnancml
mfonnation or insurance information.

At this time, Beverly Hospital has no evidence that any of your information has been acquired or
misused. Nevertheless, out of an abundance of caution, we are notifying you of this incident and assure
you we take it very seriously. To protect you from potential misuse of your information, we are offering a
complimentary two-year membership of myTrueldentity. This product helps detect possible misuse of your
personal information and provides you with identity protection services focused on immediate identification
and resolution of identity theft. np/Trueldentity is completely free to you and enrolling in this program will
not hurt your credit score. For more information on identity theft prevention and myTrueldentity, including
instructions on how to activate your complimentary two-year membership, please see the additional
information provided in this letter.

This letter also provides other precautionary measures you can take to help protect your personal information,
mcluding placing a fraud alert and/or security freeze on your credit files, and/or obtaining a free credit report.
Additionally, you should always remain vigilant in reviewing your financial account statements and credit
reports for fraudulent or irregular activity on a regular basis.
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Beverly Hospital takes this situation very seriously. Maintaining the integrity of confidential information
is extremely important to us and we continue to implement preventive measures to minimize the risk of a
similar incident in the future. We deeply regret any concern or inconvenience this incident may cause
you. To help prevent something like this from happening again, Beverly Hospital is reviewing its courier
options to prevent recurrent of similar incidents in the foture.

If you have anv further quesﬁons, please contact S
phone at

Simeerely,

every Hospital
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— OTHER IMPORTANT INFORMATION —

1. Enrolling in Complimentary 24-Moath Credit Monitoring,

As a safeguard, we have arranged for you to enroll, at no cost to you, in an online credit monitoring service

{myTrueldentity) for two years provided by TransUnion Interactive, a subsidiary of TransUnion® one of the
three nationwide credit reporting companies.

to Enroll:

<  Website and Enrollment: To enroll in this service, go to the mpyTrueldentity website at

: Sl and using the following Enrollment Code:

: 8. MyIDCare experts are ava1lab M nda through Friday from 5 am - 5 pm Pacific
Tlme Please note the deadline to enroll is fi =i

»  Activate the Credit Monitoring: The menitoring included in the membership must be activated to
be effective. Note: You must have established credit and access to a computer and the infernet to
use this service. If you need assistance, MyIDCare will be able to assist you.

+  Telephone: Contact MyIDCare at = £ * 8 0 gain additional information about this event
and speak with knowledgeable representatlves about the appropriate steps to take to protect your
credit identity.

Due to privacy laws, we cannot register you directly. Please note that credit monitoring services might not be
available for individuals who do not have a credit file with TransUnion or an address in the United States (or
its territories) and a valid Social Security number. Enrolling in this service will not affect your credit score.

ADDITIONAL DETAILS REGARDING YOUR 24-MONTH-
COMPLIMENTARY CREDIT MONITORING SERVICE:

s SINGLE BUREAU CREDIT MONITORING (adults*) - Monitoring of credit bureau for changes to the
member’s credit file such as new credit inquires, new accounts opened, delinquent payments,
improvements in the member’s credit report, bankruptcies, court judgments and tax liens, new addresses,
new employers, and other activities that affect the member’s credit record.

+  CYBERSCAN™ _ Dark Web monitoring of underground websites, chat rooms, and malware, 24/7, to
identify trading or selling of personal information like SSNs, bank accounts, email addresses, medical 1D
numbers, driver’s license numbers, passport numbers, credit and debit cards, phone numbers, and other
unique identifiers.

o IDENTITY THEFT INSURANCE - Identity theft insurance will reimburse members for expenses
associated with restoring their identity should they become a victim of identity theft. If a member’s identity
is compromised, the policy provides coverage for up to $1,000,000, with no deductible, from an A.M. Best
“A-rated” carrier. Coverage is subject to the terms, Hmits, and/or exclusions of the policy.

s  FULLY-MANAGED IDENTITY RECOVERY - ID Experts’ fully-managed recovery service provides
restoration for identity theft issues such as (but not limited to): account creation, criminal identity theft,
medical identity theft, account takeover, rental application, tax frand, benefits fraud, and utility creation.
This service inclades a complete triage process for affected individuals who report suspicious activity, a
personally assigned IDCare Specialist to fully manage restorafion of each case, and expert guidance for
those with questions about identity theft and protective measures.
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2. Phicing a Fraud Alert on Your Credit File,

‘Whether or not you choose to use the complimentary 24 roonth credit monitoring services, we recommend that you
place an initial one (1) year “Frand Alert” on your credit files, at no charge. A fraud alert tells creditors to contact
you personally before they open any new accounts. To place a fraud alert, call any one of the three major credit
bureaus at the numbers listed below. As soon as one credit bureau confirms your fraud alert, they will notify the
others.

Equifax _ Experian - TransUnion LLC
P.0O. Box 105069 P.O. Box 2002 P.O. Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19016
www.equifax.com _ WWW.experian.com WWW.ransunion.com
1-800-525-6285 1-888-397-3742 1-800-680-7289

3. Consider Placing a Security Freeze on Your Credit File.

If you are very concerned about becoming a victim of fraud or identily theft, you may request a “Security Freeze” be
placed on your credit file, at no charge. A security freeze prohibits, with certain specific exceptions, the consumer
reporting agencies from releasing your credit report or any information from it without your express authorization. You
may place a security freeze on your credit report by contacting all three nationwide credit reporting companies at the
numbers below and following the stated directions or by sending a request in writing, by mail, to all three credit
reporting companies;

Equifax Security Freeze Experian Security Freeze TransUnion Security Freeze

P.O. Box 105788 P.0. Box 9554 P.O. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19016
hitps://www.{reeze. equifax.com http://experian.comy/freeze hitp://www transunion.com/
1-800-349-9960 , 1-888-397-3742 securityfreeze

1-888-909-8872

In order to place the security freeze, you’ll need to supply your name, address, date of birth, Social Security number
and other personal information. After receiving your freeze request, each credit reporting company will send you a
confirmation letter containing a unique PIN (personal identification nmumber) or password. Keep the PIN or
password in a safe place. You will need it if you choose to lift the freeze,

Hf your personal information has been used to file a false tax return, to open an account or to attempt to open an account in
your name, or to commit fraud or other crimes against you, you may file a police report in the city in which vou currently
reside.

If you do place a security freeze prior to enrolling in the credit monitoring service as described above, you will need

to remove the freeze in order to sign up for the credit monitoring service. After you sign up for the credit monitoring
service, you may refreeze your credit file.

4. Obtaining a Free Credif Report.

Under federal law, you are entitled to one free credit report every 12 months from each of the above three major
nationwide credit reporting companies. Call 1-877-322-8228 or request your free credit reports online at
www.annualcreditreport.com. Once you receive your credit reports, review them for discrepancies. Identify any
accounts you did not open or inquiries from creditors that you did not authorize. Verify all information is correct. If you
have questions or notice incorrect information, contact the credit reporting company. '
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5. Additional Helpful Resources.

.Even if you do net find any suspicious activity on your initial credit reports, the Federal Trade Commission (FTC)
recommends that you check your credit reports periodically. Checking your credit report periodically can help you
spot problems and address them quickly. :

If you find suspicious activity on your credit reports or have reason to believe your information is being misused, call
your Jocal law enforcement agency and file a police report. Be sure to obtain a copy of the police report, as many
creditors will want the information it contains to absolve you of the fraudulent debts. You may also file a complaint
with the FTC by contacting them on the web at www.fic.gov/idtheft, by phone at 1-877-IDTHEFT (1-877-438-4338),
or by mail at Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington,
DC 20580. Your complaint will be added to the FTC’s Identity Theft Data Clearinghouse, where it will be accessible to
law enforcement for their investigations. In addition, you may obtain information from the FTC about fraud alerts and
security freezes.

0. Protecting Your Medical Information.

We have no evidence that your medical information involved in this incident was or will be used for any unintended
purposes. However, the following practices can provide additional safeguards to help protect against medical identity
theft.

» Only share your health insurance cards with your health care providers and other family members who are
covered under your insurance plan or who help you with your medical care.

= Review your “explanation of benefits statement” which you receive from your health insurance company.
Follow up with your insurance company or care provider for any items you do not recognize. If necessary,
contact the care provider on the explanation of benefits statement and ask for copies of medical records from
the date of the potential access (noted above) to current date.

a Ask your insurance company for a current year-to-date report of all services paid for you as a beneficiary.
Follow up with your insurance company or the care provider for any items you do not recognize,

7. Obtaining a Police Repert

Under Massachusetts law, you have the right to obtain a police report in regard to this incident. If you are the victim
of identity theft, you also have the right to file a police report and obtain a copy of it.
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