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<<ate>> (Format: Month Day, Year)

<<firgt_name>> <<middle_name>> <<last_name>> <<suffix>>
<<address_1>>

<<address_2>>»

<<gity>>, <<state_province>> <<postal_code>>

<<gountry >=

Dear <<first_name>> <<middle_name>> <<last_name>> <<suffix>>

PeaceHealth is writing to notify you that we were informed by our third-party vendor, Blackbaud, Inc. (*Blackbaud’),
that it experienced a data security incident. Blackbaud is a third-party vendor that provides cloud-based and data solution
services relating to fundraising activities to many organizations across the country, including the PeaceHealth affiliated
foundations Ketchikan Medical Center Foundation, St. Joseph Medical Center Foundation, San Juan Island Community
Foundation, St. John Medical Center Foundation, Southwest Medical Center Foundation, Sacred Heart Medical Center
Foundation, Cottage Grove Community Medical Center Foundation, Whatcom Hospice Foundation, and Peace Harbor
Medical Center Foundation. The incident may have involved some of your information stored in Blackbaud, including
your name, bank account number, bank name, and routing number.

Though we are not aware at this time of any misuse of information involved in the incident, we are nonetheless informing
you of this incident, and we want to assure you that we take it very seriously. Please review the following pages for
information about steps you can take in response to the incident.

We sincerely regret any concern or inconvenience this incident may cause. Thank you for being a part of the PeaceHealth
family. We hope that you and your loved ones stay safe as we enter this holiday season. Should you have any questions or
concerns, please contact 1-772-272-2792, Monday through Friday, 8:00 a.m. to 5:30 p.m, Central Time, excluding major
U.S. holidays.

Sincerely, _

. /
(Do 2. MAbyapunl Josu Loy,
Patricia Modrzejewski _ Tarra Carey
Interim System Vice President/Chief Development Officer ' System Privacy Officer
PeaceHealth PeaceHealth
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ADDITIONAL STEPS XOU CAN TAKE

We remind you it is always advisable to remain vigilant for incidents of fraud or identity theft by reviewing your account
statements and free credit reports for any unauthorized activity. You may obtain a copy of your credit report, free of
charge, once every 12 months from each of the three nationwide credit reporting companies, To order your annual free
credit report, please visit www.annualereditreport.com or call tofl free at 1-877-322-8228. Contact information for the
three nationwide credit reporting companies is as follows:

Equifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 1-800-685-1111
Experian, PO Box 2002, Allen, TX 75013, www.experian.com, 1-888-397-3742
Trans Union, PO Box 2000, Chester, PA 19016, www.transunion.com, 1-800-916-886G0

If you believe you are the victim of identity theft or have reason to believe your personal information has been misused,
you should immediately contact the Federal Trade Commission and/or the Attorney General’s office in your state. You
can obtain information from these sources about steps an individual can take to avoid identity theft as well as information
about fraud alerts and security freezes. You should also contact your local law enforcement authorities and file a police
report. Obtain a copy of the police report in case you are asked to provide copies to creditors to correct your records.
Contact information for the Federal Trade Commission is as follows:

Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW Washington, DC 20580,
www.ftc.gov/idtheft, 1-877-IDTHEFT (438-4338)

Contact information for the Massachusetts Office of the Attorney General is as follows:

Office of the Attorney General, One Ashburton Place, Boston, MA 02108, 1-617-727-8400, www,mass.gov/ago/
contact-us.html :

You can obtain information from these sources about steps an individual can take to avoid identity theft as well as
information about fraud alerts and security freezes. You should also contact your local law enforcement authorities and
file a police report. Obtain a copy of the police report in case you are asked to provide copies to creditors to correct your
records,

Note that pursuant to Massachusetts law, you have the right to file and obtain a copy of any police report,

There are two types of fraud alerts you can place on yout credit report to put your creditors on notice that you may be
a victim of fraud—an initial alert and an extended alert. You may ask that an initial fraud alert be placed on your credit
report if you suspect you have been, or are about to be, a victim of identity theft. An initial fraud alert stays on your credit
report for at least 90 days. You may have an extended alert placed on your credit report if you have already been a victim
of identity theft with the appropriate documentary proof. An extended fraud alert stays on your credit report for seven
years. You can place a fraud alert on your credit report by contacting any of the three national credit reporting agencies.

You may also request a security freeze. A security freeze prohibits a credit reporting agency from releasing any information
from your credit report without written authorization. Be aware that placing a security freeze on your credit report
may delay, interfere with, or prevent the timely approval of any requests you make for new loans, credit mortgages,
employment, housing, or other services.

There is no fee to place or lift a security freeze. Unlike a fraud alert, you must separately place a security freeze on your
credit file at each credit reporting company.

For information and instructions to place a security freeze, contact each of the credit reporting agencies at the addresses
below: ' .

Experian Security Freeze, PO Box 9554, Allen, TX 75013, www.experian.com/freeze/

TransUnion Security Freeze, PO Box 2000, Chester, PA 19016, www.transunion,com/credit-freeze

Equifax Security Freeze, PO Box 105788, Atlanta, GA 30348, www.ficeze.equifax.com

In order to request a security freeze, you will need to provide the following information:
1. Your full name (including middle initial as well as Jr,, Sr., 1L, TII, ete.)
2. Social Security number
3. Date of birth



4. If you have moved in the past five years, provide the addresses where you have lived over the prior five years
5. Proof of current address such as a current utility bill or telephone bill

6. A legible photocopy of a government issued identification card (state driver’s license or ID card, military
identification, efc.)

7. If you are a victim of identity theft, include a copy of the police report, investigative report, or complaint to a
law enforcement agency concerning identity theft

The credit reporting agencies have one business day after receiving your request by toll-free telephone or secure electronic
means, or three business days after receiving your request by mail, to place a security freeze on your credit report, The
credit bureaus must also send written confirmation to you within five business days and provide you with a unique
personal identification number (“PIN™) or password or both that can be used by you to authorize the removal or lifting
of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit repott, or to lift a security
freeze for a specified period of time, you must submit a request through a toll-free telephone number, a secure electronic
means maintained by a credit reporting agency, or by sending a written request via regulat, certified, or overnight mail
to the credit reporting agencies and include proper identification (name, address, and Social Security number) and the
PIN number or password provided to you when you placed the security freeze as well as the identity of those entities or
individuals you would like to receive your credit report or the specific period of time you want the credit report available.
The credit reporting agencies have one business day after receiving your request by toll-free telephone or secure electronic
means, or three business days after receiving your request by mail, to lift the security freeze for those identified entities
or for the specified period of time.

To remove the security freeze, you must submit a request through a toll-free telephone number, a secure electronic means
maintained by a credit reporting agency, or by sending a written request via regular, certified, or overnight mail to each
of the three credit bureaus and include proper identification (name, address, and Social Security number) and the PIN
number or password provided to you when you placed the security freeze. The credit bureaus have one business day
after receiving your request by toll-free telephone or secure electronic means, ot three business days after receiving your
request by mail, to remove the security freeze.



