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.of Tennessee

1 Cameron Hil} Circle
LChattanooga, TN 37402

bebst.com

<Date>

<First Name> <[.ast Name>
<Address 1>

<Address 2>

<City>, <State> <Zip>

Dear <First Name>,

We're serious about protecting your personal information. And we want fo be open with you when
there's a problem. That's why we’re reaching out fo let you know about a security incident that
may result in a privacy risk to you. On Novemnber 9, 2020, our vendor, EyeMed, let us know it
experienced a cyberattack that affected your information. EyeMed provides vision care for our
members, and that’s why they had your information.

What information was invoived?
Someone could have found one or more of these facts about you:

Name

Date of birth

Physical address
Phone number

Social security number
Health plan information
Member 1D

Treatment information

L L

L] L] * L L] L]

What happened?

On July 1, 2020, EyeMed found out someone iltegally accessed one of its email mailboxes and
used it to send phishing emails to email addresses in the mailbox’s address book. After
discovering this incident, EyeMed hired a cybersecurity firm to investigate. The investigation
showed someone may have accessed or gotten some of your personal information. At this point,
we're not aware of any fraud or misuse of any of your personal information as a result of this
incident, but we still want to make sure you know about it.

What we’re doing about it

We'lt let you know if we learn something more that affects you or your information. EyeMed has
already added new security measures, like stronger password requirements and additional
training, to better protect the information it has.



To help protect you even more, Eveied is offering you Kroll identity monitoring services at no
cost for two years. Kroll is experienced in helping people whose information has been involved in
a data breach or other cybersecurity incident. Your identity monitoring services include credit
monitoring, fraud consultation and identity theft restoration.

Visit hitps:/enroll.idheadquarters.com to activate and take advantage of your identity
monitoring services. You have untii March 1, 2021, to do so. Your EyeMed Member code is
<Member Code>.

We've included more details about identity monitoring with this letter.
Other tips to help you protect your information

The Federal Trade Commission’s websilte, consumer fic.gov, lisis steps you can take {o help
protect your information and your privacy. You may also contact the credit reporting companies
listed below to order your free annual credit reports, place a 90-day fraud alert on your credit file
or place a security freeze on your credit file:

. Equifax: 1-800-525-6285

. Experian: - 888-397-3742

. TransUnion: 1-800-680-7289
We're here to help. H you have any questions about this letter, please cali us at 1-888-455-3824
between 8:30 a.m. and 4:30 p.m. ET, Monday through Friday, or email us at
Privacy_Office@BCBST.com.

Best of Health,

Sharon Saville
Privacy Analyst
BlueCross BlueShield of Tennessee Privacy Office



BlueCross BiuaShield of Tannessee

BlieCross BlueShisid of Tennessee {BlueCrass) complies with appiicable
Federal civil rights laws and does nol disciiminate on the basls of race,
color, rational origin, age, disabilty or sex, BlueCross does not exclude
people or ireat them diferenlly because of race, color, natienat origa, age,
disabifity of sex,

BlueCross:

+ Provides free aigs and services to people with disabifities to communicate
effieclively wilh us, such as: {1) quadified interpreters and {2) writlen:
information in other formats, such as large prini, audio and accesstble
eleciranic fermals.

'+ Provides free language services to people whose primaty language s
1ot English, such as: {1} quaiified interpreters and (2) wrilen informaticn
inolher languanes.

I you heed these Services, contact a censurner advisor at the number on
the back of your Member i card or call 1-800-565-8 140 (TTY: £-800-848-
0298 0¢ 711).

if you believe that BlueCross has failed to provide these services or
disurininated i ancther way on the basis of race, coler, national origin,
age, disability or sex, you can file a grievance (“Nondiscrimination
Grievance"), For helpwith prepaiing and submitting yeur Nondiscrimination
Grievance, contact a consumer advisor al the number on the back of your
Kember 1D card or call 1-800-565-9140 (TTY: 1-800-848-0298 or 711},
They can provide vou with the appraprlate form to use i submiling a
Nondiscamination Grievance. You can fie a Nondiscimination Grievancein
petson of by mail, fax of emall. Address your Nondiscrimination: Grevance
la: Nondiscrimination Compliance Cooxdinator: £fo Manager, Operations,
tdember Benefits Administration; | Cameron Hiff Circle, Suite §019,
Challancoga, TH 37402-001%; (423) 591-8208 (fax); Nondiscriminakon,
OficeGM@bebst.com (emaif).

You can also Me a civil rights complainl with the W8, Department
of Health and Human Services, Office for Civil Righrs, eleclronically
through the Office jor Civll Rights Complaint Porlai, available at
ftips;flocrportal.hhs.goviocriponiallobby.jsf, or by mail of phene ak:
3.5, Depariment of Heallk and Human Services, 200 lndependence
Avenue SW., Room 508F, HHE Buiiding, Washington, DO 20281,
1-800-268-1019, 800-537-7697 {TOO). Complaint forms are avallable at
hitptvvw. hhis.goviocrfofficelflefindex.html.

BlieCross BlueShield of Tennessee, Inc., an Independent Ucensee of the
BlueCross BlueShield Association,

BlueCross BlueShield of Tennessea is a Qualiied Heallth PlanIssuer in the
Health inserance Markelplace.

1 Cameron Hill Circle | Chattanooga, TN 37402 | bebst.com
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Siusied es miambro, lame al nimero de Serviclo de alencitn a mismbros que fora al reverso de su larjeta de
identificacion de Miembro o 03 1-800-565-8 140 (TTY: 1-800-84B-(288).
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Sivgus les adhérent, appeler le numéro du Serdce adhérents Indigué au dos de votre cark d'assuré adnérent
ou appelez le 1-800-565-9340 (TTY/ATS 1 1-800-848-0298).
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ACHTUNG: Wenn Sie Deulsch sprechen, stehen thnen kostentos sprachiiche Hilflsdienstleistungen zor Verfiigung,
Falis Sie ein tdigied sind, rulen Sie die Nummer des ititgliederdienstes aul der Riickseite Ihrer Mitglieds-1D-Karte
cder §-800-565-0140 {TTY: [-B00-2848-0298) an,

G i A A i e SRR M T S,
gl H 3 g, 00 2 2 ) Tl it o el o 4 i 1-800-565-9140 (TTY; 1-800-848-0208) '
EER]

AEEW; AEBAECNA5E, AROERTRECHEAVLLTEY,
LROBERY, LA ROBMCRENS AU AESH 5 N E1-800-565-9140
(TTY: 1-800-848-0298) R T, HEECTIBREEY,
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walang bayad.

Kung taw ay isang mivembro, lawagan arg namero ng Serbisya 52 Mivembro nia nass bked ng iyong Kard ng 1D ng
Mivembro o sa 1-800-565-9140 {TTY: 1-800-848-0298).
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UWAGA: Jedeli mdwisz po poisky, moZesz skorzystad z bezplatnej pomocy jezykowe).
Crlonkowie mogq dzwonié pod numer dzialu Member Service podany na odwrocie iarty identyTkacyjne| czlonka
tub numer 1-B00-565-9 140 {TTY: |-800-848-0258).

ATENGAO: Se fala portugués, enconirai-se disponivels senvicos linguisticos, gratis.
Caso sefa membro, Igue para o telefone do servico de Atendimento a0 Membro informado no verso de set
cartio de identificacio de membo ou para 1-806-565-8 140 (TTY: 1-800-848-0298).

ATTENZ{ONE: in caso fa lingua parlata sia Fitattano, sono dispondill servizl di assistenza linguistica graluii.
Se & un membro, chiami if numere del Servizio per § membri ripoitato sul relro deila Sua scheda ldeniificativa del
membio oppure § numero 1-800-565-9140 {TTY: 1-800-848-0248}).
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September 28, 2020 Thora A. Johnsen
T 410,244.7747
F 410,244,742
TAJohnson@Venable,com
VIid ONLINE FORM
Office of Consumer Affairs and Business Regulation
Attn: Undersecretary Edward A. Palleschi
501 Boylston Street, Suite 5100
Boston, MA (2116

Re:  EyeMed Security Incident
To Whom It May Concern:

We are writing on behalf of our client, EyeMed Vision Care LLC (“EyeMed”), to notify
you of a security incident currently known to involve - residents of Massachusetts. EyeMed’s
address is 4000 Luxottica Place, Mason, OH 45040. The security incident affected individuals
who currently or formerly received vision benefits from their employer. EyeMed manages vision
benefits on behalf of covered entities subject to the Health Insurance Portability and Accountability
Act (“HIPAA™).

On July 1, 2020, EyeMed discovered that an unauthorized individual gained access to an
EyeMed email mailbox and sent phishing emails to email addresses contained in the mailbox’s
address book. On the same day, EyeMed took immediate action to block the unauthorized
individual’s access to the mailbox and secured the mailbox. EyeMed immediately launched an
investigation into the incident and engaged a cybersecurity firm to assist in its efforts. It was
determined that the unauvthorized individual first gained access to the mailbox on June 24, 2020,
and that access terminated on July 1, 2020.

Following a detailed analysis and review of all compromised emails and files, EyeMed
determined that personal information that may have been accessed could include the following
types of information: full name, address, date of birth, phone number, email address, and vision
insurance account/identification number. For a relatively small subset of individuals, partial or full
social security numbers were implicated, and in a few cases, medical diagnoses and conditions,
and treatment information were implicated. While the review of the information is complete with
respect to one covered entity, the assessment of the remaining information in the mailbox is
ongoing with respect to other HIPAA covered entities.

EyeMed has taken immediate steps to enhance the protections in place before the incident.
In addition to the investigation, EyeMed made changes to how authorized individuals access the



VENABLE..

September 28, 2020
Page 2

EyeMed network and required immediate complex password changes to all employee accounts.
EyeMed is also reinforcing and providing additional mandatory security awareness fraining.

Beginning on September 28, 2020, EyeMed will mail notification letters via United States
Postal Service First Class mail to affected individuals. We will provide these individuals with 2
years of complimentary identity monitoring services, including credit monitoring, fraud
consultation, identity theft restoration, and SSN Trace for minors.

The information submitted herein is proprietary and confidential and should be afforded
confidential treatment. If you have any questions, please contact me at (410) 244-7747 or
TAJohnson@ Venable.com.

Sincerely,

s/
Thora A. Johnson
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Breach Type: Electronic
Date Data Breach Was Discovered: 07/01/2020
Number of Massachusetts Residents Affected: -

Person in custody of personal information when breach occurred. If multiple persons were in custody of personal
information, select the relationship of the primary person: Unknown

Please give a detailed explanation of how personal information was protected at the time of the breach, and state the
means used (for example, locks/encryption methods): Please see attached letter.

Please select the types of personal information that was included in the data breach: Social Security numbers =
Selection(s)

Please check alt of the boxes that apply to your breach: The breach was a result of a malicious/criminal act. =
Selection{s)

Section 3 Security Environment

For breaches involving paper: A lock or security mechanism was used to physically protect the data; N/A
Date of last review of written security program:

Physical access to systems containing personal information was restricted to authorized personnel only: N/A

uration of breached system: Internet Access Available

etwork config

Section 4 Remediation

The company has notified all Massachusetts residents affected by the breach: Yes
Method(s) used to notify Massachusetts residents affected by the breach (check all that apply): Option2 | US Mail

Please explain your answer of other above:

Date notices were first sent to Massachusetts residents: 09/28/2020

Your company offered complimentary credit monitoring services to Massachusetts residents affected by the
breach: Yes

Law enforcement has been notified of this data breach: No

Please describe how your company responded to the breach. Include what changes were made or may be made to
prevent another similar breach from occurring: EyeMed immediately faunched an Investigation into the incident and
engaged a cybersecurity firm to assist in its efforts. In addition to the investigation, EyeMed has taken immediate steps
to enhance the protections already in place before the incident. EyeMed made changes to how authorized individuals
access the EyeMed network and required immediate complex password changes to all employee accounts. EyeMed is
also reinforcing and providing additional mandatory security awareness training. EyeMed also significantly shortened
the data retention period for this mailbox. EyeMed is also launching an updated security risk assessment.
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Attached file 1;

hitps://s3 amazonaws.com/files. formstack.com/uploads/3269138/71421777/668246781/71421777 evemed regulator
notice letter ma_cffice of consumer affairs.pdf

Attached file 2:

httns://s3.amazonaws com/files formstack.com/uploads/3269138/71421778/668246281/71421778% eyemed sample n
otification letter _ma.ndf

Attached file 3:

Attached file 4:



'(@: emeRGENCY ALERTS | Coronavirus Updates and Information

Get notified by text, email, or phone in your preferred language. Sigo-up for COVID-19 alerts, Now 28th, 2020, 5:06 prm Read more =

For the latest information on COVID-19 Cases, Travel, & Reopening. Mov, 30th, 2020, 5:00 pv Read more -

Search Moss.gov seanci b

PART OF (dentity Thefi, Data Privacy and Cyber Security OFFERED BY Office of Consurner Affairs andi

Regulation

Data Breach Notification Submission

MGL Chapter 93H requires that data breaches be reported to
the Office of Consumer Affairs and Business Regulation

CONTACT

Office of Consumer Affairs
and Business Regulation

Instmetions: Please complete the fomn below to submit a data breach notificarion o

i and Business

the Office of Consumer Affa

: Begnlation, Keep a copy of this
E: | 1

submission far your ows records. Please note 3 separate notificarion or follovw-up to % Address
a previous notification must be sent to the Attarney General's Gtfice, 501 Boylston St, Suite 5160,

Boston, MA D216

- . - . Directions -+
Are vou aware {hat Massachusetts Geneval Laws Chapter 935, the Data Brerch

Sotification Law, has changed? Please rend our Frequently Asked Questions

. o _ L) Phone
pegarding data breach notifieations and the changes to M.G.L, Chapler 83H.

Consumer hotline

Tf you're wailing your submission. plense send to: Office of Conswner Affaivs and
Business Regulation. 301 Bovlsion . Suite 3100, Boston. MA 02118 Arention:

Underseererary Edhward A, Pallescln

» Individual breaches affeciing innltiple debit/eredit card Lolders of your
vrgantzation can he veported ou a monthly basis.

+ Plense do not include any personaily identifiable information for
%fassachusetis vesidents in any of the fields.

« Please do not suhntit vour noiification mave thar once (send either by email

or mail - pot both).

Section [: Organization & Contact
Information

Business Mapie ®
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Suste 960

Bahimers

<

Marvlang v

Telephane Number *

(4105 244-7747

Extension foptioual)

4F

Emml Addresy”

TA fehnson@ Venable.com

Pelationshing ke Org ~
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Section I: Breach Information

Is this a folow-up to a previcus notifieation received by our office™*

@ Yes

O N

Breach st date -

s
Fux v 24 - AN v s
Sieach end date *
Bieach snd date
s
HB w a1 w AL ~ it

Date Breacly was Discovered -

i ~ a1 ~ 2025 e it
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Theve {5 a written conrvsee b place with the third-parny [
provider requising protection of pevional mfovmation,

Section III: Security Environment

For reaches e saper: A ock or security mechanism was used to physieally

proteet the data, -

1 Yes

Physical necess 1o systens eontaining personal miformation was

arthorized personned on
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[ No
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For breaches valving electronie systems, complete the follewimg *
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Any documents pertaining to the data breach fncluding the lefier being seni te

Massackuserrs residents must he subwmitted in this form or sens via email fo

data.breachesi@mass.gov

Do vou have any docwments that you wish to araeh? NOTE: Up roe 4 vploads are

allowed.

Yew MNor

3t

3 Yes

i Ne

Note, 2iaseachusests General Baws Chapter 235, rthe Data Breach Motifieation
Law, kas changed, Please read ouy Frequently Asked Questions vegarding data

breach naiifications aund the changes te 3LGL. Chapter 93H.

Please review the information vou have enteved and click en the "Snbmit Term"

buttoen heloww

Did vou find what you were fooking for on this webpage? *

(Oves (Ono

Living Site Policies
Working Public Records Requests
Learning
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VISIUNG & EXPIOIG

Your Government

Mass.gev Privacy Policy



