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SEAFOQDS,
[Return Address)
January 11, 2021

[Insert Recaplent’s Name]
[insert Address]
[Insert City, State, le]

NOTICE OF DATA BREACH

t customer name]:

Dear [Inset

We are writing to notify you that Peter Pan Seafoods, Inc. (“PPSF”) experienced a security incident that involves your personal
information.,

What Information Was Invlioved? The attacker accessed hoth business confidential and pe'rsonal information. The affected personal
information included information about all of PPSF's current and former employees, including names, addresses, social security
numbers, and dates of birth.

What Are We Doing? In response to these events, we hired reputable, third-party forensics and information technology services
providers to help with investigation and remediation of the incident. Based on their recommendations, we have upgraded our
systems and implemented new security measures consistent with those service providers’ recommendations to mitigate the
possibility of future incidents.

To help protect your identity, we are offering a complimentary two-year membership of Experian’s® identityWorks™. This product
‘provides you with superior identity detection and resolution of identity theft. To activate your membership and start monitoring your
personal information please follow the steps below:

e Ensure that you enroll by: [enroliment end date] (Your code will not work after this date.)
e Visit the Experian IdentityWorks website to enroll: [URL}
« Provide your activation code; [code]

If you have ques‘nons about the product, need assxstance with identity restoration or wouid Itke an alternahve to enroEling in_

Expeman

Additional details regarding your 24-month Experian ldentityWorks Membership:
A credit card is not required for enrollment in Experian identityWorks.

You can contact Experian Immediately regarding any fraud issues, and have access to the following features once you enroll in
Experian IdentityWorks:

»  Experian credit report at signup: See what information s associated with your credit file. Daily credit reports are available
for online members only.?

s Credit Monitoring: Actively monitors Experian file for indicators of fraud.

= Identity Restoration: identity Restoration agents are immediately available to help you address credit and non-credit related
fraud.

*  Experian IdentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration support even after your
Experian IdentityWorks membership has expired.

= Up to $1 Million identity Theft Insurance?: Provides coverage for certain costs and unauthorized electronic fund transfers.

If you believe there was fraudulent use of your information and would like to discuss how you may be able to resolve those issues,
please reach out to an Experian agent at [customer service number). If, after discussing your situation with an agent, it is determined
that identity Restoration support is needed, then an Experian Identity Restoration agent is available to work with you to investigate
and resolve each incident of fraud that occurred (including, as appropriate, helping you with contacting credit grantors to dispute

1 Offline members will be eligible to call for additicnal reports quarterly after enrolling.
2 The |dentity Theft Insurance Is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company. Please
refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be avallable in all jurisdictions,



charges and close accounts; assisting you in placing a freeze on your credit file with the three major credit bureaus; and assisting you
with contacting gavernment agencies to help restore your identity to its proper condition). '

Please note that this ldentity Restoration support is available to you for one year from the date of this letter and does not require any
action on your part at this time. The Terms and Conditions for this offer are located at www,ExperianiDWorks.com/restoration. You
will also find self-help tips and information about identity protection at this site.

What Can You Do? Please review the ”Further Steps and Contact List” information below, WhECh identifies additional steps to take to
protect your information.

Should you have questions or concerns regarding this matter, please do not hesitate to contact us at [callcenternumber} We will
not send you any electronic communications regarding this incident that request or solicit personal information from you.

We deeply regret any inconvenience this ‘may cause you, and thank you for your understanding.
Sincerely,

Barry Collier
President & CEQ



FURTHER STEPS YOU CAN TAKE TO PROTECT YOUR INFORMATION AND CONTACT LIST

Review Your Account Statements and Notify Law Enforcement of Suspicious Activity: As a precautionary measure, we recommend
that you remain vigilant by reviewing your account statements and credit reports closely. If you detect any suspicious activity on an
account, you should promptly notify the financial institution or company with which the account is maintained. You also should
promptly report any fraudulent activity or any suspected incidence of identity theft to proper law enforcement authorities, your state
attorney general, and/or the Federal Trade Commission (FTC).

Copy of Credit Report: You may obtain a free copy of your credit report from each of the three major credit reporting agencies once
every 12 months by visiting http://www.annualcreditreport.com/, calling toll-free 877-322-8228, or by completing an Annual Credit
Report Request Form and mailing it to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348. You can print this

form at https://www.annualcreditreport, com/cra/requestformfinal.pdf. You also can contact each one of the three national credit
reporting agencies (contact information below),

" Fraud Alert: You may want to consider placing a fraud alert on your credit report. An initial fraud alert is free and will stay on your
credit file for at least 90 days. The alert informs creditors of possible fraudulent activity within your report and requests that the
creditor contact you prior to establishing any accounts In your name. To place a fraud alert on your credit report, contact any of the
three credit reporting agencies identified below. Additional information is available at http://www.annualcreditreport.com.

Security Freeze: A security freeze will prevent new credit from being opened in your name without the use of a PIN number that is
issued to you when you initiate the freeze. A security freeze is designed to prevent potential creditors from accessing your credit
report without your consent, As a result, using a security freeze may interfere with or delay your ability to obtain credit. You must
separately place a security freeze on your credit file with each credit reporting agency. In order to place a security freeze, you may be
required to provide the consumer reporting agency with information that identifies you including your full name, Social Security
number, date of birth, current and previous addresses, a copy of your state-issued identification card, and a recent utility bitl, bank
statement or insurance statement. Under federal law, you may not be charged to place or remove a credit freeze.

Police Report: If you file a police report, you have the right to obtain a copy of it.

Additional Free Resources on Identity Theft: You can obtain information from the consumer reporting agencies, FTC

{https://www identitytheft.gov/} or from your respective state Attorney General about steps you can take toward preventing identity
theft. You may report suspected identity theft to local law enforcement, including to the FTC or to the Attorney General in your state,
Residents of Marytand, North Carolina, and Rhode Island can obtain more information from their Attorneys Generat using the contact -
information below.

Federal Trade Commission
600 Pennsylvania Ave, NW
Washington, DC 20580
consumer.ftc.gov, and
www.ftc.gov/idtheft
1-877-438-4338 .
Contact Information for Credit Reporting Agencies:

Equifax Experian Transtnion
To obtaina | P.O. Box 740241 £.0. Box 4500 B P.O. Box 1000
copy of your | Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19016 |
- credit | (866) 349-5191 (888) 397-3742 {800) 888-4213
! report www.equifax.com WWW,experian.com www.transuniof.com
To obtain a PO Box 105788 PO Box 9554 £.0. Box 2000
security Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19016
freeze (800} 685-1111 (888)397-3742 (888) 909-8872
www.equifax.com/petsonal/credi | www. exgeman com/freeze/center.ht | www.transunion.com/credit-freeze
- | Lreport-services mi
Toplacea | PO.Box 105069 . - . P.O. Box 2002 - - P.0. Box 2000
fraud alert | Atlanta, GA30348 - | Allen, TX75013 | Chester, PA 19016 _
(888) 766-0008 (888) 397-3742 - I {800) 680-7289 S
www.equifax.com/personal/credi www.experian.com/fraud/centerht | www.transunion. com/fraud-\rlct1m~ ;
t-report-services 1 ml ' resource laceffraud—aler S




