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<<First Name>> <<Last Name>>
<o Addressi>> <<AddressZ>>
<<City>>, <<State>> <<Lip>>

Pecember 31, 2020
Notice of Data Breach
Bear <<First Mame>> <<last Name>>,

This letter is to inform you that on December 6, 2020, Dassault Falcon Jet Corp. discovered a data security incident affecting
information: abeut you, which was contained en some: of owr systems or these of our subsidiaries, Dassault Falcon Jet-
Witmington Corp. and Dassault Aireraft Services Corp. {collectively, “Dassault Falcon Jet™ or “we™}.

We are offering identity theft protection. services through IDX, a data breach: and recovery services expert. TDX identity
protection services include: 24 months of credit and CyberSean menitoring, a $1,000,000 insurance reimbursement policy,
and: fully managed identity theft recovery services. With this protection, IDX will help you resolve issues if your identity is
compromised. We encourage you to contact IDX with any questions and to enroll in free identity protection services: by
calling 833-754-1798 or going to https:#app.idx.us/account-creation/protect and using the Enrollment Code provided above.
IDX representatives are available Monday through Friday from 9 am - 9 pm Eastern, Time. Please note the deadline: to enroll
is February 28, 2021. We encourage you to take fult advantage of this service offering. IDX representatives have been fully
versed on the incident and can apswer questions or cohcerns you may bave regarding protection of your personal
information. You will find detatled instructions for enrollment on the enclosed Recommended: Steps document. Also, you
will need to reference the envollment code at the tep of this letter when calling or envolling enline, so please de not discard
this legter.

Please: call 8§33-754-1798 or go to https:/app.ids.usfaccount-creation/protect for assistance ot for any additional questions
you may have.

Sincerely,

%ﬁﬁ@ﬁj ZM%}{’

Susan Wetzel
VP, Human Resources.

(Enclosure}
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Recommended Steps to help Protect your Information

1. Website and Enrollment. Go to hitps://app.idi.usfaccount-creationfprotect and follow the instructions for enrollment

using your Enrollment Code provided at the top of the: letter.

2. Activate the credit nronitoring provided as part of your IDX identity protection: membership. The monitoring included:
in the: membership must be activated to be effective. Note: You must have established credit and access to-a computer and
the internet to use: this service. If you need assistance, IDX will be able to assist you.

3. Telephone. Contact IDX at 833-754- 1798 to gain additional information about this event and speak with: knowledgeable
representatives about the appropriate steps to take to protect your credit identity.

4. Review your credit reports. We recommend that you remain vigilant by reviewing account statements and wonitoring
eredit reports. Under federal lave, you also are entitled every 12 months to one free copy of your credit repert. from each; of
the three: major credit reporting companies. To. obtain a free annual credit report, go to: www.annualcreditreport.com or call
1-877-322-8228. You may wish to stagger your requests. so that you receive a fiee report by one: of the three eredit bureaus
every four months.

If you discover any suspicious items and have enrolled in IDX identity protection, notify them: immediately by calling on
by logging into the DX website and filing a request for help.

1 you file a request for help or report suspicious activity, you will be contacted by a member of our ID Care team: whe will
help you: defermine: the cause of the suspicious itenss. Inv the unlikely event that you falt victim: to identity theft as a
consequence of this incident, you will be assigned: an. ) Care Specialist who will work on your behalf to identify, stop and
reverse the damage quickly.

You: should alse knew that you have the right to file a police report ifl you ever experience identity fraudi Please note that
in order te file & crime report or incident report with law enforcement for identity theft, you will likely need to provide some
kind of proof that you have been a victim. A police report is often required to dispute: frandulent items. You can repost
suspected incidents of identity theft to local law enforcement or to the Attorney General.

5, Place Fraud Alerts with the three credit bureaus. If you choese to. place a fraud: alert, we recommend you do this after
activating your credit monitoring. You can place a frand alert at ene of the three major eredit bureaus by phiene and alse via,
Experian’s or Equifax’s website. A frandi alert tells creditors to follow certain procedures, including contacting you, before
they open any new accounts or change: your existing accounts. For that reason, placing a fraud alext can protect you, but
also may delay you when you seek to obtain. credit. The centact information for all thiee: bureaus is as follows:

Credit Bureaus

Equifox Fraud Reporting Experian Fraud Reporting TranstUnion Fraud Reperting
1-866-349-519L F-888-397-3742 1-800-680-728%

P.O. Box 105069 P.O. Box 9554 P.O. Box 2000

Atlanta, GA 30348-5069 Alfen, TX 75043 Chester, PA 19022-2000
www.equifax.com, WWW.eXperian.com. WWW.HAnSURIoNn. cont

Teis necessary to-contact onky ONE of these bureaus and use only ONE of these methods. As sconas one of the thyee bureaus
confirms your frand alert, the others are notified to place alerts an: theix records as well. You will receive confivmation letters
in the: mail and will then. be: able to order all three: credit reports, free of charge, for your review. An initial fraud alest will
iast for one year.



Please Note: No.one is allowed (o place a fraud alert on your credit repost exeept you. i

6. Security Freezes and Credit Locks. By placing a security freeze, someone: who. fraudulently acquires your personal
identifying information will not be able to use that information te.open new accounts or borrow meney in your name. You
will need to contact the three national credit reporting bureaus listed above to: place the freeze. Keep in mind that when you
place the fresze, you will not be able to borrow meney, obtain instant credit, or get a new credit card; untit you temporarily
lift o permanently remove the freeze. There is ne cost to freeze or unfreeze: your credit files.

A credit freeze, also called a security freeze, prevents a credit reporting agency from releasing your credit report to others,
without affecting your credit score. A credit freeze is perhaps the most effective way of stopping identity thieves from
opening new accounts in your name. Placing a eredit freeze with each of the three major agencies, Equifax, Transunion, and
Experian,, offers the most protection. Each freeze: remains until you lift or remove it. Under Federal law and Massachusetis
taw you cannet be charged to place, Jift, er remove a credit. freeze.

A credit fieeze also stops businesses from. checking your credit, so you may need to temporarily fift your credit freeze
before:
e Applying for any type of loan, mortgage, or credit. card
Applying for insurance:
Sw:_[c.hm g orstarting a new utility service or pheoue line, including a cell phone
Applying for a jab
Applylng to rent an: apartiment.
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“Credit focks™ are not the same as'a credit freeze. “Credit locks™ vary by credit reporting agency but are: generally a private:
service that you may have to pay a recurring fee to use, or that may be combined with other services, like various paid credit
monitoring services. You should read the terms of any service carefully before you sign up. Make sure: you understand any
charges, which may go up after a free or discounted trial period, and which often renew automatically.

A credit freeze is also different fiom a “fraud alert.”™ A fraud alert dees not prevent businesses from requesting your credit
report, but it requires them to take extra steps to verify your identity. It lasts for 90 days unless renewed. There is ne charge
to put a fraud alert on your credit report.

To place: a credit freeze on your credit report, you may send: a written request by regular, certified, or overnight mail at: the.
addresses below. You may also place a credit freeze through each of the consumer reparting agencies” websites or aver the
phone;, using the coatact information below:

Equifax Informatien Serviees ELC Experian Security Freeze TransUnien Security Freeze:
P.O. Box 105788 P.O. Box 9554. P-O. Box 160

Atlania, GA 30348-5788 Alfen, TX TS013 Woodlyn, PA 19094
1-888-298-0043 1-888-909-3872

https:fwwwr.equifax.com/personaticredit- httpso/fwww. transunion.com/credit-
report-services/ ‘ freeze:

In order te request: a credit fieeze, expect to provide some or all of the following information to. the credit reporling agency;,
depending on whether you request the fieeze enline, by phone, or by mail:
+  Your full name (including middle initial as well as Jr., S, H, 11, ete.)

s Social Security number

e Date of birth,

e Addresses where you have fived over the prior five years

e Proof of cuirent address, such as a current: utility bill, telephone bill, rental agreement, or deed:

s A legible photocopy of a government issuwed identification card (state driver’s license or 1D card, military

identification, ete.)
e Social Secusity cazd, pay stub, or W2



e If you are a victim of identity theft, a copy of either the police report, investigative: report, or complaint to a law
enforcement agency concerning identity theft.

The: credit agencies must send written confirmation of the credit freeze to you and should provide yow with. a personal
identification number or password that you will use to temporarity lift or remove a credit freeze. It is imporiant you
remember this number or password or put it in a safe place, because you may to give it to- the ageney if you want to lift the
credit freeze.

7. You: can obtain additional information about: the steps you can take: to aveid identity theft from the following agencies.
The Federal Trade Commission: alse encourages those who discover that their information has been. misused to file a
complaint with them. For more information, you may contact:

Identity Theft Clearinghouse, Federal Tiade Commission, 600 Pennsylvania Avenue, NW Washingten, DC 20530,
www.consumer.gov/iddiet, 1-877-IDTHEFT (438-4338), TTY: 1-866-653-426%.

8. Regarding minors. Please note that credit menitoring services are not available for minor children because children
typically donot have a credit file before: L8 years of age. and as such, credit monitoring services generally are not considered
a practical solution for minors. There are steps that you can take to protect your child’s identity. Specifically, yow can contact
each of the credit reporting agencies to request a credit fieeze: for a minor child or a dependent, even if they do not have a.
credit report. To freeze a child’s credit, a parent or guardian must submit required documentation to the: three: major credit
bureaus, Equifax, Experian and TeansUnion. Requests to: freeze cannot be: made online: and must be: maifed to each: credit
reporting agency directly.

e Equifax provides detailed information. about freezing a child’s credit on their website at
https:/iwww.equifax.com/personalieducation/identity-theft/freezing-your-childs-credit-report-faq/, which provides.
this. forms, hitps:/lassets equifax.com/assets/personal/Minor Freeze, Request Form.pdf.
e [Fxperfan provides detailed information abeut freezing a childs credit on their website at:

hutps:/fiwww.experian.com/blogs/ask-experianfrequesting-a-security-freeze-for-a-minor-childs-credit-

repout/~text=The%20mequest¥ 20can% 20be% 20mailed. file% 20within% 203% 20bustness% 20days., whicly
provides this forn, https:/fwww.experian.com/freeze/form-minor-freeze.himl.

¢ Transinion prowdes information about freezing a eredit file on their website at https:/fwww.iransunion.com/credit-
freeze.

Copies of the following documents may be used to meet all three bureaus™ requirements. Tt is recommended to make: three
sets of copies for each and not send osiginals:

e Your government-issued FD (usually a driver’s leense).

e Your binth certiticate.

o Your child™s birth: certificate: or other document showing you have the autherity te act en the: cinld’s behalf (foster

care: certifieation, power of atiorney or court order).

e Your Social Security card.

e  Your chid’s Social Security card.

& A uiility bill er bank or insutance statement with youy name and address on it

The Massachusetts. Attormey General provides guidance on how to. place a security fieeze, which references requesting a
credit fireeze for a miner child or dependent at: hitps://www.mass. sov/service-deiails/freeze-your-credit.

The Federal Trade Commission also provides guidance on ways to protect minors™ information: at:
hutps:/www.consumer. fte. goviarticles/0040-child-identity- the ft#.




