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Dear Borrower:

We are writing to inform you of an incident affecting SN Servicing Corporation {*SN™) that has resulted in the
unauthorized exposure of some of your personal information. This letter containg information about the incident,
steps we are taking to address the matier, and steps you can take to protect your perscnal information. Although
we are not aware of the misuse of any of your information, we sincerely apologize for any inconvenience this
incident may cause,

What Information Was Involved

Based on the preliminary resulis of our investigation of the incident, we determined that some of your information
has been acquired by an unauthorized individual(s). At this time, it is believed that none of the information that
was compromised included credit card information, or banking account information from checks or related
materials. The information compromised was largely limited to March 2018 Billing Staterents and fee notices
which may include, but is potentially not limited to: your name, address, loan numbers, balance information and
billing informatien such as charges assessed, owed and/or paid.

We are stili in the process of conducting a comprehensive investigation of this incident and you wiil be notified
in the event we discover that any additional nonpublic persenal information (“NPI”) or personally identifiable
information (“PII) pertaining to you was exposed. That being said, we felt it necessary to notify you of this event,
As discussed above, we have no evidence at this time that any of your information: has been misused.

What You Can Do

Massachusetts law aflows consumers to place a security freeze on their credit reports. A security freeze prohibits
a credit reporting agency from releasing any information from a consumer’s credit report without written
authorization. A security freeze may be placed free of charge. However, please be aware that placing a security
freeze on your credit report may delay, interfere with, or prevent the timely approval of any requests you make
for new loans, credit mortgages, employment, housing or other services,

To place a security freeze on your credit report, you must make a direct request by telephone, secure elecironic
means (website), or written request to each of the three major consumer reporting agencies: Equifax; BExperian;
and TransUnion at the addresses and/or numbers below:

Equifax Security Freeze '. - Experian Securlty Freeze TransUnion (FVAD)

P.O. Box 105788 -0 o PAOSBox 9554 ST POBox20000
Atlanta, GA 30348 . o (Allen, TX 75013 - . Chester, PAT9022
www.freeze. equax com o www.experian, com/freeze freeze.transunion. COm '
800-525-6285 ~- ¢ BEBI307L3T4R SR 800-680-7289

In order to request a security freeze, you will need to provide the following information:

1. Your full name (including middle initial as well as Jr., Sr., I, II1, etc.}

2. Social Security number;

3. Date of birth;

4. If you have moved in the past five {5) years, provide the addresses where you have lived over the
prior five (5) years;

5. Proof of current address, such as a current utility bill or telephone bill;

6. A legible photocopy of a government issued identification card (state driver’s Hicense or ID card,
military identification, etc.)

7. If you are a victim of identity theft, include a copy of either the police report, investigative report,

or complaint to a law enforcement agency concerning identity theft,

The credit reporting agencies have one (1) business day after receiving a telephone or secure electronic request,
or three {3) business days after receiving your written request, te place a security freeze on your credit report.
The credit bureaus must also send written confirmation to you within five (5) business days and provide you with
a unigue personal identification number (PIN) or password, or both, that can be used by you to authorize the
removal or lifting of the security freeze.

To permanently remove the security freeze , or to temporarily lift the security freeze for a specified period of time
or to provide a specified entity access to your credit report , you must make a request either by phone, through
secure electronic means (website), or send a written request {o the credit reporting agencies by mail. Requests
must include proper identification {name, address, and Social Security number} and the PIN or password provided
to you when you placed the security freeze. To temporarily remove the security freeze, include the specific period
of time you want the credit report availtable or the name of the entity you want to have access to your credit report.



In the case of a request by phone or secure electronic means, the security freeze will be lifted within one (1) hour
after receiving the request for removal; or in the case of a request that is by mail, the credit reporting agencies
have three (3) business days after receiving your request to permanently or temporarily remove the security freeze.

Out of an abundance of caution, we are encouraging you to remain vigilant over next twelve (12) to twenty-four
{24) months, review your account staternents and immediately report any suspicious activity. We also recommend
that you regularly obtain credit reports from each nationwide credit reporting agency and have information
relating to fraudulent transactions, if any, deleted. If you believe you have been the vietim of identity theft or need
additional guidance with respect to identify thefi, we encourage you contact the Federal Trade Commission
(“FTC™). The FTC can be reached via telephone at 1-877-IDTHEFT (438-4338) or online at
htip:/www.consumer. gov/idtheft. Further, we encourage you to review the enclosed list of recommended steps
you carn lake to protect yourself.

For Additional Information

Again, we sincerely apologize for any inconvenience caused by this Incident. We also wanf to assure you are
committed to full transparency about the Incident. If you have any questions, please contact us at 1-800-603-
0836 between the hours of 08:00pst and 18:00pst.

Sincerely,

SN Servicing Corporation




Additional Important Information

For vesidents of Hawaii, Michigan, Missouri, Virginia, Vermont, and North Carolina: 1t is recommended by state lJaw that you remain
vigilant for incidents of fraud and identity theft by reviewing credit card account statements and monitoring your credit report for
unauthorized activity.

For rvesidents of Hlinois, lowa, Maryland, Missouri, North Carolina, Oregon, and West Virginia:

It is required by state laws to inform you that you may obtain a copy of your credit report, free of charge, whether or not you
suspect any unautherized activity en your account, You may obtain & free copy of your credit report from each of the three
nationwide credit reporting agencies. To order your free credit report, please visit www.annualcreditreport.com, or call toll-free at 1-877-
322-8228, You can alsc order your anpual free credit report by mailing a completed Annueaj Credit Repert Request Form (available at
https://www consumer.ftc.gov/articles/0 155-free-credit-reports) to: Annusal Credit Repest Request Service, P.O, Box 103281, Atlanta, GA,
30348-5281,

For residents of Jowa: State law advises you to report any suspected identity theft to law enforcement or to the Attorney General.

For residents of Oregon: State laws advise you 1o report any suspected identity theft to law enforcement, including the Attorney
General, and the Federal Trade Commission.

For residents of Maryland, Rhode Island, Hllinois, New York, and North Carolina:

You can cbtain information from the Maryland and North Carolina Offices of the Attorney General and the Federal Trade
Commission about fraud alerts, security freezes, and steps you can take toward preventing identity theft.

Mauryland Qffice of the Attorney General Consumer Protection Divisior, 200 St. Paul Piace, Baltimore, MD 21202 1-888-743-0023
www.oag state. md ug

Rhode Island Office of the Attorney General Consumer Protection, 150 South Main Street, Providence, RI 02503 1-401-274-4400
www.siag.ri.gov

North Caroling Office of the Atorney General Consumner Protection Division, 9001 Mail Service Center, Raleigh, NC 27699-9G01 1-
877-366-7226 www,nedoj.com

Federal Trade Commission Consumer Response Center, 600 Pennsylvania Ave, NW Washington, DC 20580 1-877-IDTHEFT
(438-4338) www.ftc.gov/idtheft

New York Office of Attorney General Consumer Frands & Pretection, The Capitol, Albany, NY 12224 1-800-771-7755
https://ag.ny.poviconsumer-frauds/identity-theft

For residents of Massackusetts: 1t is required by state law that you are informed of your right to obtain a police report if you are a victim of
identity theft.

For residents of all states:

Frand Aderts: You can place fraud alerts with the three credit bureaus by phone and online with Equifax
(https: Massets.equifax.com/assets/personal/Fraud_Alert Request Form.pdf); TransUnion (hitps://www.transunion.com/fraud-alerts); or
Experian {https:/www.experian.com/frand/center html). A fraud alert telis creditors to follew certain procedures, including contecting you,
befare they open any new acconnts or change your existing accounts. For that reason, placing a fraud alert can protect you, but also may delay
you when you seek to obtain credit. As of September 21, 2018, initial fravd aleris last for one year, Victims of identity theft can also get an
extended fraud alert for seven years. The phone numbers for ali three credit bureaus are at the bottom of this page.

Monitering: You should always remain vigilant and monitor your aceounts for suspicicus or unusual activity,

Security Freeze: You also have the right to place a security freeze on your credit report. A security freeze is intended to prevent credit, Ioans,
and services from being appreved in your name without your consent. To place a security freeze on your credit report, you need to make a
1equest to cach consumer reporting agency. You may make that request by certified mail, overnight mail, reguolar stamped mail, or by follewing
the instructions found at the websites Tisted below. The following information raust be included when requesting a security freeze (note that if
you are requesting a credit report for your spouse or a minor under the age of 16, this information must be provided for him/her as well): (1)
fuil name, with middle initial and any suffixes; (2) Social Security nuznber; (3) date of birth; (4) current address and any previous addresses for
the past five years; and (5) any applicable incident report or complaint with a Jaw enforcement agency or the Registry of Motor Vehicles, The
request must also include a copy of a government-issued identification card and a copy of & recent utility bill or bank or insurance statement.
It s essentiai that each copy be legible, display your name and cursent mailing address, and the date of issue, As of September 21, 2018, it is
free to place, lift, or temove a security freeze, You may also place a security freeze for children under the age of 16. You may obtain a free
security frecze by contacting any one or more of the following national consurner reporiing agencies:

Equifax Security Freeze Experian Security Freeze TransUnion (FVAD)
P.0. Box 105788 P.O. Box 9554 P.0. Box 2000
Atlanta, GA 30348 Allen, TX 75G13 Chester, PA 19022
hitps:/fwww.equitax.com/personal/credit-report-services/credit-freeze/ www. experian.com/freeze Treeze, ransunion.com
800-325-6285 888-397-3742 B00-680-7289

More information can also be obtained by contacting the Federal Trade Commission listed above.




