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Robert Half A

Via Federal Express

January 28, 2021

RE: Importunt Security and Protection Notification
Please read this entire letter.

pear I

We are writing to inform you about a data security incident that occurred at Robert Half international
Inc. (Robert Half). The incident involved a Robert Half employee with your same last name [N
who mistakenly received your Robert Half W-2 {which included your social security number and
address) in the mail. Your W-2 was in a separate envelope that was apparently stuck-to the envelope
containing i NEG0B-2. mistakenly opened your envelope as she did not see your first name
and only the last name. We understand [ijnotified you of the mistake and at your request
* shredded the document. JJJJla'so made the company aware of the mistake and has assured us that
she has not used or recorded any of your personal information. We deeply regret this error. Please be
assured that we have taken every step necessary to address this incident. Qut of an abundance of
caution, we have arranged for a credit monitoring product to be provided to you for 24 months at.our
cost as described below.

What we are doing to protect your information:

To help protect your identity, we are offering a complimentary two -year membership of Experian’s®
identityWorks-Audit Credit 38°™. This product provides you with superior identity detection and
resolution of identity theft, To activate your membership and start monitoring your personal
information please follow the steps below:

¢ Ensure that you enroll by: 1/25/2022 (Your code will not work after this date.)
e Visit the Experian ldentityWorks website to

enroll: https://www.experianidworks.com/3bplus
o Provide your activation code: [ ININGzNG

If you have questions about the product, need assistance with identity restoration or would like an
alternative to enrolling in Experian ldentityWorks online, please contact Experian’s customer care team
at 877-890-9332 by 1/25/2022. Be prepared to provide engagement number [l as proof of
eligibility for the identity restoration services by Experian.



ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN IDENTITYWORKS MEMBERSHIP:
A credit card is not required for enrollment In Experian IdentityWorks.

You can contact Experian immediately regarding any fraud issues, and have access to the following
features once you enroll in Experian ldentityWorks: '

= Experian credit report at sighup: See what information is associated with your credit file. Daily
credit reports are available for online members only.*

= Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of
fraud, '

* Interniet Surveillance: Technology searches the weh, chat rooms & bulletin boards 24/7 to
identify trading or selling of your personal information on the Dark Web.

= 1dentity Restoration: identity Restoration specialists are immediately available to help you
address credit and non-credit related fraud.

= Experian identityWorks ExtendCARE™: You receive the same high-level of Identity Restoration
support even after your Experian ldentityWorks membership has expired.

= Upto$t Million Identity Theft Insurance**: Provides coverage for certain costs and
unauthorized electronic fund transfers,

if you believe there was fraudulent use of your information and would like to discuss how you may be
able to resolve those issues, please reach out to an Experian agent at 877-890-8332. If, after discussing
your situation with an agent, it is determined that Identity Restoration support is neaded, then an
Experian Identity Restoration agent is available to work with you to investigate and resolve each incident
of fraud that occurred (including, as appropriate, helping you with contacting credit grantors to dispute
charges and close accounts; assisting you in placing a freeze on your credit file with the three major credit
bureaus; and assisting you with contacting government agencies to help restore your identity to its proper
condition).

Please note that this Identity Restoration support is available to you for one year from the date of this
letter and does not require any action on your part at this time. The Terms and Conditions for this offer
are located at www.ExperianIDWaorks.com/restoration. You will also find self-help tips and information
about identity protection at this site.

In addition, information on how to request a security freeze is provided in the Attachment to this letter
and you may contact the Experian agent at 877-890-9332 for more information. Further, Under
Massachusetts law, you have the right to obtain any police report filed in regard to this incident. if you
are the victim of identity theft, you also have the right to file a police report and obtain a copy of it.
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We sincerely apologize for this incident and regret any inconvenience it may cause you. Should you

have questions or concerns regarding this matter, please do not hesitate to contact us at 866-368-0718.

Sincerely,

%/

Jacqueline Gonzales
Supervisor, HR Compliance

* Offtine members will be eligible to call for additional reports quarterly after entolling

% The identity Theft insurance is underwritten and administered by American Bankers Insurance Company of Florlda, an
Assurant company. Please refer to the actual policles for terms, conditions, and exclusions of coverage. Coverage may not be
available in all jurisdictions,
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Security/Credit Freeze

You have the right to put a security freeze, also known as a credit freeze, on your credit
file, so that no new credit can be opened in your name without the use of a Personal
Identification Number (PIN) that is issued to you when you inftiate a freeze. A credit freeze
is designed to prevent potential credit grantors from accessing your credit report without
your consent. If you place a credit freeze, potential creditors and other third parties will not
be able to access your credit report unless you temporarily lift the freeze. Therefore, using
a credit freeze may delay your ability to obtain credit. Pursuant to federal law, you cannot
be charged to place or lift a credit freeze on your credit report. Should you wish to place a
credit freeze, please contact all three major consumer reporting agencies listed below.

Equifax Experian TransUnion
P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Alfanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-800-685-1111 1-888-397-3742 . 1-888-909-8872
www.equifax.colmpersonal/ wWw.experian.coim/ www. transunion.comy
credit-report-services freeze/center.htmi credit-freeze

You must separately place a credit freeze on your credit file at each credit reporting
agency. The following information should be included when requesting a credit freeze:

1) Full name, with middle initial and any suffixes;

2)  Social Security number,

3)  Date of birth (month, day, and year);

4)  Current address and previous addresses for the past five (5) years;

5)  Proof of current address, such as a current utility bill or telephone bill

6)  Other personal information as required by the applicable credit reporting agency;

If you request a credit freeze online or by phone, then the credit reporting agencies have
one (1) business day after receiving your request to place a credit freeze on your credit file
report. If you request a lift of the credit freeze online or by phone, then the credit reporting
agency must lift the freeze within one (1) hour. If you request a credit freeze or lift of a
credit freeze by mail, then the credit agency must place or fift the credit freeze no later
than three (3) business days after getting your request.






