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RE: Important Security Notification
Please vead this entire letter,

Dear <<first_name>> <<middle_name>> <<last_name>> <<suffix>>:

The City of Philadelphia (the “City”) Department of Behavioral Health and Intellectual disAbility Services (“DBHIDS”)
is writing to inform you of a recent event that may impact the security of some of your personal information. The
City has your information because you received services from the Division of Intellectual disAbility Services (“IDS™),
which coordinates and administers home and community habilitation, adaptive equipment, behavior and other therapies,
early intervention, and residential, respite, employment, and day services for individuals with intellectual disabilities in
Philadelphia. While we are unaware of any frandulent misuse of your personal information, we are providing you with
details about the event, steps we are taking in response, and resources available to help you protect yourself from the
possibility of identity theft and fraud, should you feel it is appropriate to do so.

Wihat Happened? OnMarch 31, 2020, DBHIDS became aware of suspicious activity related to an IDS employee’s email
account. The City quickly launched an internal investigation to determine the nature and scope of the activity, as well
as the extent of potentially affected information. The investigation confirmed that the email account had been subject
to unauthorized access between March 11 and March 31, 2020, Upon further investigation, the City confirmed that
additional DBHIDS employees’ email accounts were also subject to unauthorized access intermittently between March
11 and November 16, 2020. However, the investigation was unable to determine which, if any, emails and attachments in
the accounts were viewed by the unauthorized actor. Therefore, the City began a thorough review of the contents of the
accounts to determine whether they contained sensitive information and to identify all potentially impacted individuals. On
December 21, 2020, the City completed its review of the IDS and other DBHIDS employees’ compromised account and
determined that information related to you was present in at least one of these accounts during the period of unauthorized
access.

What Information Was Involved? The City cannot confirm specifically whether any personal information was viewed
by the unauthorized actor(s). However, the investigation determined that the information present in one or more of the
impacted email accounts during the period of unauthorized access may have included your name, account and/or medical
record numbers, health insurance information, and clinical information such as diagnosis, dates of service, provider
names, and description of services you applied for or were receiving. The impacted email accounts may have also
contained your Social Security number and/or driver’s license number. .

What is the City Doing? The privacy of the people we serve is very important to us and we will continue to do everything
we can to protect it. Upon learning of this event, we moved quickly to confirm and enhance the security of our systems,
which included resetting impacted employees® email account passwords, increasing monitoring of network activity,
and implementing tools to enhance email security. As described above, we also launched an in-depth investigation to
determine the full nature and scope of this incident. As part of our ongoing commitment to information privacy and
security, we are reviewing our existing policies and procedures to identify ways to better prevent similar incidents from
occurring in the future.

Out of an abundance of caution, we are also providing you with 24 months of complimentary access to identity monitoring
services through Kroll, as well as guidance on how to help protect against the possibility of information misuse, While the
City is covering the cost of these services, you will need to complete the activation process yourself.
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What Can You Do? You can learn more about how to protect against the possibility of information misuse in the enclosed
Steps You Can Take to Help Protect Personal Information, There, you will also find more information about the identity
monitoring services we are offering and how to activate these services.

For More Information. We understand that you may have questions about this incident that are not addressed in this
letter. If you have additional questions, please call our dedicated call center, toll-free, at 1-855-763-0063, 9:00 a.m. to
6:30 p.m. Eastern Time, excluding some U.S. holidays. '

We apologize for any inconvenience this incident may cause you. We remain committed to the privacy and security of
information in our possession.

Sincerely,

Bowen, fAY

Jill Bowen
Commissioner



Steps You Can Take to Help Protect Persenal Information

Activate Identitv Monitoring Services

To help relieve concerns and restore confidence following this incident, we have secured the services of Kroll to provide
identity monitoring at no cost to you for 24 months. Kroll is a global leader in risk mitigation and response, and their team
has extensive experience helping people who have sustained an unintentional exposure of confidential data. Your identity
monitoring services include Credit Monitoring, Fraud Consultation, and Identity Theft Restoration.

Vst httpsilenrollidheadquarters.com to activate and take advantage of your idently monioring servioes.
Youi have until May 10, 2021 fo activate your identity monitoring services.. S G

Additional information describing your services is included with this letter.

Monitor Accounts

We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account statements and
explanations of benefits, and to monitor your credit reports for suspicious activity. Under U.S, law, you are entitled to
one free credit report annually from each of the three major credit reporting bureaus. To order your free credit report,
visit www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also contact the three major credit bureaus
directly to request a free copy of your credit report. -

You have the right to place a “security freeze” on your credit report, which will prohibit a consumer reporting agency
from releasing information in your credit report without your express authorization. The security freeze is designed to
prevent credit, loans, and services from being approved in your name without your consent. However, you should be
aware that using a security freeze to take control over who gets access 10 the personal and financia! information in your
credit report may delay, interfere with, or prohibit the timely approval of any subsequent request or application you make
regarding a new loan, credit, mortgage, or any other account involving the extension of credit. Pursuant to federal law,
you cannot be charged to place or lift a security freeze on your credit report. Should you wish to place a security freeze,
please contact the major consumer reporting agencies listed below:

Experian TransUnion ‘ Equifax

PO Box 9554 P.O. Box 160 PO Box 105788

Allen, TX 75013 Woodlyn, PA 19094 Atlanta, GA 30348-5788

1-888-397-3742 1-888-909-8872 1-800-685-1111

www.exgerian,com/ﬁ'eeze/center.htm1 www.transunion.com/credit- www.equifax.com/personal/credit-
: frecze report-services

In order to request a security freeze, you will need to provide the following information:

Your full name (including middle initial as well as Jr., St, 1L, I, etc.);

Social Security number;

Date of birth;

If you have moved in the past five (5) years, the addresses where you have lived over the prior five years;

Proof of current address, such as a current utility bill or telephone bill;

o v o w

A legible photocopy of a government-issued identification card (state driver’s license or ID card, military
identification, etc.); :

7. Ifyouarca victim of identity theft, a copy of either the police report, investigative report, or complaint to a law
enforcement agency concerning identity theft.

As an alternative to a security freeze, you have the right to place an initial or extended “fraud alert” on your file at no
cost. An initial fraud alest is a L-year alert that is placed on a consumer’s credit file. Upon seeing a fraud alert display on
a consumer’s credit file, a business is required to take steps to verify the consumer’s identity before extending new credit.
If you are a victim of identity theft, you are entitled to an extended fraud alert, which is a fraud alert lasting seven years.
Should you wish to place a fraud alert, please contact any one of the agencies listed below: '



Experian . TransUnion Equifax

P.0O. Box 9554 P.O. Box 2000 P.O. Box 105069

Allen, TX 75013 _ Chester, PA 19016 Atlanta, GA 303438

1-888-397-3742 1-800-680-7289 _ 1-888-766-0008

www.cxperian.com/fraud/center. htm! www.transunion.com/fraud-vigtim- www.equifax.com/personal/credit-
resource/place-fraud-alert report-services

Additiongl Information

You can finther educate yourself regarding identity theft, fraud alerts, security freezes, and the steps you can take to protect
your child by contacting the consumer reporting agencies, the Federal Trade Commission, or your state Attorney General.

The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue NW, Washington, DC 20580, www,
identitytheft.gov, 1-877-ID-THEFT (1-877-438-4338); TTY: 1-866-653-4261. The Federal Trade Commission also
encourages those who discover that their information has been misused to file a complaint with them. You can obtain
further information on how to file such a complaint by way of the contact information listed above. You have the right
to file a police report if you ever experience identity theft or fraud. Please note that in order to file a report with law
enforcement for identity theft, you will likely need to provide some proof that you have been a victim. Instances of known
or suspected identity theft should also be reported to law enforcement and your state Attorney General. This notice has

not been delayed by law enforcement.

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you are the
victim of identity theft, you also have the right to file a police report and obtain a copy of it. '

ATENCION: si habla espafiol, tiene a su disposicion servicios gratuitos de asistencia lingtistica. Llame al 1-855-763-0063.
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