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Notice of Data Security Incident

Dear <Name>,

We are contacting you because OmniTRAX, Inc. ("OmniTRAX") recently experienced a data security incident that
could affect some of your personal information. Please review this letter carefully to learn about the incident and
about resources you can use to monitor your personal information and help protect against identity theft.

What Happened?

In October 2020, OmniTRAX experienced a security incident in which an intruder encrypted certain systems in the
OmniTRAX IT environment. OmniTRAX took action to remediate the issue, and there were no operational
impacts affecting OmniTRAX's customers resulting from the incident. At that time there was no evidence that data
had been taken. On or around January 20, 2021 OmniTRAX identified data, including certain personal
information of current and former OmniTRAX employees and current or former employees of other Broe Group
lines of business, that the criminals accessed in the incident and made available on the dark web. You are
receiving this notice because OmniTRAX recently determined that some of your personal information may have
been included in the affected data set.

What information Was Involved?

The information published online inciudes incidents of personally identifiable information (Pll) and may include
your first and last name, mailing address, Social Security number, date of birth, passport number, driver's license
number, and bank account and routing information. If, during your time of employment with a Broe company, you
were injured on the job, took medical leave, or otherwise stored or transmitted medical information within the
OmniTRAX or Broe environment, then your medical information may also have been exposed. Additionally, in
some instances, Social Security numbers for dependents and/or beneficiaries of former and current employees
were published. :

What We are Doing

OmniTRAX takes this incident very seriously. We retained third-party cybersecurity experts and shut down the
unauthorized access. Additionally, we continue to evaluate and enhance our data security defenses to guard
against malicious threats, including by implementing additional security protocols and developing enhanced
employee training.

As a precaution, OmniTRAX is offering potentially impacted current and former employees a complimentary two-
year membership to Experian's® IdentityWorks®M. This product provides you with superior detection and
resolution of identity theft. To activate your membership and start monitoring your personal information, please
follow the steps below:

« Ensure that you enroll by: [DATE] (Your code will not work after this date.)
« Visit the Experian IdentityWorks website to enroli: htips://iwww.experianidworks.com/credit
» Provide your activation code: [code]

If you have questions about the product, need assistance with identity restoration or would like an aiternative to
enrolling in Experian IdentityWorks online, please contact Experian’s customer care team at 877.890.9332 by
[DATE]. Be prepared to provide engagement number [ENGAGEMENT NUMBER] as proof of eligibility for the
identity restoration services provided by Experian,
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What You Can Do

As always, we recommend that you remain vigilant for incidents of fraud and identity theft, including by regularly
viewing your account statements and monitoring your free credit reports. In addition, we recommend that you
change all of your passwords, inciuding those you use to access your bank and credit card accounts, do not use
the same password repeatedly, and update your passwords regularly. For more information on how you can help
protect yourself, please review the enclosed Steps You Can Take fo Protect Yourself From Identity Theft.

For More Information

If you have any further questions or concerns about this incident, feel free to contact us by phone at [phone
n r] or by email at [e ress], We regret that this incident occurred and any inconvenience or concern
it causes. We thank you for your continued support.

Sincerely,

[OmniTRAX signatory]
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ADDITIONAL DETAILS REGARDING YOUR EXPERIAN IDENTITYWORKS MEMBERSHIP:

You can contact Experian immediately regarding any fraud issues, and have access to the following features once
you enroll in Experian dentityWorks:

«  Experian credit report at signup: See what information is associated with your credit file. Daily credit
reports are available for online members only.”

«  Credit Monitoring: Actively monitors Experian file for indicators of fraud.

= Identity Restoration: identity Restoration agents are immediately available to help you address credit
and non-credit related fraud.

«  Experian IdentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration
support even after your Experian |dentityWorks membership has expired.

= Up to $1 Million Identity Theft Insurance*: Provides coverage for certain costs and unauthorized
electronic fund transfers.

A credit card is not required for enrollment in Experian IdentityWorks.

If you believe there was fraudulent use of your information and would like to discuss how you may be able to resolve
those issues, please reach out to an Experian agent at 877.890.9332. If, after discussing your situation with an
agent, it is determined that Identity Restoration support is needed, then an Experian |dentity Restoration agent is
available to work with you to investigate and resolve each incident of fraud that occurred from the date of the incident
(including, as appropriate, helping you with contacting credit grantors to dispute charges and close accounts;
assisting you in placing a freeze on your credit file with the three major credit bureaus; and assisting you with
contacting government agencies to help restore your identity to its proper condition).

Please note that this Identity Restoration support is available o you for two years from the date of this letter and
does not require any action on your part at this time. The Terms and Conditions for this offer are lpcated at
www.ExperianiDWorks.com/restoration. You will also find self-help tips and information about identity protection at
this site. .

* Offline members will be eligible to call for additional reports quarterly after enrolling
** The |dentity Theft Insurance is underwritten and administered by American Bankers Insurance Company of

Florida, an Assurant company. Please refer to the actual policies for terms, conditions, and exclusions of
coverage. Coverage may not be available in all jurisdictions.
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Steps You Can Take to Protect Yourself From [dentity Theft

1. Review your account statements and credit reports and notify law enforcement and
OmniTRAX of suspicious activity.

Even if you do not feel the need to register for a credit monitoring service, as a precautionary measure, we
recommend that you regularly review statements from your bank, credit card, and other accounts and
periodically obtain your credit report from one or more of the national credit reporting companies. You may
obtain a free copy of your credit report online at www.annualcreditreport.com, by calling toll-free
1.877.322.8228, or by mailing an Annual Credit Report Request Form (available at
www.annualcreditreport.com) to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA
30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three
national credit reporting agencies:

Equifax Experian TransUnion

P.O. Box 740241 P.O. Box 9532 P.0. Box 2000

Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19022-2000
www.equifax.com WWW.expertian.com www.transunion.com
1.888.766.0008 1.888.397.3742 1.800.680.7289

When you receive your credit reports, look them over carefully. Look for accounts that you did not open
and/or inquiries from creditors that you did not initiate. Also check to see if your personal information on the
credit report is accurate. If you see anything you do not understand, call the credit reporting agency at the
telephone number on the report.

We recommend that you remain vigilant in your review of your account statements and credit reports. You
should promptly report any suspicious activity or suspected identity theft to us and to the proper law
enforcement authorities, including local law enforcement, your state's attorney general, and/or the Federal
Trade Commission.

2. Consider placing a fraud alert or a security freeze on your credit files.

Fraud Alerts: There are two types of fraud alerts that you can place on your credit report to put your
creditors on notice that you may be a victim of fraud: an initial alert and an extended alert. You may request
that an initial fraud alert be placed on your credit report if you suspect you have been, or are about to be, a
victim of identity theft. An initial fraud alert stays on your credit report for at least 90 days. You may have an
extended alert placed on your credit report if you have already been a victim of identity theft with the
appropriate documentary proof. An extended fraud alert stays on your credit report for seven years. You
can place a fraud alert on your credit report by calling the toll-free fraud number of any of the three national
credit reporting agencies listed above.

Security Freezes: You may have the right to put a security freeze, also known as & credit freeze, on your
credit file, so that no new credit can be opened in your name without the use of a PIN number that is issued
to you when you initiate a freeze. A security freeze is designed to prevent potential credit grantors from
accessing your credit report without your consent. If you place a security freeze, potential creditors and other
third parties will not be able to get access to your credit report unless you temporarily lift the freeze. Security
freeze laws vary from state to state.

Keep in mind that when you place the freeze, you may not be able to borrow money, obtain instant credit, or
get a new credit card until you temporarily lift or permanently remove the freeze. In addition, you may incur
fees to place, lift and/or remove a credit freeze. The cost of placing, temporarily lifting, and removing a
security freeze also varies by state, generally $5 to $20 per action at each credit reporting company. Unfike
a fraud alert, you must separately place a security freeze on your credit file at each credit reporfing
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company. Since the instructions for how to establish a credit freeze differ from state to state, please contact
the three major credit reporting companies at the numbers above to find out more information.

3. Learn more about how to protect yourself from identity theft.

You may wish to review the Federal Trade Commission’s guidance on how consumers can protect
themselves against identity theft. For more information:

Federal Trade Commission
600 Pennsylvania Avenue NW
Washington, DC 20580
www.ftc. gov/idtheft
1.877.ID.THEFT (1.877.438.4338)

For residents of Maryland: You may also obtain information about preventing and avoiding identity theft
from the Maryland Office of the Attorney General:

Maryland Office of the Attorney General
Consumer Protection Division
200 St. Paul Place, Baltimore, MD 21202
1-888-743-0023
hitp://iwww.marylandattorneygeneral.qov

For residents of North Carolina: You may also obtain information about preventing and avoiding identity
theft from the North Carolina Attorney General's Office:

North Carolina Attorney General’s Office
Consumer Protection Division
9001 Mail Service Center
Raleigh, NC 27699-9001
1-877-5-NO-SCAM
www.ncdoj.gov

For residents of the District of Cotumbia: You may also obtain information about preventing and avoiding
identity theft from the Office of the Attorney General for the District of Columbia:

Office of the Attorney Generai for the District of Columbia
Office of Consumer Protection
400 6th Street NW
Washington, D.C. 20001
(202) 442-9828
https://oag.dc.gov/

For residents of New York: You may also obtain information about preventing and avoiding identity theft
from the New York Attorney General’s Office or New York’s Office of Information Technology Services:

New York Attorney General's Office
Office of the Attorney General
The Capitol
Albany, NY 12224-0341
1-800-771-7755
hitps://ag.ny.gov/
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New York Office of Information Technology Services
Empire State Plaza
P.O. Box 2062
Albany, NY 12220-0062
844-891-1786
https:/fits.ny.gov/

For residents of Rhode Island: You may also obtain information about preventing and avoiding identity
theft from the Rhode Island Attorney General's Office:

Rhode Island Attorney General's Office
Office of the Attorney General
150 South Main Street
Providence, Rhode island 02903
{(401) 274-4400
http:fiwww, riag.ri.gov/

For residents of Massachusetts: Under Massachusetts law, you have the right to obtain any police report
filed in regard to this incident. if you are the victim of identity theft, you also have the right to file a police
report and obtain a copy of it.

Under Massachusetts law, you may also place, lift, or remove a security freeze on your credit reports, free of
charge. You must place your request for a freeze with each of the three major consumer reporting agencies:
Equifax (www.equifax.com); Experian (www.experian.com); and TransUnion (www.transunion.com). To
place a security freeze on your credit report, you may send a written request by regular, certified or
overnight mail at the addresses below. You may also place a security freeze through each of the consumer
reporting agencies’ websites or over the phone, using the contact information helow:

Equifax Security Freeze Experian Security Freeze TransUnion Security Freeze
P.O. Box 105788 P.O. Box 9554 - P.O. Box 160

Atlanta, GA 30348 Allen, TX 75013 Woodlyn, PA 19094
1-800-349-8960 1-888-397-3742 1-888-900-8872
https://www.equifax.com/personal/  https:/www.experian.com/freeze/cent https://www transunion.com/
credit-report-services/ er.html credit-freeze

In order to request a security freeze, you will need to provide some or all of the foliowing information to
the credit reporting agency, depending on whether you do so online, by phone, or by mail:

1. Your full name {including middle initial as well as Jr., Sr., I, 111, ete.);

2. Social Security Number,

3. Date of birth;

4. if you have moved in the past five (5) years, the addresses where you have lived over the prior five
years;,

5. Proof of current address, such as a current utility bill, telephone bill, rental agreement, or deed;

6. A legible photocopy of a government issued identification card (state driver's license or ID card,

military identification, etc.}; ‘
7. Social Security Card, pay stub, or W2;
8. !fyou are a victim of identity theft, include a copy of either the police report, investigative report, or
complaint to a law enforcement agency concerning identity theft.
The credit reporting agencies have one (1) to three (3) business days after receiving your request o place a
security freeze on your credit report, based upon the method of your request. The credit bureaus must also
send written confirmation to you within five (5) business days and provide you with a unique personal
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identification number (PIN) or password (or both) that can be used by you to authorize the removal or lifting
of the security freeze. It is important to maintain this PIN/password in a secure place, as you wili need it to
lift or remove the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must
make a request to each of the credit reporting agencies by mail, through their website, or by phone (using
the contact information above). You must provide proper identification (including name, address, and social
security number) and the PIN number or password provided to you when you placed the security freeze, as
well as the identities of those entities or individuals you would like to receive your credit report. You may also
temporarily lift a security freeze for a specified period of time rather than for a specific entity or individual,
using the same contact information above. The credit bureaus have between one (1) hour (for requests
made oniine) and three (3) business days (for request made by mail) after receiving your request to lift the
security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies by mail,
through their website, or by phone (using the contact information above). You must provide proper
identification (name, address, and social security number) and the PIN number or password provided to you
when you placed the security freeze. The credit bureaus have between one (1) hour (for requests made
online) and three (3) business days (for requests made by mail) after receiving your request to remove the
security freeze.
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