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District of Columbia

1100 New Jersey Ave, SE : Community Health Plan

Suite 840 District of Columbia
Washington, D.C. 20003
www.carefirstchpde.com

Notice of Security Event

Dear [Name] _

CareFirst BlueCross BlueShield Community Health Plan District of Columbia (CareFirst
CHPDC), formerly Trusted Health Plan, is writing to tell you about an event that may have
impacted your information, We want you to know what we are doing to protect you and how you
can protect yourself.

What Happened

On January 28, 2021, we learned that someone attacked our computer systems. They stole
personal information. We informed the Federal Bureau of Investigation and started our own
inquiry. We also hired an expert computer security company, CrowdStrike, to help us. We found
that a foreign cybercriminal group is likely responsible. '

CHPDC also notified the D.C. Department of Health Care Finance (DHCF). DHCEF, with the
assistance of the District’s Privacy and Security Official within the Office of the Attorney
General, is monitoring our inquiry to identify necessary actions and improvements.

What Information Was Stolen

The stolen information may have included personal information about you, such as your full
name, address, telephone number, date of birth, Social Security number, Medicaid identification -
mumber and medical information. This included claims information and in limited instances
clinical information.

If you receive any emails from anyone stating that they have personal information, please do not
click on any links or attachments that may be in the email. Please delete the emails. The links or
attachments may have software in them that can harm your computer or device.
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What We Are Doing

When we learned about the attack on our systems, we immediately took action to isolate the
affected computers and protect personal information, We called in the expert computer security
company, CrowdStrike, who assisted us in taking a series of steps designed to further protect
personal information, including changing every password, monitoring for signs of data misuse,
and finding out how the attack happened to avoid it from happening again, We also stopped
operations that share information with our business partners.

To help protect your identity, we are offering a free two-year membership in Experian’s®
IdentityWorksS™, This product monitors all three credit bureaus, helps detect possible misuse of
your personal information and provides detection and theft resolution. This product also includes
insurance and identity restoration. '

To activate your membership, please follow the steps below:

s Visit [URL] to enroll. o
o Provide your activation code: [code]
e Ensure that you enroll by: June 30, 2021(Your code will not work after this date.)

Please do not share this information. These links and codes are only for you.

If you do not have internet access, or need assistance, please contact Experian at [phone number]
and provide this engagement #: [engagement number] to enrcll at no cost.

What You Can Do

There are other things you can do to protect yourself from identity theft. Please read the
information we have attached to learn more.

For More Information

We are committed to protecting your privacy. CHPDC will not contact you by email or phone
about this event. If you receive inquiries by phone, email, text or social media that say they are
about this event, they are not from us. Do not click on any links in email messages or provide
any personal information in response.

I you have questions, please contact Experian at [insert contact phone number

er]. You can also
reach us by email at chpdcanswers@carefirst.com or by mail at CHPDC Privacy Office, P.O.
Box 14858, Lexington, KY 40512. You may also contact us directly at 202-821-1100.

You can also find enrollment information and other information about this incident at
www.chpdcanswers.com.

Sincerely,

George Aloth
CEQ, CareFirst BlueCross BlueShield Community Health Plan District of Columbia



Steps You May Take to Protect Yourself Against Potential Misuse of Information

We recommend that you regularly review statements from your accounts and periodically obtain
your credit report from one or more of the national credit reporting companies. You may obtain a
free copy of your credit report online at www.annualcreditreport.com, by calling toll-free 1-877-
322-8228, or by mailing an Annual Credit Report Request Form (available at
www.annualcreditreport.com) to: Annual Credit Report Request Service, P.O. Box 105281,
Atlanta, GA, 30348-5281. You may also obtain a copy of your credit report by contacting one or
more of the three national credit reporting agencies listed below.

Equifax; P.O. Box 740241, Atlanta, Georgia 30374-0241, 1-800-685-1111,
www.equifax.com

Experian:  P.0. Box 9532, Allen, TX 75013, 1-888-397-3742, WWW.experian.com
TransUnion: P.O. Box 1000, Chester, PA 19022, 1-800-888-4213, www.transunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor
inquiries that you did not initiate or do not recognize. Look for information, such as home address
and Social Security number, that is not accurate. If you see anything you do not understand, call
the credit reporting agency at the telephone number on the report.

We recommend you remain vigilant with respect to reviewing your account statements and credit
reports. We also recommend that you promptly report any suspicious activity or suspected identity
theft to the proper law enforcement authorities, including local law enforcement, your state’s
attorney general and/or the Federal Trade Commission (FT'C). You may contact the FTC or your
state’s regulatory authority to obtain additional information about avoiding identity theft.

Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW,
Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.fic.gov/idthett.

Fraud Alerts: There are also two types of fraud alerts that you can place on your credit report to
put your creditors on notice that you may be a victim of fraud: an initial alert and an extended alert.
Youmay ask that an initial fraud alert be placed on your credit report if you suspect you have been,
or are about to be, a victim of identity theft. An initial fraud alert stays on your credit report for at
least 90 days. You may have an extended alert placed on your credit report if you have already
been a victim of identity theft with the appropriate documentary proof. An extended fraud alert
stays on your credit report for 7 years. You can place a fraud alert on your credit report by calling
the toll-free fraud number of any of the three national credit reporting agencies listed below.



Equifax: 1-888-766-0008, www.equifax.com
Experian: 1-888-397-3742, www.experian.com
TransUnion; 1-800-680-7289, fraud.transunion.com

Credit Freezes: You may have the right to put a credit freeze, also known as a secutity freeze, on
your credit file, so that no new credit can be opened in your name without the use of a PIN number
that is issued to you when you initiate a freeze. A credit freeze is designed to prevent potential
credit grantors from accessing your credit report without your consent. If you place a credit freeze,
potential creditors and other third parties will not be able to get access to your credit report unless
you temporarily lift the freeze. Therefore, using a credit freeze may delay your ability to obtain
credit, Unlike a firaud alert, you must separately place a credit freeze on your credit file at each
credit reporting company. Placing, lifting, and/or removing a credit freeze from your account is
completely free and will not affect your credit score. Please contact the three national credit
reporting agencies as specified below to find out more information:

Equifax: P.O. Box 105788, Atlanta, GA 30348, www.equifax.com
Experian: P.0O. Box 9554, Allen, TX 75013, www.experian.com
TransUnion: P.O. Box 2000, Chester, PA, 19022-2000, freeze.transunion.com

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or
one of the three national credit reporting agencies listed above.

The following information should be included when requesting a security freeze (documentation
for you and your spouse must be submitted when freezing a spouse’s credit report): full name, with
middle initial and any suffixes; Social Security number; date of birth (month, day, and year);
current address and previous addresses for the past 5 years; and applicable fee (if any) or incident
report or complaint with a law enforcement agency or the Department of Motor Vehicles. The
request should also include a copy of a government-issued identification card, such as a driver’s
license, state, or military ID card, and a copy of a utility bill, bank, or insurance statement. Each
copy should be legible, display your name and current mailing address, and the date of issue
(statement dates must be recent).

For residents of the District of Columbia: You may also contact the District of Columbia
Office of the Attorney General: Office of the Attorney General, Office of Consumer
Protection, 400 6th Street, NW, Washington, DC 20001, (202) 442-9828, https://oag.de.gov/.

For residents of Maryland: You may also obtain information about preventing and avoiding
identity theft from the Maryland Office of the Attorney General: Maryland Office of the
Attorney General, Consumer Protection Division 200 St. Paul Place, Baltimore, MD 21202, 1-
888-743-0023, www.oag.state.md.us.



For residents of Massachusetts: If you are a Massachusetts resident, you also have a right to
request a police report about this incident.

For residents of New York: You may also obtain information about security breaches and
preventing and avoiding identity theft from the New York Office of the Attorney General:
Office of the Attorney General, The Capitol, Albany, NY 12224-0341, 1-800-771-7755,
https://ag.ny.gov/.

For residents of North Carolina: You may also obtain information about preventing and
avoiding identity theft from North Carolina Attorney General’s Office: North Carolina
Attorney General’s Office, Consumer Protection Division, 9001 Mail Service Center, Raleigh,
NC 27699-9001, 1-877-5-NO-SCAM, www.ncdoj.gov.

For residents of Oregon: You may also contact the Oregon Office of the Attorney General:
Oregon Department of Justice, 1162 Court St. NE, Salem, OR 07301-4096, 1-877-877-9392,
help@oregonconsumer.gov, www.doj.state.or.us.

For residents of Rhode Island: You also may obtain information about preventing and avoiding
identity theft from the Rhode Island Office of the Attorney General at: Rhode Island Office of
the Attorney General, Consumer Protection Unit 150 South Main Street, Providence, R1 02903,
(401)-274-4400, http://www.riag.ri.gov. You may also be able to file or obtain a police report
about this incident.
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District of Columbia "
1100 New Jersey Ave, SE Community Health Plan
" Suite 840 District of Columbia
Washington, D.C. 20003

www.carefirstchpde.com

Discrimination is Against the Law

CareFirst BlueCross BlueShield Community Health Plan District of Columbia (CareFirst
CHPDC) complies with applicable Federal civil rights laws and does not discriminate on the
basis of race, color, national origin, age, disability, or sex. CareFirst CHPDC does not exclude
people or treat them differently because of race, color, national origin, age, disability, or sex.

CareFirst CHPDC:

e Provides free aids and services to people with disabilities to communicate effectively
with us, such as: :
o Qualified sign language interpreters
o Written information in other formats (large print, audio, accessible electronic
formats, other formats)
e Provides free language services to people whose primary language is not English, such
as:
o Qualified interpreters
o Information written in other languages

If you need these services, contact Aika Mallya.

If you believe that CareFirst CHPDC has failed to provide these services or discriminated in
another way on the basis of race, color, national origin, age, disability, or sex, you can file a
grievance with:

Aika Mallya Human Resources VP/Civil Rights Coordinator, 1100 New Jersey Avenue SE,
Suite 840, Washington, DC 20003, (202) 821-1076, (855) 326-4831 (TTY: 711),

‘Fax: (202) 821-1098,
cfdchumanrights@carefirstchpde.com

You can file a grievance in person or by mail, fax, or email. If you need help filing a grievance,
Aika Mallya Human Resources VP/Civil Rights Coordinator is available to help you.

You can also file a civil rights complaint with the U.S. Department of Health and Human
Services, Office for Civil Rights, electronically through the Office for Civil Rights Complaint
Portal, available at https://ocrportal.hhs.gov/oct/portal/lobby jsf, or by mail or phone at:

U.S. Department of Health and Human Services
200 Independence Avenue, SW |
Room 509F, HHH Building Washington, D.C. 20201
1-800-368-1019, 800-537-7697 (TDD)
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Interpreter Services Are Available at No Cost

This notice has important information from CareFirst BlueCross BlueShield Community
Health Plan District of Columbia (CareFirst CHPDC).

If you need help understanding, this information is available in your language at no cost.

English

“If you do not speak and/or read English, please call 202-821-1100 or 855-326-4831 (TTY: 711)
between 8:00am — 5:30pm, Monday- Friday. A representative will assist you.”

_ Espaiiol (Spanish)

“Si no habla y / o no lee inglés, llame al 202-821-1100 o al 855-326-4831 (TTY: 711) entre las
8:00 a.m. y las 5:30 p.m., de lunes a viernes. Un representante lo ayudara.

Tiéng Viét (Vietnamese)

Néu ban khdng néi va / hodc doc tiéng Anh, vui long gei 202-821-1100 hodc 855-326-4831
(TTY: 711) trong khoang thai gian tir 8:00 sang - 5:30 chiéu, Thir Hai - Thir Sdu. Mot dai dién sé&
ho trg ban.

8t 0] (Korean)

“UO|Z LSAHL UX| Rt 42 2R Y-20 U 2 gA|0M 2F 54130 & AHO|0]
202-821-1100 SE-= 855-326-4831 (TTY: 711) 2 Mt A 2, AL 29t &8
ALt |
Frangais (French)

«Si vous ne parlez pas et / ou ne lisez pas l'anglais, veuillez appeler le 202-821-1100 ou le
855-326-4831 (ATS: 711) entre 8h00 et 17h30, du [undi au vendredi. Un représentant vous
assistera.»

(Arabic) (s~

"4831-326-855 s 1100-821-202 & s Juai¥t oo b ¢ Al 18 5l Coati ¥ S 1Y (TTY: 711)
o gvie el o gun, Araall N 0atYY e ¢ Plase 5:30 - Blia 8:00 Aebudl o, "
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¥iE5% (Mandarin)

 MRERERAVEAEEIGE, WER-EEL 8:00 am —5:30 pm 2 [F1%E 202-
821-1100 5% 855-326-4831 (TTY: 711, ARGHMERAE M.

Py ¢ ¢ k u #i (Russian)

«E ¢ 7 ¥ BBl HE TOROPHTE M / HJIH HE YUTACTE 110-aHIVIHICKH, 3BOHUTE 110 HoMepy 202-821-
1100 mnm 855-326-4831 (TTY: 711) ¢ 8:00 no 17:30 ¢ moHeReALHHKA TI0 NATHUALY.
IIpepcTaBuTENE TIOMOMXKET BaAM.

v (Burmese)
aramoogj 208a0p5ah Gomsee@oooogo;ﬁ?é / Be0r05er060509|Cl $505 0 03 00
$§0p06s 9 01 00 §§ cscdrEgeaN(PegId 202-821-1100 e0y0b 855-326-4831

. Q Q o C o [y [y Qe ocC <
(TTY:711) ogueaTacL)&u (meoojammwgoﬁq%@co@emu

Guingddng huad (Cantonese)

“Riigud nin bu hui shud he/hud bu hul dd yingyli, qing zai zhouyi zhi zhou wii de 8:00 Am —
' 5:30 Pm zhi jian zhidian 202-821-1100 hut 855-326-4831(TTY:711). Daibido jidng wei nin
tigong bangzhu.”

(Farsi) b

MUMJA&_)@LJJMSSO @mgwujluhleulmbagu&ib AJJS@.IL.!MG.NJK\J;L}UJJQ
4831-326-855 4 1100-821-202 o st U (TTY: 711) 85 (oa <SS Ladi 4y o2ilal S, 2 58 sl

Polskie (Polish)

»Jesli nie méwisz i / lub nie czytasz po angielsku, zadzwon pod numer 202-821-1100 lub 855-
326-4831 (TTY: 711) w godzinach od 8:00 do 17:30, od poniedziatku do pigtku. Przedstawiciel
bedzie Ci pomagal ™.

Portugués (Portuguese)

“Se vocé ndo fala e / ou 18 inglés, ligue para 202-821-1100 ou 855-326-4831 (TTY: 711) entre
as 8:00 e as 17:30, de segunda a sexta-feira. Um representante o ajudara.



UATE! (Punjabi)
“31 3H il ol 9eR A/ A ol UgR, 3HIou I9a AHRII-HFoed FRd 8:00 1 3
T 5:30 S0 @ FEUaTd 202-821-1100 71 855-326-4831 (SAI=TE: 711) § I8 9| i

Kreydl Ayisyen (Haitian Creole)

“Si ou pa pale ak / oswa li angle, tanpri rele 202-821-1100 oswa 855-326-4831 (TTY: 711) ant
8:00 am - 5:30 pm, lendi-vandredi. Yon reprezantan pral ede ou. "

= (Hindi) - -
R 3T ST T Serd § SR/ a1 U €, T P AT 8:00 - 5:30 T, HIR- PHAR &
ig#oz-szmmo T 855-326-4831 (TTY: 711) W HIc B | Th UMY moen] qgrar

|

Soomaali (Somali)

"Haddii aadan ku hadlin ama / ama aqrin Ingiriisiga, fadlan soo wac 202-821-1100 ama 855-326-
4831 (TTY: 711) inta u dhexeysa 8:00 aroor - 5:30 pm, Isniinta-Jimcaha. Wakiil ayaa ku caawin
doona. ”

Hmoob (Hmong)

"Yog koj tsis hais lus thiab/los yog nyeem lus Askiv, thov hu rau 202-8210-1100 los sis 855-
326-4831 (TTY: 711) ntawm 8:00 am — 5:30 pm, Hnub Monday--Friday. Tus neeg sawv cev
yuav pab koj."Hmongltalian

Tagalog

"Kung hindi ka nagsasalita at / 0 magbasa ng Ingles, mangyaring tumawag sa 202-821-1100 o
855-326-4831 (T'TY: 711) sa pagitan ng 8:00 am - 5:30 pm, Lunes-Biyernes. Tutulungan ka ng
isang kinatawan. " :

H 2 A (Japanese)

EEREEA, EREBERVESIE, ABAL LA B O 8 NLFR SR
30 43 T2 202-821-1100 F 7= 1% 855-326-4831 (TTY : 711) ZEFEL T FEEV, HY
EPRBFREVWLET ’ - '
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Suite 840 District of Columbia
Washington, D.C. 20003

www.carefirstchpdec.com

Notice of Security Event

Dear [Name]

CareFirst BlueCross BlueShield Community Health Plan District of Columbia (CareFirst
CHPDC), formerly Trusted Health Plan, is writing to tell you about an event that may have
impacted your information. We want you to know what we are doing to protect you and how you
can protect yourself.

What Happened

On January 28, 2021, we learned that someone attacked our computer systems. They stole
personal information, We informed the Federal Bureau of Investigation and started our own
inquiry. We also hired an expert computer security company, CrowdStrike, to help us. We found
that a foreign cyberctiminal group is likely responsible.

CHPDC also notified the D.C. Department of Health Care Finance (DHCF). DHCF, with the
assistance of the District’s Privacy and Security Official within the Office of the Attorney
General, is monitoring our inquiry to identify necessary actions and improvements.

What Information Was Stolen

As a provider, you received payment from CHPDC for services provided to D.C. Medicaid
enrollees. The stolen information may have included personal and/or business information about
you, such as your full name, business address and Social Security number or tax identification
nmumber, whichever number you use for tax purposes.

If you receive any emails from anyone stating that they have your personal or business
information, please do not click on any links or attachments that may be in the email. Please

g
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delete the emails. The links or attachments may have software in them that can harm your
computer or device.

What We Are Doing

When we learned about the attack on our systems, we immediately took action to isolate the
affected computers and protect personal information. We called in the expert computer security
company, CrowdStrike, who assisted us in taking a series of steps designed to further protect
personal information, including changing every password, monitoring for signs of data misuse,
and finding out how the attack happened to avoid it from happening again. We also stopped

* operations that share information with our business partners.

To help protect your identity, we are offering a free two-year membership in Experian’s®
IdentityWorks™™. This product monitors all three credit bureaus, helps detect possible misuse of
your personal information and provides detection and theft resolution. This product also includes
insurance and identity restoration.

To activate your membership, please follow the steps below:

e Visit [URL] to enroll. -

e Provide your activation code: [code]

e Ensure that you enroll by: June 30, 2021(Your code will not work after this date.)
Please do not share this information. These links and codes are only for you.

If you do not have internet access, or need assistance, please contact Experian at [phone number]
and provide this engagement #; [engagement number] to enroll at no cost.

What You Can Do

There are other things you can do to protect yourself from identity theft. Please read the
information we have attached to learn more.

For Mare Information

We are committed to protecting your privacy. CHPDC will not contact you by email or phone
about this event. If you receive inquiries by phone, email, text or social media that say they are
about this event, they are not from us, Do not click on any links in email messages or provide
any personal information in response. '

If you have questions, please contact Experian at [insert contact phone number]. You can also
reach us by email at chpdcanswers@carefirst.com or by mail at CHPDC Privacy Office, P.O.
Box 14858, Lexington, KY 40512. You may also contact us directly at 202-821-1100.

You can also find enrollment information and other information about this incident at
www.chpdcanswers.com.

Sincerely,
IS
George Aloth

CEO, CareFitst BlueCross BlueShield Community Health Plan District of Columbia




Steps You May Take to Protect Yourself Against Potential Misuse of Information

We recommend that you regularly review statements from your accounts and periodically obtain
your credit report from one or more of the national credit reporting companies. You may obtain a
free copy of your credit report online at www.annualcreditreport,com, by calling toll-free 1-877-
322-8228, or by mailing an Annual Credit Report Request Form (available at
www.annualcreditreport.com) to: Annual Credit Report Request Service, P.O. Box 105281,
Atlanta, GA, 30348-5281. You may also obtain a copy of your credit report by contacting one or
more of the three national credit reporting agencies listed below.

Equifax: P.O. Box 740241, Atlanta, Georgia 30374-0241, 1-800-685-1111,
www.equifax.com ' :

Experian: P.0. Box 9532, Allen, TX 75013, 1-888-397-3742, www.experian.com
TransUnion: P.0. Box 1000, Chester, PA 19022, 1-800-888-4213, www. transunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor
inquiries that you did not initiate or do not recognize. Look for information, such as home address
and Social Security number, that is not accurate. If you see anything you do not understand, call
the credit reporting agency at the telephone number on the report.

We recommend you remain vigilant with respect to reviewing your account statements and credit
reports. We also recommend that you promptly report any suspicious activity or suspected identity
theft to the proper law enforcement authorities, including local law enforcement, your state’s
attorney general and/or the Federal Trade Commission (FT'C). You may contact the FTC or your
state’s regulatory authority to obtain additional information about avoiding identity theft.

Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW,
Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft.

Fraud Alerts: There are also two types of fraud alerts that you can place on your credit report to
put your creditors on notice that you may be a victim of fraud: an initial alert and an extended alert,
You may ask that an initial fraud alert be placed on your credit report if you suspect you have been,
or are about to be, a victim of identity theft. An initial fraud alert stays on your credit report for at
least 90 days. You may have an extended alert placed on your credit report if you have already
been a victim of identity theft with the appropriate documentary proof. An extended fraud alert
stays on your credit report for 7 years. You can place a fraud alert on your credit report by calling
the toll-free fraud number of any of the three national credit reporting agencies listed below.

Equifax: 1-888-766-0008, www.equifax.com



Experian: 1-888-397-3742, www.experiai.com
TransUnion: 1-800-680-7289, fraud.transunion.com

Credit Freezes: You may have the right to put a credit freeze, also known as a security freeze, on
your credit file, so that no new credit can be opened in your name without the use of a PIN number
that is issued to you when you initiate a freeze. A credit freeze is designed to prevent potential
credit grantors from accessing your credit report without your consent. If you place a credit freeze,
potential creditors and other third parties will not be able to get access to your credit report unless
you temporarily lift the freeze. Therefore, using a credit freeze may delay your ability to obtain
credit. Unlike a fraud alert, you must separately place a credit freeze on your credit file at each
credit reporting company. Placing, lifting, and/or removing a credit freeze from your account is

_completely free and will not affect your credit score. Please contact the three national credit
reporting agencies as specified below to find out more information:

Equifax: P.O. Box 105788, Atlanta, GA 30348, www.equifax.com
Experian: P.O. Box 9554, Allen, TX 75013, www.experian.com
TransUnion: P.O. Box 2000, Chester, PA, 19022-2000, freeze.transunion.com

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or
one of the three national credit reporting agencies listed above.

The following information should be included when requesting a security freeze (documentation
for you and your spouse must be submitted when freezing a spouse’s credit report); full name, with
middle initial and any suffixes; Social Security number; date of birth (month, day, and year);
current address and previous addresses for the past 5 years; and applicable fee (if any) or incident
report or complaint with a law enforcement agency or the Department of Motor Vehicles. The
request should also include a copy of a government-issued identification card, such as a driver’s
license, state, or military ID card, and a copy of a utility bill, bank, or insurance statement. Each
copy should be legible, display your name and current mailing address, and the date of issue
(statement dates must be recent). ‘

For residents of the District of Columbia: You may also contact the District of Columbia
Office of the Attorney General: Office of the Attorney General, Office of Consumer
Protection, 400 6th Street, NW, Washington, DC 20001, (202) 442-9828, https://oag.dc.gov/.

For residents of Maryland: You may also obtain information about preventing and avoiding
identity theft from the Maryland Office of the Attorney General: Maryland Office of the
Attorney General, Consumer Protection Division 200 St. Paul Place, Baltimore, MD 21202, 1-
888-743-0023, www.oag.state.md.us.



For residents of Massachusetts: If you are a Massachusetts resident, you also have a right to
request a police report about this incident. '

For residents of New York: You may also obtain information about security breaches and
preventing and avoiding identity theft from the New York Office of the Attorney General:
Office of the Attorney General, The Capitol, Albany, NY 12224-0341, 1-800-771-7755,
hitps://ag.ny.gov/.

For residents of North Carolina: You may also obtain information about preventing and
avoiding identity theft from North Carolina Attorney General’s Office: North Carolina
Attorney General’s Office, Consumer Protection Division, 9001 Mail Service Center, Raleigh,
NC 27699-9001, 1-877-5-NO-SCAM, www.ncdoj.gov.

For residents of Oregon: You may also contact the Oregon Office of the Attorney General:
Oregon Department of Justice, 1162 Court St. NE, Salem, OR 97301-4096, 1-877-877-9392,
help@oregonconsumer.gov, www.doj.state.or.us.

For residents of Rhode Island: You also may obtain information about preventing and avoiding
identity theft from the Rhode Island Office of the Attorney General at: Rhode Island Office of
the Attorney General, Consumer Protection Unit 150 South Main Street, Providence, RI 02903,
(401)-274-4400, http://www.riag.ri.gov. You may also be able to file or obtain a police report
about this incident.



Trusted Health Plans, Inc.

1100 New Jersey Ave, SE /
Suite 840
Washington, D.C. 20003 '

TRUSTED HEALTH PLANS, INC,

Notice of Security Event

Dear [Name]
Trusted Health Plans, Inc. (THP) is writing to tell you about an event that may have impacted

your information. We want you to know what we are doing to protect you and how you can
protect yourself. ,

Why Does THP Have My Information

Beginning in 2017, THP owned Harbor Health Plan, which offered a Medicare Advantage plan
and Exchange plans. As a result, your personal and business information associated with your
submission of ¢laims for benefits for members in the Medicare Advantage and Exchange plan is
in THP’s computer systems.

What Happened

On January 28, 2021, we learned that someone attacked our computer systems. They stole
personal information. We informed the Federal Bureau of Investigation and started our own
inquiry, We also hired an expert computer security company, CrowdStrlke to help us. We found
that a foreign cybercriminal group is likely responsible.

What Information Was Stolen

The stolen information may have included personal and business information about you, such as
your full name, business address and Social Security number or tax identification number,
whichever number you use for tax purposes.

If you receive any emails from anyone stating that they have your personal or business
information, please do not click on any links or attachments that may be in the email. Please
delete the emails. The links or attachments may have software in them that can harm your
computer or device.

What We Are Doing

When we learned about the attack on our systems, we immediately took action to isolate the
affected computers and protect personal information. We called in the expert computer security
company, CrowdStrike, who assisted us in taking a series of steps designed to further protect
personal information, including changing every password, monitoring for signs of data misuse,
and finding out how the attack happened to avoid it from happening again. We also stopped
operations that share information with our business partners.




To help protect your identity, we are offering a free two-year membership in Experian’s®
IdentityWorks™™, This product monitors all three credit bureaus, helps detect possible misuse of
your personal information and provides detection and theft resolution. This product also includes
insurance and identity restoration. '

To activate your membership, please follow the steps below:

* Visit [URL] to enroll.
e Provide your activation code: [code]
o Ensure that you enroll by: June 30, 2021(Your code will not work after this date. )

Please do not share this information. These links and codes are only for you,

If you do not have internet access, or need assistance, please contact Experian at [phone: number]
and provide this engagement #: [¢ngagen __ntff__,umber] to enroll at no cost.

What You Can Do

There are other things you can do to protect yourself from identity theft. Please read the
information we have attached to learn more.

For More Information

We are committed to protecting your privacy. THP will not contact you by email or phone about
this event. If you receive inquiries by phone, email, text or social media that say they are about
this event, they are not from us, Do not click on any links in email messages or provide any
personal information in response.

If you have questions, please contact Experian at [insert contact phone number]. You can also
reach us by email at chpdeanswers@carefirst.com or by mail at THP Privacy Office, P.O. Box
14858, Lexington, KY 40512. You may also contact us directly at 202-821-1100.

You can also find enrollment information and other information about this incident at
www.chpdcanswers.com.

Sincerely,

George Aloth” o
CEOQ, Trusted Health Plans, Inc.



Steps You May Take to Protect Yourself Against Potential Misuse of Information

We recommend that you regularly review statements from your accounts and periodically obtain
your credit report from one or more of the national credit reporting companies, You may obtain a
free copy of your credit report online at www.annualcreditreport.com, by calling toll-free 1-877-
322-8228, or by mailing an Annual Credit Report Request Form (available at
www.annualcreditreport.com) to: Annual Credit Report Request Service, P.O. Box 105281,
Atlanta, GA, 30348-5281. You may also obtain a copy of your credit report by contacting one or
more of the three national credit reporting agencies listed below.

Equifax: P.O. Box 740241, Atlanta, Georgia 30374-0241, 1-800-685-1111,
www.equifax.com

Experian: P.O. Box 9532, Allen, TX 75013, 1-888-397-3742, www.experian.com
TransUnion: P.O. Box 1000, Chester, PA 19022, 1-800-888-4213, www.transunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor
inquiries that you did not initiate or do not recognize. Look for information, such as home address
and Social Security number, that is not accurate. If you see anything you do not understand, call
the credit reporting agency at the telephone number on the report.

We recommend you remain vigilant with respect to reviewing your account statements and credit
reports. We also recommend that you promptly report any suspicious activity or suspected identity
theft to the proper law enforcement authorities, including local law enforcement, your state’s
attorney general and/or the Federal Trade Commission (FTC). You may contact the FTC or your
state’s regulatory authority to obtain additional information about avoiding identity theft.

Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW,
Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft.

Fraud Alerts: There are also two types of fraud alerts that you can place on your credit report to
put your creditors on notice that you may be a victim of fraud: an initial alert and an extended alert.

You may ask that an initial fraud alert be placed on your credit report if you suspect you have been,

or are about to be, a victim of identity theft. An initial fraud alert stays on your credit report for at
least 90 days. You may have an extended alert placed on your credit report if you have already
been a victim of identity theft with the appropriate documentary proof. An extended fraud alert
stays on your credit report for 7 years. You can place a fraud alert on your credit report by calling
the toll-free fraud number of any of the three national credit reporting agencies listed below.



Equifax: 1-888-766-0008, www.equifax.com
Experian: 1-888-397-3742, www.experian.com
TransUnion: 1-800-680-7289, fraud.transunion.com

Credit Freezes: You may have the right to put a credit freeze, also known as a security freeze, on
your credit file, so that no new credit can be opened in your name without the use of a PIN number
that is issued to you when you initiate a freeze. A credit freeze is designed to prevent potential
credit grantors from accessing your credit report without your consent. If you place a credit freeze,
potential creditors and other third parties will not be able to get access to your credit report unless
you temporarily lift the freeze. Therefore, using a credit freeze may delay your ability to obtain
credit. Unlike a fraud alert, you must separately place a credit freeze on your credit file at each
credit reporting company. Placing, lifting, and/or removing a credit freeze from your account is
completely free and will not affect your credit score. Please contact the three national credit
reporting agencies as specified below to find out more information:

Equifax: P.O. Box 105788, Atlanta, GA 30348, www.equifax.com
Experian: P.O. Box 9554, Allen, TX 75013, www.experian.com
TransUnion: P.0O. Box 2000, Chester, PA, 19022-2000, freeze.transunion.com

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or
one of the three national credit reporting agencies listed above.

The following information should be included when requesting a security freeze (documentation
for you and your spouse must be submitted when freezing a spouse’s credit report): full name, with
middle initial and any suffixes; Social Security number; date of birth (month, day, and year);
_current address and previous addresses for the past 5 years; and applicable fee (if any) or incident
report or complaint with a law enforcement agency or the Department of Motor Vehicles. The
request should also include a copy of a government-issued identification card, such as a driver’s
license, state, or military ID card, and a copy of a utility bill, bank, or insurance statement. Each
copy should be legible, display your name and current mailing address, and the date of issue
(statement dates must be recent).

For residents of the District of Columbia: You may also contact the District of Columbia
Office of the Attorney General: Office of the Attorney General, Office of Consumer
Protection, 400 6th Street, NW, Washington, DC 20001, (202) 442-9828, https://oag.dc.gov/,

For residents of Maryland: You may also obtain information about preventing and avoiding
identity theft from the Maryland Office of the Attorney General: Maryland Office of the
Attorney General, Consumer Protection Division 200 St. Paul Place, Baltimore, MD 21202, 1-
888-743-0023, www.oag.state.md,us. )



For residents of Massachusetts: If you are a Massachusetts resident, you also have a right to
request a police report about this incident.

For residents of New York: You may also obtain information about security breaches and
preventing and avoiding identity theft from the New York Office of the Attorney General:
Office of the Attorney General, The Capitol, Albany, NY 12224-0341, 1-800-771-7755,

https://ag.ny.gov/.

For residents of North Carolina: You may also obtain information about preventing and
avoiding identity theft from North Carolina Attorney General’s Office: North Carolina
Attorney General’s Office, Consumer Protection Division, 9001 Mail Service Center, Raleigh,
NC 27699-9001, 1-877-5-NO-SCAM, www.ncdoj.gov.

For residents of Oregon: You may also contact the Oregon Office of the Attorney General:
Oregon Department of Justice, 1162 Court St. NE, Salem, OR 97301-4096, 1-877-877-9392,
help@oregonconsumer.gov, www.doj.state.or.us.

For residents of Rhode Island: You also may obtain information about preventing and avoiding
identity theft from the Rhode Island Office of the Attorney General at: Rhode Island Office of
the Attorney General, Consumer Protection Unit 150 South Main Street, Providence, RI 02903,
(401)-274-4400, http://www.riag.ri.gov. You may also be able to file or obtain a police report
about this incident.



