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NOTICE OF ADATA BREACH
Ameriprise @
Financial
April 13, 2021
Client Name
Address

City, State Zip

Dear Name:

What Happened?

I am writing to inform you of an incident involving your personal information. On March 11, 2021, we were notified that a scanner in
our office was not configured correctly. This resulted in scanned documents being sent to a third-party email account instead of
directly to an Ameriprise email account. While there was no intent for misuse, it is against Ameriprise Financial policy to use a third-
party email account for client information. There is no indication that the information was accessed by anyone other than the advisors
and staff members and the files have been deleted from the email account, Upon discovery, the scanner configuration was corrected to
use an Ameriprise email account. Due to the sensitive nature of the information, [ wanted to notify you of this incident.

What Information Was Involved?
The files could have contained your name, address, date of birth and social security number,

What We Are Doing.

As a precaution, Ameriprise Financial is providing you an opportunity to enroll in an independently operated credit monitoring
program for two years at no expense to you. This program is administered by Equifax, one of the three national credit reporting
agencies. Equifax Credit Watch will provide you with an “early warning system” which alerts you to any changes to your credit file.
The following page of this letter includes the features of the Equifax Service and the promotional code you need to use to enroll.

What You Can Do.
None of us like to hear about incidents involving our personal information. And in situations like this, taking a few prudent steps can
further protect you against the potential misuse of your information. That’s why we recommend the following actions:

s Register a Fraud Alert or Security Freeze with the three major credit bureaus. Contact information on the Additional
Resources page.
Thoroughly review your account statements and transaction confirmations,
Closely monitor all of your personal accounts (e.g. checking and savings, credit cards, etc.) to make sure there is no
unauthorized activity.

¢  Review any solicitations you receive in the near future.

¢ Be vigilant if you receive a call from someone who claims to represent Ameriprise Financial. If you have any doubts about
the caller, hang up and call your advisor to verify the validity of the call.

+  If you notice any unusual activity, contact your advisor or Ameriprise Financial Customer Service at (800) 862-7919
immediately. We are here to help.




For More Information,
Please do not hesitate to contact me at (850) 438.9118. Please accept my sincere apology regarding this situation and any
inconvenience it may cailse you.

Sincerely,
Megan Merriam, CRPC®
Financial Advisor | Operations Director

Teal Wealth Management
A private wealth advisory practice of Ameriprise Financial Services, LLC

© 2021 Ameriprise Financial, Inc. All rights reserved



EQUIFAX"

Activation Code: 10074F7VMEIB

Equifax® Credit Watch™ Gold with 3-in-1 Credit Monitoring provides you with the following key features:

3- Bureau credit file monitoringt and alerts of key changes to your Equifax®, Transunion®, and Experian® credit reports
One Equifax 3-Bureau credit report

Automatic Fraud Alerts2 With a fraud alert, potential lenders are encouraged to take extra steps to verify your 1D before
extending credit

Wireless alerts (available online only) Data charges may apply.

Access to your Equifax® credit report

Up to $1 MM Identity Theft Insurance®

Live agent Customer Service 7 days a week from 8 a.m. to 3a.m.

To sign up online for online delivery go to www.myservices.equifax.com/tri

1. Welcome Page: Enter the Activation Code provided above in the “Activation Code” box and click the “Submit” button.

2. Register: Complete the form with your contact information (name, gender, home address, date of birth, Social Secutity
Number and telephone number) and click the “Continue” button.

3, Create Account: Complete the form with your email address, create a User Name and Password, review the Terms of Use
and then check the box to accept and click the “Continue” button.

4. Verify ID: The system will then ask you up to four security questions to verify your identity. Please answer the questions
and click the “Submit Order” button.

5. Order Confirmation: This page shows you your completed enroliment. Please click ihe “View My Product” button to access
the product features.

To sign up for US Mall delivery, dial 1-855-833-9162 for access to the Equifax Credit Watch Gold with 3-in-1
Credit Monitoring automated enrollment process. Note that all credit reports and alerts will be sent to you via US
Mail only.

1. Activation Code: You will be asked to enter your Activation Code provided above.

2. Customer Information: You will be asked to enter your home telephone number, home address, name, date of birth and
Sociat Security Number.

3. Permissible Purpose: You will be asked to provide Equifax with your permission to access your credit file and to monitor
your file. Without your agreement, Equifax cannot process your enroliment.

4. Order Confirmation: Equifax will provide a confirmation number with an explanation that you will receive your Fulfillment Kit
via the US Mail (when Equifax is able to verify your identity) or a Customer Care letter with further instructions (if your identity
can not be verified using the information provided). Please allow up to 10 business days to receive this information.

1. Credit monitoring from Experian® and Transunion® will take several days to begin.
2. The Automatic Fraud Alert feature is made available to consumers by Equifax Information Services LLC and fulfilled on its behalf by Equifax Consumer Services
LLC,

3. Identity theft insurance is underwritten by American Bankers Insurance Company of Florida or its affiliates. The description herein is a summary and intended for
informational purposes only and does not include all terms, conditions and exclustons of the policies described. Please refer to the actual policies for terms, conditions
and exclusions of coverage. Coverage may not be available in all jurisdictions,

Equifax® is & registered trademark of Equifax Inc. ©2017 Equifax Inc., Atlanta, Georgia. All rights reserved,




Additional Resources

Con_t g_t/Res_(_)urce Phone__Nu_mber Address

Equifax (800) 525-6285 | equifax.com P.O. Box 740241
e Register a Fraud Alert or Atlanta, GA 30374

security Free . - - :

Fransunion fransunion.com 2 Baldwin Place

»  Register a Fraud Alert or P.O. Box 1000
Security ¥ Chester, PA 19022

dentity Th

OnGua'r"d'Online ' onguardenline gov
e Online Safety Resources

AMERIPRISE RESOURCES

Resource

‘e Reporting and Preventing Fraud
Online Security Guarantee ameriprise.com/privacy-security-fraud/online-security-guarantee

SECURITY FREEZE

Many state laws also allow consumers to place a security freeze on their credit reports. A security freeze prohibits a credit
reporting agency from releasing any information from a consumer’s credit report without written authorization. However,
please be aware that placing a security freeze on your credit report may delay, interfere with, or prevent the timely approval
of any requests you make for new loans, credit mortgages, employment, housing or other services.

To place a freeze, write, go online or call the three credit bureaus below. Documents will be requested to verify your
identity and address, possibly including but not limited to: copies of your Social Security card, paystub, state driver’s
license, or utility bill.

Contact/Resource Phone Number | Web | Address

B0, Box 105788

| (88@) 39"7-3.'742” éﬁ(‘pe:'ian;.cosﬁ./ﬁ'éeze/center.html@ P.0O. Box 9554
_Allen, TX 75013




Residents of Fowa, Maryland, North Carolina, New York, Kentucky, Rhode Island and Oregon:

The Identity Theft Unit in your state gives you step-by-

step advice on how to protect yourself and help you to

address some of the issues that identity theft causes. Report suspected identity theft to your local law enforcement,
the Attorney General and the Federal Trade Commission. Below are the mailing address, website, and phone
number for the Office of the Attorney General of your state.

State

Web

Address

: S B G ome A
os.ny.gov/consumerprotection | New York Department of State
York : Division of Consumer Protection
i : One Commerce Plaza,
99 Washington Ave

Albany, NY 12231-0001

Office of the A

-Albany, NY 12224-0341-

Tice of the Attorney General of N

.No.rth .
Carolina | Toll-free within
North Carolina

(919) 716-6000

" (877) 5-NO-SCAM  nedoj.gov

Office of the Attorney General of NC
Consumer Protection Division

9001 Mail Service Center
Raleigh, NC 27699-9001

Orcgon | (303) 378-

‘Oregon Department of Jus

Maryland | (410) 576-6491

oag.sté emdus

rankfor, Kentucky 40601

Rhede

. (401) 274-4400
Island :

. riag,ri.gov

Providence,

Office of the Aﬁofné.)./.(.}éneral of RI
150 South Main Street

Residents of Massachusetts and Rhode Isl

and:

As a resident of Massachusetts or Rhode Island, you have the right to obtain any police report filed regarding this
incident. If you are the victim of identity theft, you also have the right to file a police report and obtain a copy of it.



