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Manitou Equipment America, LLC

o Oyberscou MANITOU

Dearborn, Ml 48120-9998

June 27, 2024

Notice of Data Breach =

3

: ; Q

Dear Parent or Guardian of _ =

o

g

At Manitou Equipment America, LL.C and Manitou North America, LLC (collectively, “Manitou™), we take privacy S
seriously. For that reason, we are writing to provide you with notice of a recent cybersecurity incident that may have

involved your child’s personal information. Although we do not have any evidence at this time that your child’s o

personal information has been used in an unauthorized way. we, as a precautionary measure, are notifying you of the
incident and the additional protections that are available as listed below.

What Information Was Involved

You are receiving this letter because either yvour child is a dependent of a current or former employee of Manitou or
one of its affiliated companies, you or your family member applied for dealer a line of credit or financing with
Manitou, or you are or a family member were a personal guarantor for a line of Manitou credit or one of its affiliated
companies.

Your child’s personal information that was impacted includes_.
What We Are Doing

Upon discovery of the incident. Manitou immediately took steps to assess, isolate, and mitigate the impact of the
incident. In addition to conducting a full investigation and providing notice to you through this letter, we have taken
additional actions to improve and monitor the security of our systems.

Additionally. to help protect your child’s identity. we are providing the parents of impacted minor dependents with
access to Cyber Monitoring services for vou and your minor child for 24 months at no charge. Cyber monitoring
will Took out for vours and vour child’s personal information on the dark web and alert you if your personally
identifiable information or your child’s is found online. These services will be provided by Cyberscout. a TransUnion
company specializing in fraud assistance and remediation services.

To enroll in Cyber Monitoring services at no charge. please log on to https://bfs.cyberscout.com/activate and
follow the instructions provided. When prompted please provide the following unique code to receive services:

. Once vou have completed the enrollment for yourself. click on your name in the top right of your
dashboard and then “Add Family Member™ to enroll vour child. To complete the child’s enrollment. click on the
child’s name and provide the requested information for monitoring.
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In order for you to receive the monitoring services described above, you must enroll within 90 days from the date of
this letter. The enrollment requires an internet connection and an email account and will require enrollment by parent or
guardian first. Please note that when signing up for monitoring services, you may be asked to verily personal
information for your own protection to confirm your identity.

What You Can Do

We encourage you to contact Cyberscout with any questions and to enroll in the free identity protection services. In
addition, please review the enclosed ~Additional Resources™ section included with this letter. This section describes
additional steps you can take to help protect your child’s identity. including recommendations by the Federal Trade
Commission regarding identity theft protection. We encourage you to take full advantage of this service offering.

For More Information

We sincerely apologize for this incident and regret any inconvenience it may cause you. Representatives are available
for 90 days from the date of this letter. to assist you with questions regarding this incident, between the hours of 8:00
a.m. to 8:00 p.m. Eastern time. Monday through Friday, excluding holidays. Please call 1-833-566-5954 and supply the
fraud specialist with your unique code listed above.

Sincerely,
Alexandre Caharel IImars Nartish
Managing Director MEA Managing Director MNA

MANITOU IN MIOTION
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ADDITIONAL RESOURCES
Contact information for the three nationwide credit reporting agencies:

Equifax. PO Box 74024 1. Atlanta. GA 30374, www.equifax.com, 1-800-685-1111
Experian, PO Box 2104, Allen. TX 75013, www.experian.com, 1-888-397-3742
TransUnion. PO Box 2000. Chester. PA 19016, www.transunion.com, 1-800-888-4213

Free Credit Report: It is recommended that you remain vigilant by reviewing account statements and monitoring your
credit report for unauthorized activity. especially activity that may indicate fraud and identity theft. You may obtain a
copy of your credit report. free of charge. once every 12 months from each of the three nationwide credit reporting
agencies.

To order your annual free credit report please visit www.annualcreditreport.com or call toll free at 1-877-322-8228.

You can also order your annual free credit report by mailing a completed Annual Credit Report Request Form
(available from the U.S. Federal Trade Commission’s (“FTC™) website at www.consumer.ftc.gov) to:

Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281.

For Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico, and Vermont residents: You
may obtain one or more (depending on the state) additional copies of your credit report, free of charge. You must
contact each of the credit reporting agencies directly to obtain such additional report(s).

Filing a Police Report: You should also know that you have the right to file a police report if you ever experience
identity fraud. Please note that in order to file a crime report or incident report with law enforcement for identity theft.
you will likely need to provide some kind of proof that you have been a victim. A police report is often required to
dispute fraudulent items. You can report suspected incidents of identity theft to local law enforcement or to the Attorney
General.

Fraud Alerts: There are two tyvpes of fraud alerts you can place on your credit report to put your creditors on notice
that you may be a victim of fraud--an initial alert and an extended alert. You may ask that an initial fraud alert be
placed on your credit report il you suspect you have been, or are about to be, a victim of identity theft. An initial fraud

alert stays on your credit report for at least one year. You may have an extended alert placed on your credit report if

you have already been a victim of identity theft and you have the appropriate documentary proof. An extended fraud

alert stays on your credit report tor seven years. You can place a fraud alert on your credit report by contacting any of

the three national credit reporting agencies.

Security Freeze: You have the ability to place a security freeze, also known as a credit freeze. on your credit report
free of charge. A security freeze is intended to prevent credit, loans, and services from being approved in your name
without your consent. To place a security freeze on your credit report. you may use an online process. an automated
telephone line. or submit a written request to any of the three credit reporting agencies listed above. The following
information must be included when requesting a security freeze (note that. if you are requesting a credit report for your
spouse. this information must be provided for him/her as well): (1) full name. with middle initial and any suffixes: (2)
Social Security number: (3) date of birth: (4) current address and any previous addresses for the past 5 vears: and (3)
any applicable incident report or complaint with a law enforcement agency or the Registry of Motor Vehicles. The
request must also include a copy of a government-issued identification card and a copy of a recent utility bill or bank or
insurance statement. [ is essential that cach copy be legible. and display your name. current mailing address. and the

date ol issue.

MANITOU I8 MOTION

00001020280000

p



-*- Demonstration Powered by OpenText Exstream 06/24/2024, Version 16.4.0 64-bit -*-

Federal Trade Commission and State Attorneys General Offices: 1f you believe you are the victim of identity theft
or have reason to believe vour personal information has been misused. you should immediately contact the Federal
Trade Commission. the Attorney General's office in your home state, or your local law enforcement.

You may contact the Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW
Washington. DC 20580. www.consumer.gov/idtheft, 1-877-IDTHEFT (438-4338), TTY: 1-866-653-4201.

Fair Credit Reporting Act: You have certain rights pursuant to the Fair Credit Reporting Act. If you would like
additional information regarding your rights under the Fair Credit Reporting Act, you can review your rights by visiting
www.consumerfinance.gov/t/201504 cfpb_summary your-rights-under-fcra.pdf or by writing the Consumer Response
Center. Room 130-A. Federal Trade Commission, 600 Pennsylvania Ave. N.W., Washington, D.C. 20580. ‘

You can obtain additional information about the steps you can take to avoid identity theft from the following
agencies. The Federal Trade Commission also encourages those who discover that their information has been misused
to file a complaint with them.
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Manitou Equipment America, LLC

clo Gyperscou MANITOU

Dearborn, M|l 48120-9998

June 27. 2024

Notice of Data Breach

At Manitou North America, LLC (“Manitou™), we take your privacy seriously. For that reason, we are writing to
provide you with notice of a December 2023 cybersecurity incident that may have involved your personal
information. Although we do not have any evidence at this time that your personal information has been used in an
unauthorized way. we, as a precautionary measure, are notifying you of the incident and the additional protections
that are available to you listed below.

What Information Was Involved

You are receiving this letter because either you or your family member applied for a line of credit and/or financing
with Manitou or were a personal guarantor of a line of credit or financing.

Your personal information that was impacted includes—.

What We Are Doing

Upon discovery of the incident, Manitou immediately took steps to assess. isolate. and mitigate the impact of the
incident. In addition to conducting a full investigation and providing notice to you through this letter. we have taken
additional actions to improve and monitor the security of our systems.

In response to the incident. we are providing you with access to Triple Bureau Credit Monitoring/Triple Bureau
Credit Report/Triple Bureau Credit Score services at no charge. These services provide yvou with alerts for

twenty-four months from the date of enrollment when changes occur to any of one of yvour Experian. Equifax or

TransUnion credit files. This notification is sent to you the same day that the change or update takes place with the
bureau. In addition. we are providing you with proactive fraud assistance to help with any questions that you might
have or in the event that you become a victim of fraud. These services will be provided by Cyberscout. a TransUnion
company specializing in fraud assistance and remediation services.

To enroll in Credit Monitoring services at no charge. please log on to www.mytrueidentity.com and follow the

instructions  provided.  When prompted please provide the following unique code o receive  services:
. Inorder for you to receive the monitoring services described above. you must enroll within 90
davs from the date of this letter. The enrollment requires an internet connection and c-mail account and may not be

available to minors under the age of 18. Please note that when signing up for monitoring services. vou may be asked
to verily personal information for your own protection to confirm your identity.
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What You Can Do

We encourage you to contact Cyberscout with any questions and for guidance regarding enrollment in the free identity
protection services. In addition, please review the enclosed “Additional Resources™ section included with this letter.
This section describes additional steps you can take to help protect yourself, including recommendations by the Federal
Trade Commission regarding identity theft protection and details on how to place a fraud alert or a security freeze on
your credit file. We encourage you to take full advantage of this service offering.

For More Information

We sincerely apologize for this incident and regret any inconvenience it may cause you. Representatives are available
for 90 days from the date of this letter, to assist you with questions regarding this incident. between the hours of 8:00
am to 8:00 pm Eastern time, Monday through Friday, excluding holidays. Please call the help line at 1-833-566-5954
and supply the fraud specialist with your unique code listed above.

Sincerely,

IImars Nartish
Managing Director

MANITOU i
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ADDITIONAL RESOURCES
Contact information for the three nationwide credit reporting agencies:

Equifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com. 1-800-685-1111
Experian, PO Box 2104, Allen, TX 75013, www.experian.com, 1-888-397-3742
TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com. 1-800-888-4213

Free Credit Report: It is recommended that you remain vigilant by reviewing account statements and monitoring your
credit report for unauthorized activity, especially activity that may indicate fraud and identity theft. You may obtain a
copy of your credit report, free of charge, once every 12 months from cach of the three nationwide credit reporting
agencies.

To order your annual free credit report please visit www.annualereditreport.com or call toll free at 1-877-322-8228.

You can also order your annual free credit report by mailing a completed Annual Credit Report Request Form
(available from the U.S. Federal Trade Commission’s (“FTC™) website at www.consumer.ftc.gov) to:

Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281.

For Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico, and Vermont residents: You
may obtain one or more (depending on the state) additional copies of your credit report. free of charge. You must
contact each of the credit reporting agencies directly to obtain such additional report(s).

Filing a Police Report: You should also know that you have the right to file a police report if you ever experience
identity fraud. Please note that in order to file a crime report or incident report with law enforcement for identity theft,
you will likely need to provide some kind of proof that you have been a victim. A police report is often required to
dispute fraudulent items. You can report suspected incidents of identity theft to local law enforcement or to the Attorney
General.

Fraud Alerts: There are two types of fraud alerts you can place on your credit report to put your creditors on notice
that you may be a victim of fraud--an initial alert and an extended alert. You may ask that an initial fraud alert be
placed on your credit report if you suspect you have been, or are about to be. a victim of identity theft. An initial fraud
alert stays on your credit report for at least one year. You may have an extended alert placed on your credit report if
vou have already been a victim of identity theft and you have the appropriate documentary proof. An extended fraud
alert stays on your credit report for seven years. You can place a fraud alert on vour credit report by contacting any of
the three national credit reporting agencies.

Security Freeze: You have the ability to place a security freeze. also known as a credit freeze. on your credit report
[ree of charge. A security freeze is intended to prevent credit. loans. and services from being approved in your name
without your consent. To place a security freeze on your credit report. you may use an online process. an automated
telephone line. or submit a written request to any of the three credit reporting agencies listed above. The following
information must be included when requesting a security freeze (note that. if you are requesting a credit report for your
spouse. this information must be provided for him/her as well): (1) full name. with middle initial and any suffixes: (2)
Social Security number; (3) date of birth; (4) current address and any previous addresses for the past 5 years: and (5)
any applicable incident report or complaint with a law enforcement agency or the Registry of Motor Vehicles. The
request must also include a copy of a government-issued identification card and a copy of a recent utility bill or bank or
insurance statement. It is essential that each copy be legible. and display your name. current mailing address. and the
date ol issue.
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Federal Trade Commission and State Attorneys General Offices: I vou believe you are the victim of identity theft
or have reason to believe your personal information has been misused. you should immediately contact the Federal
Trade Commission, the Attorney General’s office in your home state. or vour local law enforcement.

You may contact the Federal Trade Commission, Consumer Response Center. 600 Pennsylvania Avenue, NW
Washington, DC 20580, www.consumer.gov/idtheft, 1-877-IDTHEFT (438-4338). TTY: 1-866-653-42061.

Fair Credit Reporting Act: You have certain rights pursuant to the Fair Credit Reporting Act. If you would like
additional information regarding your rights under the Fair Credit Reporting Act, you can review your rights by visiting
www.consumerfinance.gov/f/201504 cfpb summary your-rights-under-fera.pdf or by writing the Consumer Response
Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W.. Washington. D.C. 20580.

You can obtain additional information about the steps you can take to avoid identity theft from the following

agencies. The Federal Trade Commission also encourages those who discover that their information has been misused
to file a complaint with them.

MANITOU
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Manitou Equipment America, LLC

co Cybersot MANI

Dearborn, M| 48120-9998

June 27, 2024

Notice of Data Breach

Dear-,

We take your privacy seriously at Manitou Equipment America, LLC and Manitou North America, LLC
(successors-in-interest to Gehl Company, and collectively referred to herein as “Manitou™). For that reason, we are
writing to provide you with notice of a recent cybersecurity incident that may have involved your personal
information. Although we do not have any evidence at this time that your personal information has been used in an
unauthorized way, we, as a precautionary measure, are notifying you of the incident and the additional protections
that are available to you listed below.

What Information Was Involved

You are receiving this letter because either you or a family member were an employee or supplier of Manitou or one
of its affiliated companies, or because you or your family member applied for a line of credit or dealer financing with
Manitou, or you or a family member were a personal guarantor of a line of credit or financing. Your personal
information that was impacted includes

What We Are Doing

Upon discovery of the incident, Manitou immediately took steps to assess. isolate, and mitigate the impact of the
incident. In addition to conducting a full investigation and providing notice to you through this letter, we have taken
additional actions to improve and monitor the security of our svstems.

Additionally, to help protect your identity. we are providing vou with access to Triple Bureau Credit
Monitoring/Triple Bureau Credit Report/Triple Bureau Credit Score services at no charge. These services
provide you with alerts for twenty-four months from the date of enrollment when changes occur to any of one of your
Experian, Equifax, or TransUnion credit files. This notification is sent to you the same day that the change or update
takes place with the bureau. In addition. we are providing yvou with proactive [raud assistance to help with any
questions that you might have or in the event that vou become a victim ol fraud. These services will be provided by
Cyberscout. a TransUnion company specializing in fraud assistance and remediation services.,

To enroll in Credit Monitoring services at no charge. please log on to www.mytrueidentity.com and follow the

instructions  provided. When prompted please provide the following unique code to receive services:
. In order for you to receive the monitoring services described above. vou must enroll within 90
days from the date of this letter. The enrollment requires an internet connection and e-mail account and may not be

available to minors under the age ol I8. Please note that when signing up for monitoring services. you may be asked
to verify personal information for your own protection to confirm your identity.
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What You Can Do

We encourage you to contact Cyberscout with any questions and for guidance regarding enrollment in the free identity
protection services. In addition, please review the enclosed ~Additional Resources™ section included with this letter.
This section describes additional steps you can take to help protect yourself. including recommendations by the I'ederal
Trade Commission regarding identity theft protection and details on how to place a fraud alert or a security freeze on
your credit file. We encourage you to take full advantage of this service offering.

For More Information

We sincerely apologize for this incident and regret any inconvenience it may cause you. Representatives are available
for 90 days from the date of this letter, to assist you with questions regarding this incident, between the hours of 8:00
am to 8:00 pm Eastern time, Monday through Friday. excluding holidays. Please call the help line 1-833-566-5954 and
supply the fraud specialist with your unique code.

Sincerely,
Alexandre Caharel IImars Nartish
Managing Director MEA Managing Director MNA

MANITOU
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ADDITIONAL RESOURCES
Contact information for the three nationwide credit reporting agencies:

Equifax, PO Box 74024 1. Atlanta. GA 30374, www.equifax.com, 1-800-685-1111
Experian, PO Box 2104, Allen, TX 75013, www.experian.com, 1-888-397-3742
TransUnion, PO Box 2000. Chester. PA 19016, www.transunion.com. 1-800-888-4213

Free Credit Report: It is recommended that you remain vigilant by reviewing account statements and monitoring your
credit report for unauthorized activity. especially activity that may indicate fraud and identity theft. You may obtain a
copy of your credit report, free of charge. once every 12 months from each of the three nationwide credit reporting

agencies.

To order your annual free credit report please visit www.annualereditreport.com or call toll free at 1-877-322-8228.

o
\ 2]
o
You can also order your annual free credit report by mailing a completed Annual Credit Report Request Form §
(available from the U.S. Federal Trade Commission’s (“FTC™) website at www.consumer.ftc.gov) to: S
o
o
o
o
Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281.
o

For Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico, and Vermont residents: You
may obtain one or more (depending on the state) additional copies of your credit report, free of charge. You must
contact each of the credit reporting agencies directly to obtain such additional report(s).

Filing a Police Report: You should also know that you have the right to file a police report if you ever experience
identity fraud. Please note that in order to file a crime report or incident report with law enforcement for identity theft,
you will likely need to provide some kind of proof that you have been a victim. A police report is often required to
dispute fraudulent items. You can report suspected incidents of identity theft to local law enforcement or to the Attorney
General.

Fraud Alerts: There are two types of fraud alerts you can place on your credit report to put your creditors on notice
that you may be a victim of fraud--an initial alert and an extended alert. You may ask that an initial fraud alert be
placed on your credit report if you suspect you have been. or are about to be. a victim of identity theft. An initial fraud
alert stays on your credit report for at least one vear. You may have an extended alert placed on your credit report if
you have already been a victim of identity theft and you have the appropriate documentary proof. An extended fraud
alert stays on your credit report for seven years. You can place a fraud alert on your credit report by contacting any of
the three national credit reporting agencics.

Security Freeze: You have the ability to place a security freeze. also known as a credit freeze, on your credit report
free of charge. A security freeze is intended to prevent credit. loans. and services from being approved in your name
without your consent. To place a security freeze on vour credit report. you may use an online process. an automated
telephone line, or submit a written request to any ol the three credit reporting agencies listed above. The following
information must be included when requesting a security freeze (note that. if vou are requesting a credit report for your
spouse. this information must be provided for him her as well): (1) full name. with middle initial and any suffixes: (2)
Social Security number: (3) date of birth: (4) current address and any previous addresses for the past 5 years: and ()
any applicable incident report or complaint with a law enforcement agency or the Registry of Motor Vehicles. The
request must also include a copy of a government-issued identification card and a copy of a recent utility bill or bank or
insurance statement. It is essential that each copy be legible. and display yvour name. current mailing address. and the
date of issue.

MANITOU
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Federal Trade Commission and State Attorneys General Offices: If you believe you are the victim of identity theft
or have reason to believe your personal information has been misused. you should immediately contact the Federal
Trade Commission. the Attorney General’s office in vour home state. or your local law enforcement.

You may contact the Federal Trade Commission. Consumer Response Center, 600 Pennsylvania Avenue. NW
Washington, DC 20580, www.consumer.gov/idtheft. 1-877-IDTHEFT (438-4338). TTY: 1-866-653-4201.

Fair Credit Reporting Act: You have certain rights pursuant to the Fair Credit Reporting Act. If you would like
additional information regarding vour rights under the Fair Credit Reporting Act, you can review your rights by visiting
www.consumerfinance.gov/f/201504 cfpb summary your-rights-under-fera.pdf or by writing the Consumer Response
Center, Room 130-A. Federal Trade Commission. 600 Pennsylvania Ave. N.W., Washington, D.C. 20580.

You can obtain additional information about the steps you can take to avoid identity theft from the following

agencies. The Federal Trade Commission also encourages those who discover that their information has been misused
to file a complaint with them.

MANITOU





