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RE: Notice of Data Breach 

I am writing on behalf of The Biltmore Company, LLC ("Biltmore" or the "Company") with important information about
a data security incident involving our online retail store where we sell wine and other retail items. Biltmore takes the
protection and proper use of your personal information very seriously. We are writing to share information about this
incident, provide details about the steps we have taken in respo <>e to this incident, and to explain the steps you
can take to protect your personal information. We a�o��ouny misuse of your information at this time, but
we write to you out of an abundance of caution. 
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What Happened: 

Biltmore's online store (biltmoreshop.com) is a website where consumers may purchase wine and retail products.
On February 16, 2024, Biltmore was notified of a security incident impacting its online store, which is hosted by a
third-party vendor. Biltmore immediately engaged its incident response team, including an external forensics and
cybersecurity firm, to support its investigation, defense, and recovery. Through these actions, Biltmore contained the 
incident as of February 23, 2024. A forensic investigation was then conducted that confirmed that an unauthorized 
malicious party acquired payment card information from individuals who made purchases in our online retail store
beginning on December 5, 2023. Over the past several weeks, we undertook an extensive review of the incident
to ensure that we accurately report the affected categories of data and individuals. Biltmore's other technology
systems, including those related to ticket sales, hotel stays, and in-person purchases made on-site at Biltmore
properties, were not impacted by this incident. Please note, Biltmore is not aware of any misuse of your information
including identity theft, fraud, or financial losses resulting from this incident and this notice was not delayed by a law
enforcement investigation.

What Information Was Involved: 

The incident involved your name, address, email address, payment card number, expiration date, and Card
Verification Value ("CVV") or similar security code. Biltmore does not store your full payment card information.

What We Are Doing: 

We have taken comprehensive actions to mitigate the incident, including notifying the FBI, undertaking a full forensic
investigation, and temporarily closing our online retail store.
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Federal Trade Commission and State Attorneys eneral O ces. I  you elieve you are the victim o  identity 
the t or have reason to elieve your personal in ormation has een misused, you should immediately contact the 
Federal Trade Commission and/or the Attorney General s o ce in your home state. ou may also contact these 
agencies or in ormation on ho  to prevent or minimi e the risks o  identity the t.

ou may contact the Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, 
N , ashington, DC 20580, . tc.gov/ cp/edu/microsites/idthe t/, 1 877 IDT EFT 8 8 .

For Massachusetts residents: ou may contact the O ce o  the Massachusetts Attorney General,  
1 Ash urton Place, oston, MA 02108, 1 617 727 8 00, .mass.gov/ago/contact us/html 

Reporting of identity theft and obtaining a police report.

For Massachusetts residents: ou have the right to o tain a police report i  you are the victim o   
identity the t.






