WILLIAM H. BREWER
Certified Public Accountant
858 Washington Street
P.O. Box 306
Bath, Maine 04530

(207) 443-9759

Notice of Data Breach

What Happened

We are writing to inform you of a recent security incident at William H. Brewer & Co.,
CPA (Brewer). In late February of this year, Brewer experienced an unauthorized breach of our
servers. We do not know when the breach first occurred but on February 29, 2024, Brewer’s two
servers were discovered to be encrypted. There is no evidence that any data was extracted,
however it cannot be ruled out. We are providing notice that as a result of the breach incident,
personally identifiable information (PII) relating to you which existed on our computer system
may have been accessed or even transferred during the event.

What Information Was Involved

We understand that the PII potentially accessed or taken may include Social Security
numbers (SSN’s), tax identification numbers, birthdates, bank account numbers, and telephone
and address information from such files, among other information that was located on our
system.

What We Are Doing

Brewer has consulted with IT experts, computer security experts, a forensic consultant
and retained counsel to assist in our response to this incident. Although forensic efforts continue,
the investigation suggests that your PII may have been exposed and/or exfiltrated during the
incident. Please note, we have received no information to date that any individual’s PII has in
fact been taken or otherwise used.

We are offering to pay for the costs of credit monitoring/identity theft protection for you
from Equifax Complete Premier for the next 18 months and would urge you to lock your credit
with the credit reporting agencies if you have not already done so. Credit locking/freezing is
addressed in a separate section below. While some commentators believe that third party credit
and/or identity theft monitoring is unnecessary if your credit reports are locked, we leave that
decision to you. If you decide you do want the credit monitoring option, please email us at
office@whbrewercpa.com or phone (207) 443-9759 and we will provide you with details on how
to enroll.

Massachusetts Mandated Notice Information

Under Massachusetts law, you have the right to obtain any police report filed in regard to
this incident. If you are the victim of identity theft, you also have the right to file a police report
and obtain a copy of it.
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What You Can Do

The principal risks from stolen PII include unauthorized credit risks and risks to
governmental transactions including tax returns and government benefits. Attached to this email
is a pamphlet from the Social Security Administration reflecting governmental resources and
further specific links for reporting and monitoring.

With respect to unauthorized credit risks, it is recommended that you immediately lock
down your credit reports with each of the credit rating agencies (E.g. Equifax, Transunion,
Experian, etc.) if you have not already done so. When locked, no third parties are allowed to
make credit inquiries even if they have your social security number, unless and until you unlock
your account for that purpose. Further information on this process is available here;

hitps:/www.nerdwalles.com/article/ finance/how- to-frecze-credit.

In short, you may place a security freeze on your credit reports, free of charge. A security
freeze prohibits a credit reporting agency from releasing any information from a consumer's
credit report without written authorization. However, please be aware that placing a security
freeze on your credit report may delay, interfere with, or prevent the timely approval of any
requests you make for new loans, credit mortgages, employment, housing or other services.
Please remember, under federal law, you cannot be charged to place, lift, or remove a security
freeze.

You must place your request for a freeze with each of the three major consumer reporting
agencies: Equifax (www.equifax.com); Expertan (www.experian.com); and TransUnion
(www.transunion.com). To place a security freeze on your credit report, you may send a written
request by regular, certified or overnight mail to the addresses below. You may also place a
security freeze through each of the consumer reporting agencies' websites or over the phone,
using the contact information below:

Equifax Security Freeze

P.O. Box 105788

Atlanta, GA 30348

1-800-349-9960

https:: ‘www.equifax.com ‘personal/credit-report-services/

Experian Security Freeze

P.O. Box 9554

Allen, TX 75013

[-888-397-3742

https: 'www.experian.com/freeze/center. himl

TransUnion Security Freeze
P.O. Box 160

Woodlyn, PA 19094
1-888-909-8872

hitps://www.iransunion,com;/ credit -freeze
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In order to request a security freeze, you will need to provide some or all of the following
information to the credit reporting agency, depending on whether you do so online, by phone, or
by mail;

1. Your full name (including middle initial as well as Ir, Sr, IL, 1T, etc.);

2. Social Security Number;

3. Date of birth;

4. If you have moved in the past five (5) years, the addresses where you have lived over the
prior five vears;

5. Proof of current address, such as a current utility bill, telephone bill, rental agreement, or
deed;

6. A legible photocopy of a government issued identification card (state driver's license or
ID card, military identification, etc.);

7. Social Security Card, pay stub, or W2; and

8. If you are a victim of identity theft, include a copy of either the police report,
investigative report, or complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one (1) to three (3) business days after receiving your
request to place a security freeze on your credit report, based upon the method of your request.
The credit bureaus must also send written confirmation to you within five (5) business days and
provide you with a unique personal identification number (PIN) or password (or both) that can
be used by you to authorize the removal or lifting of the security freeze. It is important to
maintain this PIN/password in a secure place, as you will need it to lift or remove the security
freeze.

To lift the security frecze to allow a specific entity or individual access to your credit
report, you must make a request to each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the secunity freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. You may also temporarily lift
a security freeze for a specified period of time rather than for a specific entity or individual,
using the same contact information above. The credit bureaus have between one (1) hour (for
requests made online) and three (3) business days (for request made by mail) after recelving your
request to lift the security freeze for those identified entities or for the spectfied period of time.

To remove the security freeze, you must make a request to each of the credit reporting
agencies by mail, through their website, or by phone (using the contact information above). You
must provide proper identification (name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit bureaus
have between one (1) hour (for requests made online) and three (3) business days (for requests
made by mail) after receiving your request to remove the security freeze.

You may also place a fraud alert on your credit report. A fraud alert makes it more
difficult for someone to open a new credit account in your name. A business must verify your
identity before it issues new credit in your name. When you place a fraud alert on your credit
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report, you can get a free copy of your credit report from each of the three credit bureaus. A fraud
alert typically lasts for one year but can be renewed thereafter. To place a fraud alert, you may do
so through any one of the three credit bureaus mentioned above, Equifax, Experian, and
TransUnion. You do not need to contact all three credit bureaus. The credit bureau you contact
must tell the other two credit bureaus. More information about fraud alerts and security freezes
can be found at the Federal Trade Commission’s website, here: hitps://www.fic.gov/,

Federal Trade Commission

600 Pennsylvania Avenue, NW

Washington, DC 20580

(202) 326-2222

hitps://consumer. ftc.gov ='artic.l@s/‘\a-h_at-know~about—credit-freezes~fraud-alerts

Credit Monitoring

While some commentators believe that third party credit and/or identity theft monitoring
is unnecessary if your credit reports are locked, we leave that decision to you and are offering to
pay for the costs of credit monitoring/identity theft protection for you from Equifax Complete
Premier! for the next 18 months. Please contact us by email (office@whbrewercpa.com), mail
or phone (207) 443-9759 and we will provide you with details on how to enroll.

More Information

We are in the process of reporting the incident to the relevant law enforcement
authorities. While such events have unfortunately become much more commonplace, we
apologize in advance for any inconvenience resulting from this incident. Please contact us if you
have any questions regarding this notice or believe you have been impacted by the incident other
than as reported in this letter.

Regards,

Dated: April , 2024 itliwm A Brewer

Enclosure

' The Equifax Complete Premier per person plan is described here:

B
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