THE COMMONWEALTH OF MASSACHUSETTS
EXECUTIVE OFFICE OF LABOR AND WORKF.RCE DEVELOPMENT
DEPARTMENT OF UNEMPLOYMENT ASSSSTANCE

MAURA HEALEY LAUREN E. JONES

GOVERNOR ' y SECRETARY
KIM DRISCOLL KATIE DISHNICA
DIRECTOR

LIEUTENANT GOVERNOR

May 21, 2024

DearfiRNY

I am writing to notify you of an unauthorized acquisition of your personal information.
The unauthorized individuals who received your personal information through no fault of
their own were told by a Dept. of Unemployment Assistance (DUA) employee to delete
and destroy the document containing the information. <

Attached is a notice required under Massachusetts General Laws Chapter 93H that
describes your right to place a security freeze on your credit reports free of charge and
provides related information.

Additionally, DUA is offering you credit monitoring services for 24 months through
Experian’s IdentityWorks at no cost to you. Please see the additional information
provided at the end of this letter. If you wish to enroll in these services, you will need to
do so by 5:59 p.m. Central Time on April 29, 2025, by visiting the Experian website
(https://www.experianidworks.com/3bplus) and providing your activation code:
SR You will also need to provide the following Engagement Number:

DUA places the utmost importance on protecting the conﬁdenﬁahty and security of all
personal information in its custody. Accordingly, DUA regrets this incident, and we
apologize for any concern it may give you.

If you have any que stions about this matter, please do not hesrcate to call me at
(617) 626-5085.

i

S1ncere1y,

‘/thn P. Bosse

Assistant Chief Counsel

¥

100 CAMBRIDGE STREET + SUITE 400 - BOS‘ﬁON, MA 02114
www.mass.gov/dua



' ‘ CHKﬁTER 93H
CHUSETTS GENERAL LAWS P |
MASSA NOTICE REQUIREMENTS o

have the right to obtain any police report filed in regard to this

Under Massachusetts law, you have the right to file a police report and

. incident. If you are the victim of identity theft, you also
" obtain a copy of it. :

You may also place a security freeze on your clfedit regorts, frev.? ofg‘harge. An ::(I:rl:;‘ﬁ}; .gl;eeczlzi:
prohibits a credit reporting agency from releasing any information o:n a coa Tty froozs 00
report without written authorization. However, please be avv'arg that p aclglg e osts 700,
your ctedit repott may delay, interfere with, or prevent thg timely approval of any ! qf g
make for new loans, credit mortgages, employment, hous_mg or othyr services. Under federal
law, you cannot be charged»,,.go-place, lift, or remove a security fre,eze.

You must place your request for a freeze with each of the thre?majpr consumer regox:tmg
agencies: Equifax (www.equifax.com); Experian (www.expenel.n.g?m);,and Trans mc;’n it
(www.transunion.com). To place a security freeze on your credit réport, you may seg a written
request by regular, certified or overnight mail at the addresse§ below. S'(ou may alsoplace a
security freeze through each of the consumer reporting agencies’ websites or over the phone,
using the contact information below:

Equifax Security Freeze )
P.O. Box 105788 _
Atlanta, GA 30348 ‘ o - '“‘
1-800-349-9960 :
https://www.equifax.com/personal/credit-report-services/

Experian Security Freeze

P.O. Box 9554

‘Allen, TX 75013

1-888-397-3742 : o
https://www.experian.com/freeze/center.html

TransUnion Security Freeze : ‘ »
P.O. Box 160 . o

Woodlyn, PA 19094 | -
1-888-909-8872 o

https://www.transunion.com/credit-freéze

In order to request a security ffeeze, you will need to provide soméf*br all of the following

information to the credit reporting agency, depending on whether you do so onliae, by phone, or
by mail: , . : '

1. Your full name (including middle initial as well és Ir., Sf, IL, I, etc.);
2. Social Security Number; ’ :
3. Date of birth; : |



4. If you have moved in the past five (5) years, the addresses where you have _ﬁyed over

6. A legible photocopy of a government
or ID card, military identification, etc.);
7. Social Security Card, pay stub, or W2, -
“8. If you are a victin of identity theft, include a copy of either the police report,

investigative report, 'or complaint to a law enforcement agency concetning identity theft.

the prior five years; - . o )
5, Proof of current address, such as a current utility bill, telgphone bill, rental agreement,
or deed; i ‘ . .
issued identification card (state driver’s license -

The credit reporting agencies have one (1) to three (3) business days after receiving your request
to pl?cc a security freeze on your credit report, based upon the method of your request. The
credl‘t bureaus must also send written confirmation to you within five (5) business days and
;provide you with a unique personal identification number (PIN) ot password (or both) that can .
be t.xsec} by you to authorize the removal or lifting of the security freeze. It is important to
xflrazéleetam this PIN/password in a secure place, as you will need it to lift or remove the security

To lift the security freeze in order to allow a specific entity or individual access to your credit
repi(;r’t, you must make a request to each of the credit reporting agencies by mail, through their
;ﬁ:n ;}E, 4:;‘ by phone (using the contact information above). You must provide proper-
.passwo:?l ‘;1; ‘S}gc;l{(dmg name, address, and social security number) and the PIN number or
passro orl;ndi _:’1 gua lo you when you placed the security freeze, as well as the identities of those
o ecutty floome for : Zou ;\;ould like to receive your credit report.iYou may also temporarily lift
using the same contact pe; ed Penod of time rathm: than for a spegific entity or individual,
Yeaquests madie oaling) ;éldot;rmnatxon above. The credit bureaus have between one (1) hour (for
request to Lt the - ee (3) busxne§s days (for request made by mail) after receiving your
security freeze for those identified entities or forithe specified period of time.

To remo i : ":\;

by mail, ‘t,lfrgfglsiefl?:il:ywﬁ:eie’ you must make a request to each of the credit reporting agencies

provide proper identificati site, or by phone (using the contact information above). You must

" password provided ¢ ication (name, address, and social security niimber) and the PIN number or

one (1) hour (for reqig,s(;:r::g: ggllil Pl)aceg tﬂh;re security freeze. The credit bureaus have between
i ne) and three (3) busi S : .

after receiving your request to remove the securit}f fzeel;e:.n % days {for equests mado by medl



HOW TO ACTIVATE YOUR 24-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP:

To help protect your identity, the Massachuset:cs Department of
Unemployment Assistance (DUA) is offering compl%mentary access to
Experian IdentityWorksSM for 24 months.

If you believe there was fraudulent use of your information as a result .of the
unauthorized disclosure of your personal information and would like to
discuss how you may be able to resolve those issues, please reach out to an
Experian agent. If, after discussing your situation with an agent, it 1is
determined that identity restoration support is needed, then an Experian
Identity Restoration agent will be available to work with you to investigate
and resolve each incident of fraud that occurred (including, as appropriate,
helping you with contacting credit grantors to dispute charges and close
accounts; assisting you in placing a freeze on your credit file with the three
major credit bureaus; and assisting you with contacting government agencies
to help restore your identity to its proper condition).

Please note that Identity Restoration is available to you for 24 months from the date
of the letter from the Massachusetts Department of Unemployment Assistance
notifying you of the unauthorized disclosure of your personal information and does
not require any action on your part at this time. The Terms and Conditions for this
offer are located at www.ExperianIDWorks.com/restoration.

While identity restoration assistance is immediately ava%ilable to you, we also
encourage you to activate the fraud detection tools available through
Experian IdentityWorks as a complimentary 24-month membership. This
product provides you with superior identity detectiop and resolution of
identity theft. To start monitoring your personal information, please follow
the steps below:

:
i
#

» Ensure that you enroll by 5:59 p.m. Central Timefon April 29, 2025
(Your code will not work after this date.)
= Visit the Experian IdentityWorks website to enroll:
https://www.experianidworks.com/3bplus
Provide your activation code: (i [ IR ;
If you have questions about the product, need assigtance with Identity
Restoration that arose as a result of the unauthorized disclosure of your
personal information or would like an alternative to, enrolling in Experian
IdentityWorks online, please contact Experian’s customer care team at
1-877-890-9332 by 5:59 p.m. Central Time on April 29, .‘?}025. Be prepared to
provide engagement number (NI as proof of eligibility for the Identity
Restoration services by Experian. E

ks



ADDITIONAL DETAILS REGARDING YOUR 24—M:ONTH EXPERIAN
IDENTITYWORKS MEMBERSHIP

A credit card is not required for enrollment in ExperiariéldgntityWorks. You
can contact Experian immediately regarding any fral;%d issues, and have
access to the following features once you enroll in Experian IdentityWorks:

= Experian credit report at signup: See what information is associated
with your credit file. Daily credit reports are available for online
members only.*

* Credit Monitoring: Actively monitors Experian, Equifax and
Transunion files for indicators of fraud. B

» Internet Surveillance: Technology searches the web, chat rooms &
bulletin boards 24/7 to identify trading or selling of your personal
information on the Dark Web.

» Identity Restoration: Identity Restoration specialists are
immediately available to help you address credit and non-credit related
fraud. 3

» Experian IdentityWorks ExtendCARE™: You receive the same
high-level of Identity Restoration support even after your Experian
IdentityWorks membership has expired. i

» $1 Million Identity Theft Insurance**: Provides coverage for certain
costs and unauthorized electronic fund transfers. |

i
* Offline members will be eligible to call for additional reports quarterly after enrolling. i

** The Identity Theft Insurance is underwritten and administered by American Bankers Insﬁrance Company of Florida, an Assurant

pomggcgy. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all
jurisdictions. ;



