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«<<Date>> (Format: Month Bay, Year)

<<first_name>> <<middie_name>>» <<iast_name>> <<suffi>>
<<address_1>»

<<gddress Z>>

<<gity=>, <<glates_province>» <<pcstial_cods>>

<<oouniry >

Notice of Data Breach
Dear <<first_name>> <<middie_namebx> <<last_namear> <<suffixss,

Communication is the cornerstone of what we do, and that includes how we connect with you, Maintaining your trust
is always our number one priority, especially when it comes to protecting your privacy data and security. It also means
being transparent when we encounter setbacks.

We are writing to let you know of a recent security breach at one of our vendors, which involved some of your personal
information. Below is a description of what happened and resources available to you o protect yourself,
What Happened?
Broadvoice was recently notified by one of our vendors that they had been the victim of a security breach in late
December 2020.
What Information Was Involved?
We shared some personal informaticn with that vendor, which may have included your name, Social Security number,
Tax ID number or financial account information. We do not have any evidence that the data was misused to commit
identity theft or fraud.
What We Are Doing.
Although we have no evidence any data was misused, we are offering free identity monitoring services for 24 months
for anyone whose information was impacted. These services include Credit Monitoring, Web Watcher, Public Persona,
Quick Cash Scan, $1 Million Identity Fraud Loss Retmbursement, Fraud Consuitation, and Identity Theft Restoration.
Visit https://enroll.idheadquarters.com to activate and take advantage of your identity monitoring services.
You have until July 20, 2021 to activate your identity monitoring services.
Membership Number: <<fember fi>>

Additional information describing these services is included in the attachment to this letter.

What You Can Do.
¢ We recommend signing up for the complimentary identity maonitoring heing offered.

« |tis always a good idea to remain vigilant against threats of identity theft or fraud and to regularly review and
monitor your account statements and credit history for any signs of unauthorized transactions or activity.

» Do not use the same password for multiple accounts that you access through the internet. Create a strong
unigue password for every online account you have,

* Never give anyone else your login name and password for your account.
Additienal information about helping protect yourself against identity theft or fraud is included in this communication.

For More information.
If you have any additional questions, you can contact us at privacy@broadvoice.com or you can call 888-261-3444,

Sincerely,
Jim Murphy
CEQ

Broadvoice
ELN-8405



KROLL

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES

You have been provided with access to the following services' from Krolk:

Single Bureau Credit Monitoring

You will receive alerts when there are changes to your credit data—-for instance, when a new line of credit is applied for
in your name. If you do not recognize the activity, you'll have the option to call a Kroll fraud specialist, who will be able to
help you determine if it is an indicator of identity theft,

Web Watcher

Web Watcher moniors internet sites where criminals may buy, sell, and trade personal identity information. An alert will
be generated if evidence of your personal identity information is found.

Public Persona

Pubiic Persona monitors and notifies when names, aliases, and addresses become associated with your Social Security
number, If information is found, you will receive an alert.

Quick Cash Scan

Quick Cash Scan monitors short-term and cash-advance foan sources. You will receive an alert when a loan is reported,
and you can call a Kroll fraud specialist for more information,

$1 Million identity Fraud Loss Reimbursement

Reimburses you for out-of-pocket expenses lotaling up to $1 million in covered legal costs and expenses for any cne
stolen identity event. All coverage is subject to the conditions and exclusions in the policy.

Fraud Consultation

You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most effective
ways to protect your identity, explaining your rights and protections under the law, assistance with fraud alerts, and
interpreting how personal information is accessed and used, including investigating suspicious activity that could be tied
to an identity theft event,

Identity Theft Restoration

If you become a victim of identity theft, an experienced Kroll licensed investigator will work on your behalf to resolve
related issues. You will have access to a dedicated investigator who understands your issues and can do most of the
work for you. Your investigator will be able to dig deep to uncover the scope of the identity theft, and then work to
resolve it.

1 Kroll's activation website is only compatibie with the current version or one version earlier of Chrome, Firefox, Safari and Edge.
To receive credit services, you must be over the age of 18 and have established credit in the U.5,, have a Social Security number in your name, and have
a U.S. residential address associated with your credit file.



More Information About ldentity Protection
INFORMATION ON OBTAINING A FREE CREDIT REPORT

tJ.S. residents are entitled under U.S. law to one free credit report annually from each of the three major credit bureaus.
To arder your free credit reports, visit www.annualcreditreport.com or call toli-free (877) 726-1014.

INFORMATION ON IMPLEMENTING A FRAUD ALERT OR SECURITY FREEZE

You can contact the three major credit bureaus at the addresses below to place a fraud alert on your credit report. A
fraud alert indicates to anyone requesting your credit file that you suspect you are a possible victim of fraud. A fraud
alert does not affect your ability to get a loan or credit. Instead, it alerts a business that your personal information might
have been compromised and requires that business to verify your identity before issuing you credit. Although this may
cause some short delay if you are the one applying for the credit, it might protect against someone else obtaining credit
in your name.

A security freeze prohibits a credit reporting agency from releasing any information from a consumer’s credit report
without written authorization. However, please be aware that placing a security freeze on your credit report may delay,
interfere with, or prevent the timely approval of any requests you make for new loans, credit, mortgages, employment,
housing, or other services. A credit reporting agency may not charge you to place, temporarily lift, or permanently
remove a security freeze.

To place a fraud alert or security freeze on your credit report, you must contact the three credit bureaus below:

Equifax Experian TransUnion

Consumer Fraud Division Credit Fraud Center TransUnion LEC

P.0. Box 740256 P.O. Box 9554 P.O. Box 2000

Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19022-2000
(888) 766-0008 (888) 397-3742 {800) 680-7289
www.equifax.com WWW.experian.com www. fransunion.com

To request a security freeze, you will need to provide the following information:
1. Your full name (including middle initial as well as Jr, S, li, Hi, etc.);
2. Social Security humber;

3. Date of birth;

4

If you have moved in the past five (5) years, the addresses where you have lived during those prior
five years;

Proof of current address such as a current utility bill or telephone bill; and

A legible photocopy of a government-issued identification card {state driver’s license or 1D card, military
identification, etc.).

o W

You may also contact the U.S. Federal Trade Commission {(“FTC”} for further information on fraud alerts, security freezes,
and how to protect yourself from identity theft. The FTC can be contacted at 400 7th St. SW, Washington, D.C. 20024;
telephone {877} 382-4357; or www.consumer.gov/idtheft.

ADDITIONAL RESOURCES

Your state attorney general may also have advice on preventing identity theft, and you should report instances of known
or suspected identity theft to law enforcement, your state attorney general, or the FTC,

California Residents: Visit the California Office of Privacy Protection {htips://oag.ca.gov/privacy) for additional
information on protection against identity theft.

lowa Residents: The attorney general can be contacted at Office of Attorney General of lowa, Hoover State Office
Building, 1305 E. Walnut Street, Des Moines, |1A 50319, +1 {515} 281-5164, www.lowaattorneygeneral.gov.

Kentucky Residents: The attorney general can be contacted at Office of the Attorney General of Kentucky, 700 Capitol
Avenue, Suite 118 Frankfort, Kentucky 40601, www.ag.kyv.gov, +1 {502} 696-5300.

Maryland Residents: The attorney general can be contacted at Office of Attorney General, 200 St. Paul Place, Baltimore,
MD 21202; +1 (888) 743-0023; or www.oag.state.md.us.

Massachusetts Residents: Under Massachusetts law, you have the right to obtain any police report filed in connection
10 the incident. If you are the victim of identity theft, you also have the right to file a police report and obtain a copy of it.



North Carolina Residents: The attorney general can be contacted at 95001 Mall Service Center, Raleigh, NC 27699-5001;
+1 (919) 716-6400; or www.ncdoj.gov.

New Mexico Residents: You have rights under the federal Fair Credit Reporting Act (FCRA), which governs the collection
and use of information pertaining to you by consumer reporting agencies, For more information about your rights under
the FCRA, please visit www.consumer ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf or www.ftc.gov.

Oregon Residents: The attorney general can be contacted at Oregon Department of Justice, 1162 Court Street NE,
Salem, OR 97301-4096, +1 (877) 877-9332 (toll-free in Oregon}, +1 (503} 378-4400, www,dg] state orus.

Rhode Island Residents: The attorney general can be contacted at 150 South Main Street, Providence, RI02903; +1 {401}
274-4400; or www.riag.ri.gov. You may also file a police report by contacting local or state law enforcement agencies.



