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NOTICE OF DATA BREACH

We are writing to inform you of a data security incident which occurred between January 28, 2021 and
March 26, 2021 that may have affected the confidentiality of some of your personal information, including
your driver's license number.

What We Are Doing

We identified the unauthorized activity and immediately took action to address it. We take our
responsibility to safeguard personal information seriously, and we have enhanced our security controls to
help prevent future unauthorized activity.

To help protect you, we are offering you Single Bureau Credit Monitoring* services free of charge.
These services from CyberScout, an independent outside firm, will provide you with alerts for twelve
months from the date of enroliment whenever changes occur {o your Experian credit file. The alertis sent
to you the same day that the change or update takes place with the credit bureau.

To enroll In these services, please log on to wivw. myidmanager.com by July 30, 2022 and follow the
online instructions or call CyberScout at 1-877-432-7463. When prompted, please provide the following
unique code to receive services:

<CODE HERE=>

You have the right to obtain a police report about this incident. If you wish to monitor your own credit
report for unauthorized activity, you may obtain a copy of your credit report, free of charge, once every 12
months from each of the three nationwide credit reporting agencies: Equifax, Experian and TransUnion.
To order your annual free credit report please visit www.annuaicreditreport.com or call toll free at (877)
322-8228.

We take the security and privacy of your information very seriously and apologize for any inconvenience
this incident may have caused. If you have any questions or concerns regarding this matter, please
contact CyberScout at 1-877-432-7463 befween 8 a.m. and 9 p.m. Eastern time, Monday through Friday.

Sincerely,

Chris Szafranski
Privacy Director
Midvale Indemnity Company, subsidiary of American Family Mutual Insurance Company, S.1.

* Services require an internet connection and email account and may not be available to minors under the age of 18 years of age.
Please nofe that when signing up for monitoring services, you may be asked to verify personal information for your own protection to
confirm your identity.



Information about ldentity Theft Protection

Review Accounts and Credit Reports:

It is recommended that you remain vigilant for incidents of fraud and identity theft by reviewing account statements and
monitoring your credit report for unauthorized activity. You may cbtaln a copy of your credit report, free of charge, once
every 12 months from each of the three nationwide credit reporting agencies. To order your annual free credit report
please visit www.annualcreditreport.com or call foll free at 1-877-322-8228, You can also order your annuai free
credit report by mailing 2 completed Annual Credit Report Request Form (avallable from the U.S. Federal Trade
Commission’s (“FTC") website at www .consumer fic.gov) to:

Annual Credit Report Request Service
P.O. Box 105281
Atlanta, GA 30348-5281.

Carefully review your account statements and credit reports, and promptly report any suspicious activity or suspected
identity theft to the proper law enforcement authorities, including local law enforcement, your state’s attorney general,
and/or the Federal Trade Commission ("FTC”). You may contact the FTC or your state’s regulatory authority to obtain
additional information about avoiding and protection against identity theft: Federal Trade Commission, Consumer
Response Center 600 Pennsylvania Avenue, NW, Washington, DC 20580, 1-877-IDTHEFT (438-
4338), www fic. gov/idtheft.

You may also obtain information about preventing and avoiding identity theft from the Attorney General.

For residents of Maryland: Maryland Office of the Attorney General, Consumer Protection Division, 200 St.
Paui Place, Baltimore, MD 21202, 1-888-743-0023, www . oag. stale.md.us.

For residents of North Carolina: North Carclina Attorney General's Office, Consumer Protection Division,
9001 Mail Service Center, Raleigh, NC 27699-9001, 1-877-5-NO-SCAM, www.nodeoj.qoy.

For residents of Rhode Island: Rhode island Office of the Attorney General, Consumer Protection Unit, 150
South Main Street, Providence, RY 02903, 401-274-4400, hito:/fwww rag.ri.gov.

For residents of District of Columbia: District of Columbia Office of the Attorney General, 400 6th Street, NW,
Washington, DC 20001, 202-727-3400, hitps/foaa.do.gov/

For residents New York: New York Department of State Division of Consumer Protection:
hitp./dos. ny.qov/censumer-protection and NYS Attorney General at: hitp:/fwww.ag.ny.covihome himi.

For other states: Information on how to contact your state attorney general may be found
at www naag org/naag/atiorneys-general/whos-my-ag. php.

if you are a resident of Massachusetts or Rhode island, note that pursuant to those states’ laws, you have a right to
obtain a police report refating to this incident, and if you are the victim of identity theft, you also have the right fo file a
police report and obtain a copy of it.

Additional Information for New Mexico Residents: Here is a summary of your major rights under the FCRA:
= You have the right to be told if information in your file has been used against you;

You have the right to receive a copy of your credit report and the right o ask for a credit score;

You have the right to dispute incomplete or inaccurate information;

You have the right to dispute inaccurate, incomplete, or unverifiable information;

You have the right to have outdated negative information removed from your credit file;

You have the right to limit access to your credit file;

You have the right to limit “prescreened” offers of credit and insurance you get based on information in

your credit report;

»  You have the right to seek damages from viclators; and

» You have the right to place a "security freeze” on your credit report.



Credit Freezes:

You have a right to place a freeze on your credit report, which will prohibit a consumer reporting agency from releasing
information in your credit report without your express authorization. There is no fee for a credit freeze. The freeze is
designed to prevent credit, loans, and services from being approved in your name without your consent. However, you
should be aware that using a credit freeze to control who gets access fo the personal and financial information in your
credit repart may delay, interfere with, or prohibit the timely approval of any subsequent request or application you make
regarding a new loan, credit, mortgage, or any other account involving the extension of credit.

A credit freeze does not apply to a person or entity, or its affiliates, or collection agencies acting on behalf of the person
or entity, with which you have an existing account that requests information in your credit report for the purposes of
reviewing or collecting the account. Reviewing the account includes activities related to account maintenance,
monitoring, credit line increases, and account upgrades and enhancements.

You must separately place a credit freeze on your credit file at each credit reporting agency. Please contact the three
major credit reporting companies as specified helow to find out more information about placing a freeze on your credit
report. If you request a credit freeze online or by phone, the credit reporting agencies have one (1) business day after
receiving your request to place the freeze on your credit file report. If you request a lift of the credit freeze online or by
phone, then the credit reporting agency must lift the freeze within one (1) hour. If you request a credit freeze or lift of 2
credit freeze by mail, then the credit agency must place or ift the credit freeze no later than three (3) business days after
receiving your request,

To request a credif freeze, you will need to provide the following information:

1. Your full name (including middle initial, as well as Jr., 8r., li, lll, etc.)

2. Social Security Number

3. Date of birth

4, If you have moved in the past five years, provide the addresses where you have lived over the prior five years
3. Proof of current address such as currently utility bill or tetephone bill

6. Other personal information as required by the applicable credit reporting agency

Fraud Alerts:

As an alternative to a credit freeze, you have the right fo place an initial or extended fraud alert on your credit file at no
cost. An initial fraud alert is a one (1) year alert that is placed on a consumer's credit file. Upon sesing a fraud alert
display on a consumer’s credit file, a business is required to take steps to verify the consumer’s identity before extending
new credit. If you are a victim of identity theft, you are entitled {o an extended fraud alert, which is a fraud alert
lasting seven (7} years. You can place a fraud alert on your credit report by contacting any of the three national credit
reporting agencies at the addresses or toll-free numbers listed at the bottom of this page.

For more information, including information about additional rights, you can
visit hitps:/fwanw consumer fto.gov/ariicles/pdi-0086-fair-credit-reporting-
act.pdi, hitps/Aww consumerfinance govilearnmore!, or write to:

Consumer Financial Protection Bureau
1700 G Strest N.W.,
Washington, DC 20552.

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or one of the national credit
reporting agencies listed below.

EQUIFAX EXPERIAN TRANSUNION
P.O.Box 105788 Consumer Fraud Assistance P.O. Box 2000
Aflanta, GA 30348 P.C. Box 9554 Chester, PA 19018-2000
1-800-349-8960 Allen, TX 75013 Phone: 800-908-8872
www . eguilfax.com 888-397-3742 www, fransunion.com
WYWW Bxperian.com




