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[Client]
Dear

We value your business and respect the privacy of your information. As a precautionary measure,
[ am writing to inform you of a recent security incident that potentially impacted the security of
information we received from you that was contained in a single email box.

Upon fearning of the potential security incident, we immediately ensured that the appropriate
steps were faken to respond to the incident and prevent any unauthorized access thereafter. We
undertook a thorough forensic investigation and have concluded that your persconal information
was contained in the impacted email box and therefore the unauthorized actor may have had
access o personal information you provided to us in connection with services we performed for
you. There is no evidence that such information was actually accessed or that it has been
misused.

We apologize for this inconvenience and assure you that appropriate steps have been taken to
ensure that all appropriate security controls are in place to prevent a similar incident from
occurring in the future. Notwithstanding the fact that your information may not have been directly
accessed or misused as a result of this incident, and out of an abundance of caution,
CohnReznick is offering to you 18 months of complimentary credit monitoring services. Please
see Other Important Information attached hereto. Should you wish to take advantage of this offer,
please contact me directly by {elephone at [Partner Phone Number] or email at [Partner Email
Address] to obtain the details and make the necessary arrangements.

Of course, if you have any questions regarding this incident, please feei free to contact me at your
convenience.

Very truly yours,

[Partner Name]
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OTHER IMPORTANT INFORMATION

We recommend that you remain vigilant for incidents of fraud and identity theft by reviewing
your account statements and mon#oring your credit reports for unauthorized activity. If you
discover any suspicious or unusual activity on your accounts, you should promptly natify the
financial institution or company with which your account is maintained.

Free Credit Report. You may obtain a copy of your credit report, free of charge, once every 12
months from each of the nationwide credit reporting agencies. To order your annual free credit
report please visit www.annualcreditreport.com or cali toll free at 1-877-322-8228. You can also
order your annual free credit report by mailing a completed Annual Credit Report Request Form
(available from the U.S. Federal Trade Commission's (FTC) website at www.consumer fic.gov)
to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281.

Contact information for the national credit reporting agencies for the purpose of requesting a
copy of your credit report and other general inquiries is provided below:

Equifax, P.O. Box 740241, Atlanta, GA 30374, www . equifax.com, 1-800-685-1111

Experian, PO Box 2104, Alien, TX 75013, www.'experian.com, 1-888-397-3742

TranslUnion, PO Box 2000, Chester, PA 19022, www.lransunion.com, 1-800-888-4213

Innovis, PO Box 1689, Pittsburgh, PA 15230-1689, www.innovis.com, 1-800-540-2505

Fraud Alert. You have the right to place an initial or extended "fraud alert" on your fite at no
cost by contacting any of the nationwide credit reporting agencies. contact information for the
national credit reporting agencies for the purposes of placing a fraud alert on your file is
provided below. An initial fraud alert is a |-year alert that is placed on a consumer's credit file.
Upon seeing a fraud alert displayed on a consumer's credit file, a business is required to take
steps to verify the cansumer’s identity before extending new credit. For that reason, placing a
fraud alert can protect you, but also may delay you when you seek to obtain credit. If you are a
victim of identity theft and have filed an identity theft report with law enforcement, you may want
to consider placing an extended fraud alert, which lasts for 7 years, on your credit file.

+ Equifax, PO Box 105069, Aflanta, GA 303748 www.equifax.com/personal/credit-report-
services/credit-fraud-alerts, 1-800-525-6285

s Experian, PO Box 9554, Allen, TX 75013, www.experian.com/fraud/center.html, 1-888-
397-3742

¢ TransUnion, PO Box 2000, Chester, PA 19022, www.{ransunion.com/fraud-alerts,
1-800-680-7289

¢ Innovis Consumer Assistance, PO Box 26, Piltsburgh, PA 15230-0026,
www.innovis.com, 1-800-540-2505

Security Freeze. You have the right to place, lift, or remove a "security freeze" on your credit
report, free of charge. A security freeze prohibits a credit reporting agency from releasing any
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information from a consumer's credit report without written authorization. However, please be
aware that placing a security freeze on your credit report may delay, interfere with, or prevent
the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services. Under federal law, you cannot be charged to place, lift, or remove a
security freeze.

You must place your request for a freeze separately with each of the consumer reporting
agencies. To place a security freeze on your credit report, you may do so by contacting each of
the consumer reporting agencies through the contact information below:

Equifax, PO Box 105788, Atlanta, GA 30348-5788, www.equifax.com/personalicredit-
report-services/credit-freeze, 1-800-298-0045

= Experian, PO Box 9554, Allen, TX 75013, www.exllerian.com/freeze/center.htmi, 1-888-
397-3742

s Trans Union, PO Box 160, Woodlyn, PA 15094, www. fransunion.com/credit-freeze,
1-888-209-8872

» Innovis, PO Box 26, Pittsburgh, PA 15230-0026,
www.innovis.com/nersonal/securityFreeze, 1-800-540-2505

In order to request a security freeze, you will need to provide sOme or all of the following
information to the credit reporting agency, depending on whether you do so online, by phone, or
by mail (note that if you are requesting a credit report for your spouse, this information must be
provided for him/her as well): (1) full name, with middle initial and any suffixes; (2) Social Security
number; (3) date of birth; (4) current address and any previous addresses for the past five years;
and (5) any applicable incident report or complaint with a law enforcement agency or the Registry
of Motor Vehicles. The request must also include a copy of a government-issued identification
card and a copy of a recent utility bill or bank or insurance statement. It is essential that each copy
be legible, display your name and current mailing address, and the date of issue. If you are a
victim of identity theft, include a copy of either the police report, investigative report, or complaint
to a law enforcement agency concerning identity theft.

The credit reporting agencies have 1 business day after receiving your reguest by toli-free
telephone or secure electronic means, or up to 3 business days after receiving your request by
mail, to place a security freeze on your credit report. The credit bureaus must also send written
conformation to you within 5 business days and may provide you with a unique personal
identification number (PIN) or password (or both) that can be used by you to authorize the removal
or lifting of the security freeze. It is important to maintain this PIN/password in a secure place, as
you will need it to lift or remove the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report,
or to lift a security freeze for a specified period of time, you must submit a request through a toli-
free telephone number, a secure electronic means maintained by a credit reporting agency, or by
sending a written request via regular, certified, or overnight mail to the credit \reporting agencies
and include proper identification {(name, address, and Social Security number) and the PIN or
password provided to you when you placed the security freeze as weli as the identity of those
entities or individuals you would like to receive your credit report or the specific period of time you
want the credit report available. The credit reporting agencies have \l business day after receiving
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your request by toll-free telephone or secure electronic means, or 3 business days after receiving
your request by mail, to lift the security freeze for those identified entities or for the specified period
of time.

To remove the security freeze, you must submit a request through a toll-free telephone number,
a secure electronic means maintained by a credit reporting agency, or by sending a written
request via regular, certified, or overnight mail to each of the \credit bureaus and include proper
identification (name, address, and Social Security number) and the FPIN number or password
provided to you when you placed the security freeze. The credit bureaus have | business day after
receiving your request by toll-free telephone or secure electronic means, or 3 business days after
receiving your request by mail, to remove the security freeze.

Federal Trade Commission. If you believe you are the victim of identity theft or have reason to
believe your personal information has been misused, you should immediately contact the FTC,
proper law enforcement authorities and/or your state attorney general. You may also contact
these agencies for information on how to prevent or avoid identity theft and to obtain additional
information about fraud alerts and security freezes. You may contact the Federal Trade
Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington, DC
20580, www.identitytheft.gov, 1-877-ID-THEFT (438-4338).

* For Massachusetts residents: You have the right to obtain any police report filed in
regard to this incident. If you are the victim of identity theft, you also have the right to file
a police report and obtain a copy of it. You also have the right to request a security freeze,
as described above.

Enroll in Credit Monitoring/ldentity Protection Services. As a safeguard, we have secured
the services of Kroll to provide identity monitoring at no cost to you for 18 months. Krollis a
global leader in risk mitigation and response, and their team has extensive experience helping
people who have sustained an unintentional exposure of confidential data. Your identity
monitoring services includes Credit Monitoring, Fraud Consultation, and Identity Theft
Restoration.

How to Activate Your Identity Monitoring Services

1. You must activate your identity monitoring services within 90days of the date hereof. Your
Activation Code will not work after this date.

2. Visit https://enroll.idheadquarters.com/redeem to activate your identity monitoring services.

3. Provide Your Activation Code: <<Enter Activation Code>> and Your Verification [D: <<Enter
Verification iD>>

Take Advantage of Your Identity Monitoring Services

You've been provided with access to the following services from Kroll;
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Single Bureau Credit Monitoring

You will receive alerts when there are changes to your credit data—for instance, when a new
line of credit is applied for in your name. If you do not recognize the activity, you'll have the option
to call a Kroll fraud specialist, who can help you determine if it's an indicator of identity theft.

Fraud Consultation

You have unlimited access to consultation with a Kroll fraud specialist. Support includes
showing you the most effective ways to protect your identity, explaining your rights and
protections under the law, assistance with fraud alerts, and interpreting how personal
information is accessed and used, including investigating suspicious activity that could be tied
fo an identity theft event,

Identity Theft Restoration

If you become a victim of identity theft, an experienced Kroll licensed investigator will work on
your behalf to resolve related issues. You will have access to a dedicated investigator who
understands your issues and can do most of the work for you. Your investigator can dig deep to
uncover the scope of the identity theft, and then work to resolve it.



