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Portland, OR 97228-6336

<<Name 1>>

<<Name 2>>

<<Address 1>>

<<Addresgs 2>>

<<Address 3>>

<<Address 4>>

<<Address 5>>

<<City>>, <<State>> <<Zip>> <<Date>>
<<Country>>

NOTICE OF DATA BREACH

Dear <<Name 1>>:

WHAT HAPPENED?

At Insurance Technologies Corporation (“ITC"), we value and respect the privacy of your information, which is why, as a
precautionary measure, we are writing toinform you of a recent security incident that potentially affects some of your personal information
and share some steps that you can take to help protect yourself.

ITC provides your insurance broker with technology solutions including a software application called AgencyMatrix, which
offers a cloud-based agency management system that allows your broker to effectively manage their business. On February 27, 2021, an
unauthorized third party gained access to our AgencyMatrix application and acquired certain personal information of yours that was stored
in that application. Upon leaming of the issue, we immediately commenced an investigation through which we contained the incident on
March 4, 2021. We also notified federal law enforcement and retained an independent forensics firm to assist with the investigation and
analysis of the incident.

WHAT INFORMATION WAS INVOLVED?

As part of our investigation, we determined that the personal information involved in this incident may bave included your full
name, Social Security number, and driver’s license number, and possibly your date of birth and/or username and password to the
AgencyMatrix application. To date, we have no evidence to suggest that any other personally identifiable information of yours was
involved in this incident,

WHAT WE ARE DOING

Please know that we take this situation very seriously. The privacy and security of personal information is of utmost importance
to us. In light of this incident, and as part of our continuous commitment to enhance the security of our infrastructure, we have implemented
additional security measures to help protect the privacy of the information stored on our systems. We continue to evaluate and modify our
security measures, not only in response to this specific incident, but also in response to the ever-changing security landscape.

WHAT YOU CAN DO

Shortly after discovering this issue, we reset all valid passwords to the AgencyMatrix application. As best practice, we recommend
that you change all passwords that may have been identical or similar to the password(s) used to access the AgencyMatrix application. We
also recommend creating strong passwords for all of your online accounts, changing them frequently, and refraining from using the same
password for multiple websites.

Although we have no evidence of actual misuse of any of your information, we are notifying you out of an abundance of caution,
To help relieve concerns and restore confidence following this incident, we have arranged for you to enroll, at ne cost to you, in a
comprehensive credit monitoring and identity protection service for one (1) year provided by TransUnion Interactive, a subsidiary of
TranstUnion®, one of the three nationwide credit reporting companies. You may sign up for this service by following the instructions
attached to this notice.

Please also review the enclosed “Other Important Information” document included with this letter for further steps you can take
to protect your information, including recommendations by the Federal Trade Commission regarding identity theft protection and details
on how to place a fraud alert or a security freeze on your credit file,

FOR MORE INFORMATION

~ For further information and assistance, please call our dedicated incident response line at [TELEPHONE NUMBER] between
[TIME] a.m. - [TIME] p.m. Central Time, Monday through Friday.

Sincerely,

Insurance Technologies Corporation

4819-4396-3106.6




OTHER IMPORTANT INFORMATION

We recommend that you remain vigilant for incidents of fraud and identity theft by reviewing your account statements and monitoring
your credit reports for unauthorized activity. If you discover any suspicious or unusual activity on your accounts, you should promptly
notify the financial institution or compary with which your account is maintained.

Free Credit Report. You may obtain a copy of your credit report, free of charge, once every 12 months from each of the nationwide credit
reporting agencies. To order your annual free credit report please visit www.annualcreditreport.com or call toll free at 1-877-322-8228.
You can also order your annual free credit report by mailing a completed Annual Credit Report Request Form (available from the U.s.
Federal Trade Commission’s (FTC) website at www.consumer ftc.gov) to: Annual Credit Report Request Service, P.O. Box 105281,
Aflanta, GA 30348-5281. Contact information for the national credit reporting agencies for the purpose of requesting a copy of your credit
report and other general inquiries is provided below:

» Equifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 1-800-685-1111

s Experian, PO Box 2104, Allen, TX 75013, www.experian.com, 1-888-397-3742

e TransUnion, PO Box 2000, Chester, PA 19016, www transunion.com, 1-800-888-4213
« Innovis, PO Box 1689, Pittsburgh, PA 15230-1689, www.innovis.com, 1-800-540-2505

Fraud Alert. You have the right to place an initial or extended “fraud alert” on your file at no cost by contacting any of the nationwide
credit reporting agencies. Contact information for the national credit reporting agencies for the purposes of placing a fraud alert on your file
is provided below. An initial fraud alert is a 1-year alert that is placed on a consumer’s credit file. Upon secing a fraud alert displayed ona
consumer’s credit file, a business is required to take steps to verify the consumer’s identity before extending new credit, For this reason,
placing a fraud alert can protect you, but also may delay you when you seek to obtain credit. If you are a victim of identity theft and have
filed an identity theft report with law enforcement, you may want to consider placing an extended fraud alert, which lasts for 7 years, on
your credit file.

s Equifax, PO Box 105069, Atlanta, GA 30348-5069, www.eauéfax.com/personal/credit-report»services/credit-fraud-a]erts,
1-800-525-6285

¢ Experian, PO Box 9554, Allen, TX 75013, www.experian, cony/fraud/center.himl, 1-888-397-3742
TransUnion, PO Box 2000, Chester, PA 19016, www transunion.com/fraud-alerts, 1-800-680-7289
Innovis Consumer Assistance, PO Box 26, Pittsburgh, PA 15230-0026, hrtus://\nww.innovis.com/nersonal/ﬁ'audActive’DuthEerts,
1-800-540-2505

Security Freeze. You have the right to place, lift, or remove a “security freeze™ on your credit report, frec of charge. A security freeze
prohibits a credit reporting agency from releasing any information from a consumer’s credit report without written authorization. However,
please be aware that placing a security freeze on your credit report may delay, interfere with, or prevent the timely approval of any requests
you make for new loans, credit mortgages, employment, housing or other services. Under federal law, you cannot be charged to place, fift,
or remove a security freeze.

You must place your request for a freeze separately with each of the consumer reporting agencies, To place a security freeze on your credit
report, you may do so by contacting each of the consumer reporting agencies through the contact information below:

o Equifax, PO Box 105788, Atlanta, GA 30348-5788, www.cquifax.com/personal/credit-report-services/credit-freeze,
1-800-298-0045
Experian, PO Box 9554, Allen, TX 75013, www.experian.cony/freeze/center.html, 1-888-397-3742
TransUnion, PO Box 160, Woodlyn, PA 15094, www . transunion convcredit-freeze, 1-888-909-8872

o Innovis, PO Box 26, Pitisburgh, PA 15230-0026, Www innovis.com/personal/securityFreeze, 1-800-540-2505

In order to request a security freeze, you will need to provide some or all of the following information to the credit reporting agency,
depending on whether you do so online, by phone, or by mail (note that if you are requesting a credit report for your spouse, this information
must be provided for him/her as well): (1) full name, with middle initiat and any suffixes; (2) Social Security number; (3) date of birth;
(4) current address and any previous addresses for the past five years; and (5) any applicable incident report or complaint with a law
enforcement agency or the Registry of Motor Vehicles. The request must also include a copy of a government-issued identification card
and a copy of a recent utility bill or bank or insurance statement. It is essential that each copy be legible, display your name and current
mailing address, and the date of issue. If you are a victim of identity theft, include a copy of either the police report, investigative report,
or complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have 1 business day after receiving your request by toll-free telephone or secure electronic means, or up to
3 business days after receiving your request by mail, to place a security freeze on your credit report. The credit bureaus must also send
written confirmation to you within 5 business days and may provide you with a unique personal identification number (PIN) or password
(or both) that can be used by you to authotize the removal or lifting of the security freeze. It is important to maintain this PIN/password in

a secure place, as you will need it to lift or remove the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, or to lift a security freeze for a
specified period of time, you must submit a request through a toll-free telephone number, a secure electronic means maintained by a credit



reporting agency, or by sending a written request via regular, certified, or overnight mail to the credit reporting agencies and include proper
identification (name, address, and Social Security number) and the PIN or password provided to you when you placed the security freeze
as well as the identity of those entities or individuals you would like to receive your credit report or the specific period of time you want
the credit report available. The credit reporting agencies have 1 business day after receiving your request by toll-free telephone or secure
electronic means, or 3 business days after receiving your request by mail, to lift the security freeze for those identified entities or for the
specified period of time.

To remove the security freeze, you must submit a request through a toll-free telephone number, a secure electronic means maintained by
a credit reporting agency, or by sending a written request via regular, certified, or overnight mail to each of the credit bureaus and include
proper identification (name, address, and Social Security number) and the PIN number or password provided to you when you placed the
security freeze. The credit bureaus have 1 business day after receiving your request by toll-free telephone or secure electronic means, or 3
business days after receiving your request by mail, to remove the security freeze.

Federal Trade Commission and State Attorneys General Offices. If you believe you are the victim of identity theft or have reason to
betieve your personal information has been rmisused, you should immediately contact the FTC, proper law enforcement authorities and/or
your state attorney general. You may also contact these agencies for information on how to prevent or avoid identity theft and to obtain
additional information about fraud alerts and security freezes. You may contact the Federa! Trade Commission, Consumer Response
Center, 600 Pennsylvania Avenue, NW, Washington, DC 20580, www.identitytheft.gov, 1-877-ID-THEFT (438-4338).

« For California Residents: You may also wish to review the information provided by the California Attorney General at
hitps://oag.ca.gov/idtheft,

¢ For Towa Residents: You are advised to report suspected incidents of identity theft to law enforcement or the Iowa Aftorney
General’s Office at Office of the Attorney Generai of lowa, Consumer Protection Division, Hoover State Office Building, 1305 East
Walnut Street, Des Moines, [A 50319, www jowaatiomneygeneral.gov, Telephone: 1-5 15-281-5926 or 1-888-777-4590.

e For Maryland Residents: You may obtain information about avoiding identity theft from the Maryland Attorney General’s Office:
Office of the Attorney General of Maryland, Consumer Protection Division, 200 St. Paul Place, Baltimore, MD 21202,
httns:f/www.marvlandattornevgeneral.gow’Pages/IdentityThcﬁfdefauli.aspL Telephone: 1-410-576-6491 or 1-888-743-0023.

e For New Mexico Residents: You have rights pursuant to the Fair Credit Reporting Act (“FCRA”), such as the right to be told if
information in your credit file has been used against you, the right to know what is in your credit file, the right to ask for your credit
score, and the right to dispute incomplete or inaccurate information, Further, pursuant to the FCRA, the consumer reporting agencies
must correct or delete inaccurate, incomplete, or unverifiable information; consumer reporting agencies may not report outdated
negative information; access to your file is limited; you must give your consent for credit reports to be provided to employers; you
may limit "prescreened" offers of credit and insurance you get based on information in your credit report; and you may seek damages
from violator. You may have additional rights under the FCRA not summarized here. Identity theft victims and active duty military
personnel have specific additional rights pursuant to the FCRA. We encourage you 1o review your rights pursuant to the FCRA by
visiting www.consymerfinance. gov/f/201504 cfpb_summary vour-rights-under- fera.pdf, or by writing Consumer Response 30-A,
Federal Trade Commission, 600 Pennsylvania Ave, N.W., Washington, D.C. 20580.

e For New York Residents: You may obtain additional information about security breach response and identity theft prevention and
protection from the New Yotk State Office of the Attorney General at https:/fag.ny.gov/ or by calling 1-800-771-7755; the New
York State Police at http:/trogpers.ny.gov/ or by calling 1-518-457-6721; and/or the New York Department of State at
httpsy//www.dos.ny.gov or by calling 1-800-697-1220.

¢ For North Carolina Residents: You may obtain additional information about preventing identity theft provided by the North
Carolina Attorney General at https:/medo]. govfprotecting—cansumcrs/iéentitv—theﬁ/, by calling 1-877-566-7226, or writing to 9001
Mail Service Center, Raleigh, NC 27699.

e For Oregon Residents: You are advised to report any suspected identity theft to law enforcement, the Federal Trade Commission,
and the Oregon Attorney General at hitps://do].state.or.us, by calling (877) §77-9392, or writing to Oregon Department of Justice,
1162 Court Street NE, Salem, OR 97301-4096.

o For Rhode Island Residents: You may contact the Rhode Island Attorney General at httpy//www riag Ti.gov, by calling 401-274-
4400, or by writing to 150 South Main Street, Providence, RT 02903, The total number of Rhode Island resident(s) potentially
impacted by this incident is currently unknown. You have the right to file and obtain a copy of any police report. You also have the
right to request a security freeze as described above.

Enroll in Credit Monitoring/TIdentity Restoration Services, As a safeguard, we have arranged for you to enroll, at no cost to you, in an
online credit monitoring service (myTrueldentity) for one year provided by TransUnion Tnteractive, a subsidiary of TransUnion® one of
the three nationwide credit reporting companies. You may sign up for this service online or via U.S. mail delivery.

e Toenroll in this service, go to the myTrueldentity wehsite at www.MyTrueldentity.com and, in the space referenced as “Enter
Activation Code,” enter the 12-letter Activation Code <<Insert Unique 12-letter Activation Code>> and follow the three steps {0
receive your credit monitoring service online within minutes.



¢ If you do not have access to the Internet and wish to enrollin a similar offline, paper-based credit monitoring service, via U.5.
mail delivery, please call the TransUnion Fraud Response Services toll-free hotline at 1-855-288-8422. When prompted, enter the
six-digit telephone passcode <<Insert static 6-digit Telephone Pass Code>> and follow the steps to enroll in the offline credit
monitoring service, add an initial fraud alert to your credit file, or to speak to a TransUnion representative if you believe you may be
a victim of identity theft.

¢ You can sign up for the online or offline credit monitoring service anytime between now and <<Enroliment Deadline>>. Due to
privacy laws, we cannot register you directly. Please note that credit monitering services might not be available for individuals who
do not have a credit file with TransUnion or an address in the United States (or its territories) and a valid Social Security number.
Enrolling in this service will not affect your credit score.

ADDITIONAL PETAILS REGARDING YOUR 12-MONTH COMPLIMENTARY CREDIT MONITORING SERVICE:

 Once you are enrofled, you will be able to obtain one year of unlimited access to your TransUnion credit report and credit score.

» The daily credit monitoring service will notify you if there are any critical changes to your credit file at TransUnion, including fraud
alerts, new inquiries, new accounts, new public records, late payments, changes of address, and more,

o The service also includes access to an identity restoration program that provides assistance in the event that your identity is
compromised and up to $1,000,000 in identity theft insurance with no deductible. (Policy limitations and exclusions may apply.)
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EMERGENCY ALERTS

Coronavirus Update

COVID-19 Vaccine: Find an appointment, iearn more about the vaccine May. 3rd, 2027, 12:00 pm Read more *

for the latest information on COVID-19: Guidance, reopening, case data May. 13th, 2021, 5:00 pm Read more *

MEIDE ALERTS

Data Breach Notification Submission

MGL Chapter 93H requires that data breaches be reported to the Office of Consumer Affairs and
Business Regulation

Instructions; Please complete the form below to submit a data breach
notification to the Office of Consumer Affairs and Business Regulation. Keep a
copy of this submission for your own records. Please note a separate
notification (https://www.mass.gov/service-details/security-breaches) or follow-up to a
previous notification must be sent to the Attorney General's Office.

Are you aware that Massachusetts General Laws Chapter 93H, the Data
Breach Notification Law, has changed? Please read our Frequently Asked
Questions
{https:/fedit.mass.gov/doc/frequently-asked-guestions-about-chp-444-of-the-acts-of-2018)
regarding data breach notifications and the changes to M.G.L. Chapter
93H.

If you're mailing your submission, piease send to: Office of Consumer Affairs
and Business Regulation, 501 Boylston St., Suite 5100, Boston, MA 02116
Attention: Undersecretary Edward A, Palleschi

« Individual breaches affecting muitiple debit/credit card holders of
your organization can be reported on a monthly basis.

e Please do not include any personaily identifiable information for
Massachusetts residents in any of the fields.

¢ Please do not submit your notification more than once (send either
by email or mail - not both).

Section I: Organization & Contact
Information

https:/iwww.mass.gov/forms/data-breach-notification-submission

1/9



51142021 Data Breach Nofification Submission | Mass.gov
Business Name =

Insurance Technologies Corporation, on behalf of the brokers listed in

Is this a follow-up to a previous notification received by our office? »

O Yes

@ No

Is the business located in the United States?

@& Yes

O No

Business Address =

1415 Halsey Way #314

Address Line 1

Address Line 2

Carroilton

clty

Texas v

State

75007

ZIP Code

Reporting Company Type

Other v

Reporting on behalf of another company?

@ Yes

O No

hitbs /iwww.mass . qov/forms/data-breach-notification-submission 2/9
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Your Name *

jennifer Urban
First Name Last Name
Title *

Partner, Foley & Lardner LLP

Contact Address +

777 E Wisconsin Ave

Address Line 1

Address Line 2

Milwaukee

ity

Wisconsin v

State

53202

ZIP Code

Telephone Number =

(414) 297-5864

Extension [optianak)

Email Address *

jurban@foley.com

Relationship to Org +

Other v

https:/iwww.mass.goviforms/data-breach-notification-submission 3/9
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Section II: Breach Information

Breach start date*

Feb v 27 v 2021 v

Breach end date*

Mar hd 04 v 2021 A

Date Breach was Discovered *

02 v 27 v 2021 v

Person responsible for data breach. «

Unknown v

Breach Type+

Etectronic v

Number of Massachusetts Residents Affected »

15516

Please give a detailed explanation of how the data breach occurred. *

Please see letter provided in this mailing.

Please select the type of personal information that was included in the
breached data. *

Selection(s)
Financial Account Numnbers g

Social Security numbers &

https://Awww.mass.gov/forms/data-breach-notification-submission 4/9
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Driver's License

Credit/Debit Card Number O

Medical Records

Please check ALL of the boxes that apply to your breach,

Selection(s)

The person(s) with possession of
personal information had authorized O
access

The breach was a resuit of a
malicious/criminal act.

The breach occurred while the data
was being transported outside of your d
premises.

The breach occurred at the location of
a third party service provider,

There is a written contract in place
with the third-party provider requiring g2
protection of personal information.

Section III: Security Environment

for breaches involving paper: A lock or security mechanism was used to
physically protect the data. »

(] Yes

(O No

N/A

Physical access to systems containing personal information was restricted
to authorized personnel only. =

() Yes

((JNo

N/A

hitps:/iwww.mass.gov/forms/data-breach-notification-submission

5/
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Network configuration of breached system+

Internet Access Available v

For breaches involving electronic systems, complete the following =

Selection(s)
Breached data was encrypted. ]

The key to encrypted data was stolen. OJ

Personal information stered on the
breached system was password-
protected and/or restricted by user
permissions.

N/A O

Does your business maintain a Written Information Security Program
(WISP)?

Section IV: Remediation

All Massachusetts residents affected by the breach have been notified of
the breach.

(] Yes

() No

Method(s) used to notify Massachusetts residents affected by the breach
(check all that apply): *

O E-mail

#2 Online posting

(3 Tv/Radio publication

hitps:/fwww.mass.gov/forms/data-breach-notification-submission 6/9
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Please explain your answer of Other Above

Notice provided via USA Today on April 29, 2021,

Date notices were first sent to Massachusetts residents {(MM/DD/YYYY) «

05 v 10 hd 2021 hd

All Massachusetts residents affected by the breach have been offered
complimentary credit monitoring services. *

2 Yes

() No

If the breach of security includes a Social Security number, Massachusetts
law requires your credit monitoring comply with Section 3A of Chapter
93H +

acknowledge our credit monitoring complies with section 3A of Chapter

93H

{J Qur breach did not include a Social Security number

Law enforcement has been notified of this data breach. »

2 Yes

() No

Please describe how your company responded to the breach, Include what
changes were mada or may be made to prevent another similar breach
from occurring, including updating your WISP. «

hitps:/fwww.mass.gov/forms/data-breach-notification-submission 7/9
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Please see letter provided in this mailing.

Any documents pertaining to the data breach_including the letter being

sent to Massachusetts residents must be submitted in this form or sent via
emall to data.breaches@mass,gov (mailto:data.breaches@mass.gov)

Do you have any documents that you wish to attach? NOTE: Up to 4 uploads
are allowed.

Yes / No+

O Yes

O No

Note, Massachusetts General Laws Chapter 93H, the Data Breach

Notification Law, has changed. Please read our Frequently Asked

Questions

{https://edit.mass.gov/doc/frequently-asked-questions-about-chp-444-of the-acts-0f-20187_ga=2.64737318.861703026.1 55412791 5-2140933988.1 483560620)
regarding data breach notifications and the changes to M.G.L. Chapter

93H.

Please review the Information you have entered and click on the "Submit
Form" button below.

CONTACT

Office of Consumer Affairs and Business Regulation

Address
501 Boyliston St, Suite 5100, Boston, MA 02116
Directions (https://maps.goegle.com/?q=501 +Boylston+5t82C+Suite+5100%2C+Boston%2C+MA+02116)

Phone

Consumer hotline (617) 973-8787 (tel:6179738787)

hitps:/fwww.mass.gov/forms/data-breach-notification-submission B8/9
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Open M-F 9:00am-4:30pm.

hitps://www.mass.gov/forms/data-breach-notification-submission 9/9



