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INDUSTRIES

<<Date>> (Format: Month Day, Year)
<<first_namer> <<middie_name>> <<jasl_pames> <<guffix=>
<<gddrass_1>>
<<addrass_2>»
<<city»>, <<stale province>> <<postai_code>>
<<gouniry >»

Dear <<first_name>> <<middia_name>> <<last_name>> <<guffixe>,

Out of an abundance of caution, we are writing to inform you of a data security incident involving Blackbaud, Inc.
{“Blackbaud”). Homebay industries takes the security of your information very seriously, and we sincerely apologize for
any inconvenience this incident may cause. This letter contains information about the incident and steps you can take to
help protect your information.

Blackbaud is a cloud computing provider that is used by Homeboy Industries and many other non-profit institutions
to organize and store information refated to members of our community. in July 2020, as you may already be aware,
Blackbaud notified hundreds of non-profit institutions, including Homeboy Industries that Blackbaud experienced a
cybersecurity incident which resulted in the exposure of personal information maintained by educational institutions on
the Blackbaud platform. Homeboy Industries was first notified of this incident by Blackbaud on July 16, 2020.

As you may recall, Homeboy Industries initially notified you of this incident on August 7, 2020 via email. Since circulating
that initial notification fo you in August, Homeboy later learned from Blackbaud in late fall of 2020 that certain donor
information may have been potentially compromised. After further investigation and based on the information we have
received from Blackbaud, at this time we have no reason to believe that any personal information has been misused
as a result of this incident. As of this date, we have not received any notifications that sensitive information has been
compromised. However, for purposes of full disclosure, we feel it important to inform you that the following information
may have been viewed by unauthorized individuals as a result of this incident: your first and last name in combination
with your address, and financial information such as your bank account number and routing number.

Homeboy industries is committed to ensuring the security of all personal information in our control, and we are taking
steps to prevent a similar event from occurring in the future. Since the notification of the incident, banking information
is no Jonger being stored in Blackbaud. As always, we recommend that you continue to join us in remaining vigilant to
protect your information.

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you are the
victim of identity theft, you also have the right to file a police report and obtain a copy of it.

Massachusetts law also allows consumers to place a security freeze on their credit reports, free of charge. A security
freeze prohibits a credit reporting agency from releasing any information from a consumer’s credit report without written
authorization. However, please be aware that placing a security freeze on your credit report may delay, interfere with,
or prevent the timely approval of any requests you make for new loans, credit mortgages, employment, housing or other
services.
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To place a security freeze on your credit report, you must make a direct request by telephone, secure electronic means
(website), or written request to each of the three major consumer reporting agencies: Equifax; Experian; and TransUnion
at the addresses and/or numbers below:

Equifax Security Freeze Experian Security Freeze TransUnion Security Freeze
P.0O. Box 105788 P.O. Box 9554 Fraud Victim Assistance Dept.
Atlanta, GA 30348 Allen, TX 75013 P.0. Box 2000
my.equifax.com/consumer- experian.com/freeze Chester, PA 19022-2000
registration (888) 397-3742 transunion.com/credit-freeze
{800) 349-8960 (888) 909-8872
In order to request a security freeze, you will need to provide the following information:
1. Your full name (including middle initial as well as Jr., Sr., I, i, etc.)
2. Social Security number,
3. Date of birth;
4. If you have moved in the past five (5) years, provide the addresses where you have lived over the prior five (5)
years;

5. Proof of current address, such as a current utility bill or telephone bill;

6. Alegible photocopy of a government issued identification card (state driver'slicense or ID card, military identification,
etc.)

7. If you are a victim of identity theft, include a copy of either the police repart, investigative report, or complaint to a
law enforcement agency cancerning identity theft,

The credit reporting agencies have one (1) business day after receiving a lelephone or secure electronic request, or
three (3) business days after receiving your written request, to place a security freeze on your credit report. The credit
bureaus must also send written confirmation to you within five (5) business days and provide you with a unique personal
identification number {PIN) or password, or both, that can be used by you to authorize the removal or lifting of the security
freeze.

To permanently remove the security freeze, or to temporarily lift the security freeze for a specified period of time or
to provide a specified entity access to your credit report, you must make a request either by phone, through secure
electronic means (website), or send a written request to the credit reporting agencies by mail. Requests must include
proper identification {name, address, and Social Security number) and the PIN or password provided to you when you
placed the security freeze.

To temporarily remove the security freeze, include the specific period of time you want the credit report available or the
name of the entity you want to have access to your credit report.

In the case of a request by phone or secure electronic means, the security freeze will be lifted within one (1} hour after
receiving the request for removal; or in the case of a request that is by mail, the credit reporting agencies have three (3)
business days after receiving your request to permanently or temporarily remove the security freeze.

As an added precaution, we have secured the services of Kroll to provide you with complimentary identity monitoring
services for eighteen (18) months. Information about the services being provided by Kroll, along with additional information
about how to help protect your information, is included in the materials attached to this letter.

The protection of your information is a top priority, and we sincerely regret any concern or inconvenience that this matter
may cause your family, If you have any questions, please do not hesitate to call 1-?77-7?7-777%, Monday through Friday
from 8:00 a.m. to 5:30 p.m, Central Time, excluding major US holidays. Please have your membership number ready.

Sincerely,

Steve Delgado
Homeboy Industries




KROLL

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES
Your identity monitoring services include Credit Monitoring, Fraud Consuitation, and Identity Theft Restoration.

Visit https:flenroll.idheadquarters.com to activate and take advantage of your identity monitoring services.
You have until August 26, 2021 to activate your identity monitoring services.
Membership Number: <<Mambear tD»>

You have been provided with access to the following services from Kroll:

Single Bureau Credit Monitoring

You will receive alerts when there are changes to your credit data—for instance, when a new line of credit is applied for
in your name. If you do not recognize the activity, you will have the option to call a Kroll fraud specialist, who will be able
to help you determine if it is an indicator of identity theft.

Fraud Consuitation

You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most effective
ways fo protect your identity, explaining your rights and protections under the law, assistance with fraud alerts, and
interpreting how personal information is accessed and used, including investigating suspicious activity that could be tied
to an identity theft event.

Identity Theft Restoration

If you become a victim of identity theft, an experienced Kroll licensed investigator will work on your behalf to resoive
related issues. You will have access to a dedicated investigator who understands your issues and can do most of the
work for you. Your investigator will be able to dig deep to uncover the scope of the identity theft, and then work to
resolve it.

Kroll's activation website is only compatible with the current version or one version earlier of Chrome, Firefox, Safari and Edge.
To receive credit services, you must be over the age of 18 and have established credit in the U.S., have a Social Security number in your
name, and have a 1).8. residential address associated with your credit file.



Additional Important Information

For residents of Hawaii, Michigan, Missouri, Virginia, Vermont, and North Carolina: It is recommended by state law that you
remain vigilant for incidents of fraud and identity theft by reviewing credit card account statements and monitoring your credit report
for unauthorized activity.

For residents of lowa:
State law advises you to report any suspected identity theft to law enforcement or to the Attorney General.
For residents of Oregon:

State laws advise you to report any suspected identity theft to law enforcement, including the Attorney General, and the Federal
Trade Commission.

For residents of Arizona, Colorado, Maryland, Rhode Island, illinois, New York, and North Carolina: You can obtain information
fram the Offices of the Attorney General and the Federal Trade Commission about fraud alerts, security freezes, and steps you can
take toward preventing identity theft.

Maryland Office of the Attorney General Consumer Protection Division 200, St. Paul Place Baltimore, MD 21202 1-888-743-0023
www.oag.state.md.us

Rhode Island Office of the Attorney General Consumer Protection 150 South Main Street, Providence RI 02003 1-401-274-4400
www.riag.ri.gov

North Carolina Office of the Attorney General Consumer Protection Division, 9001 Mail Service Center Raleigh, NC 27689-9001
1-877-566-7226 www.ncdej.com

Federal Trade Commission Consumer Response Center, 800 Pennsylvania Ave, NW Washington, DC 20580 1.877-IDTHEFT
(438-4338) www.fte.goviidtheft

New York Office of Attorney General Consumer Frauds & Protection, The Capitol Albany, NY 12224 1-800-771-7755 https:/fag.ny.
goviconsumer-frauds/identity-theft

Colorado Office of the Attorney General Consumer Pratection 1300 Broadway, 9th Floor, Denver, CO 80203 1-720-508-6000
WwWw.coag.gov

Arizona Office of the Attorney General Consumer Protection & Advocacy Section, 2005 North Central Avenue, Phoanix, AZ
85004 1-602-542-5025

lllinois Office of the Attorney General Consumer Protection Division 100 W Randolph St., Chicago, L 60601 1-800-243-0618
www.illinoisattorneygeneral.gov

For residents of Massachusefts: It is required by state law that you are informed of your right to obtain a police report if you are a
victim of identity theft.

For residents of all states:

Fraud Alerts: You can place fraud alerts with the three credit bureaus by phone and online with Equifax (hitps:/fassets.equifax.com/
assets/personal/Fraud_Alert Request_Form.pdf)TransUnion {https:l.’www.transunion.com/{raud-aterts); or Experian {https:/iwww.

when you seek to obtain credit. As of September 21, 2018, initial fraud alerts last for one yeat. Victims of identity theft can also get an
extended fraud alert for seven years. The phone numbers for all three credit bursaus are at the hottom of this page.

Monitoring: You should akways remain vigilant and monitor your accounts for suspicious or unusual activity,

Security Freeze: You also have the right to piace a security freeze on your credit report. A sectrity freeze is intended to prevent
credit, loans, and services from being approved in your name without your consent. To place a security freeze on your credit report

issued identification card and s copy of a recent utility bill or bank or insurance statement,  is essential that each copy be legible,
display your name and current mailing address, and the date of issue. As of September 21, 2018, it is free to place, lift, or remove
a security freeze. You may also place a securlty freeze for children under the age of 16. You may obtain a free security freeze by
contacting any one or more of the following national consumer reporting agencies:

Equifax Security Freeze Experian Security Freeze TransUnion (FVAD)
P.C. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022
800-525-6285 888-397-3742 800-680-7289

More information can also be obtained by contacting the Federal Trade Commission listed above,



