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1 am writing to inform you of 2 privacy incident that took place when an Executive Office of Health and

Human Services. (“BOHHS") employee mistakenly sent an email containing your personal information
0 an unauthorized recipient. This letter provides information about the outcome of our investigation into
this incident and steps you can take if yon are concemned about the potential misuse of your personal
information. The information in this letter is important — please read the entire letter,

Owy Investigation and Response

On May 14, 2021, an employee of BOHHS inadvertently sent a docnment containing vour personal
information fo an enauthorized recipient (the “Recipient™). The document pertained io your retirement
paperwork and inchuded your first and last name and social security number. When we learned of this
meident, we immediately took action to defermine how it occurred and 1o ensure that it did not hanpen
again.

Affter vou notified s that vou had not received the paperwork, we investioated and discovered that the
document was sexnt 10 an incorrect email address. The Recipient confinmed that he had destroyed the
letter containing your information. The docoment was sent to the Recipient due to buman error when

drafting the email

in respomse o the incident, the employee who sent the email was counseled io review all
correspondence priot to sending 1o ensure information is going to the intended recipient. The employes
was alse retrained op BOHHS privacy policy.

SHEE:

What YVour Can D




Our imfesugaimn has not given us any reason to believe that vour information has been used in an
impermissible manner. Nevertheless. 1 am contacting you in accordance with Massachuseits law to
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Wi@ﬂﬁ&iﬁ@m Youmay ¥ swish to contact ens or more of the three major consumer reporting agencies 1o
1ake the Tollowing sweps:

s Woiify them of the loss of your personal information and request an initial ﬁ'aué alert o be
piaced op vour credit for 90 days.

# {irder a credit Wmﬁ and review it for any mm”m nf froud nn ATY arcoaute For @vnmnip fnndr for
inguiries listed on the credit report from busimnesses that accessed your credit withomt your
TROESL.

2 Remed a seenrity frreve which will vedrict the apening of new scoonnie nxing vomr mformation,
Phere is no charge lo reguest a securily freeze. Please note that requesting a security freeze on
vour credit may delay, interfere with, or prevent timely approval of any requests made by you for
new loans, credits, emplovment. housing. or other services.

Comtac wdonmation for the consumer reporting agencies and detailed instructions on how to request a
secuﬂty freeze are mci@ssd with this letter.

Under Massachusetis Iaw, you have the night to obtain any police report filed regarding this a&c;dsm; if
vou believe that you are the victim of identity theft, you also have the right to file a police report and
abtam a copy of it

We take the privacy and confidentiality of our members” persenal information very seriously, and we
are very sorry this event occurred. EOHHS regrets any inconvenience or concern this incident has

caused you.

If von have anv questions, vou may contact me at Andrew.p.salzman@mass gov. Thank you,

Andrew Salzman
BOHHS Assistant General Counsel and Privacy Officer

Luclaomre




How o place 2 secarity freere o your credit repert.

To place a security freeze on your credit report, you must send a reguest 1o each of the three major
conswmer reporiing ageacies. Thess apencies are: Bouifax (erwveguilax.com); Expmma
Sy experiancom); and TransUnion {www. ATADS U OT. CORL).

Youmay send a written request by regular, certified, or wemight mail $o the addresses below. You may
zise place a security freeze through sach of the consumer reporting agencies” websiles or over the phone,
using the contact information below:

Erpifax Security Fresze

PO, Box 105788
Atlarta, {}A 3@34@

s f

e wrwsguily comdpersonalfcreditrepdri-services!

PO Box 9554
Afien, TX 73013
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TransUnion Security Freeze
PAr Box 160

Foedhyn, PA 19694
1-888-000-8872

hitee fewow iransanionconoredin-freere

in order o Tequest a security freezs, you will need to provide some or all of the following information to
the credit reporting agency, depending on whether you do so oaline, by phone, or by mail:

. Vour foll pame (incleding middie initial as well as Jjr., 8r., 11, I, ste);

. Social Security Mlumber;

. Date of barth:

4. If yon have moved in the past five (3) years, the addresses whers you have Tived over the prior

it-i imé --n‘

five years;

5. Proof of carrent address, such as a current willity bill, telephone bill, rental agreement, or deed:
6. A legible photocopy of a government issued identification card {state driver’s license or ID
card, military identification, ste.};

7. Social Security Card, pay stub, or W2; and

8. If vou are a victim of identity theft, a copy of either the police report, investigative report, or
complaint to a law enforcement agency concerning identity thelt

The credit reporting agencies have one (1) to three {3) business days after receiving your request to place
a security freeze on vour credit report, based upon the method of your request. The credit bureaus must
also send written confirmation to vou within five {5) business days and provide you with 2 unigue
personal identification number {PIN) or password {or both) can ‘be used by you to authorize the



remeval or 1ifing of the security freeze. ¥ is umportant to ipaistain this PIN/password in a secure place, as
vou will need it to R or remove the security freeze.

How to Hft a secuxity freere.

To Bt the secimity freeze in srder to allow a specific entity or individual access o your credit report, you
must make a request to each of the eredit reporting agencies by mail, through their website, or by phone
;using the contact information on the previous page). Vou must provide proper identification (including
name. address. and social security number) and the PIN oumber o password provided to you when you
pladed the security freeze, as well as the sdentities of those entities or individuals you would like to
seceive your credit report. You may alse temporarily Iift & security freeze for a spepified period of time
rather than for a specific entity or individual, using the same contact information above. The credit
bureaas have between one (1) hour {for requests made online) and three {3) business days {for request
made by mail) after receiving your reguest to fift the security freeze for these identified entities or for the
specified period of time.

How to remove a secarity freeze.

To remove the security frecze, you must make a request to sach of fhe credit reporting agencies by mail,
through their website, or by phone {using the contact information on the previous page). ¥ ou must
provide proper identification (name, address, and social security number) and the PIN number o
password provided to you when you placed the security freeze. The credit bureaus have between one (1)
hour {for requests made online) and three {3) bsiness days (for requests made by mail) afler TECeIVIng
vour reguest to remove the security freeze.

Under federal law, you cannot be charged to place, lift, or remove a securify freeze.




This information is importast. It should be translated right away.

Esta informacién es importante y debe ser traducida inmedistamenie.
Bsta informacto & i
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mportante. Deverd ser traduzida imediatamente.

Mhimg fin tie nay thitquan troag. Tio the piy chn phai thbng dich lidn.
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Cette information est importante, Prigre de la traduire
(uesta informazione ¢ importante. 37 pregha di traduria irmediatamente.
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T iest wazna mformacia. Powinna zostat piepwipcznic prEeilumaczona.
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