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lJJ Healthcare
Community Plan

[20/20 Letterhead/Logo]

[Name] XXXX, 2021
[Address]

[City, State Zip Code]

Re: Notice of Data Breach

Dear [Namej:

20/20 Eye Care Network Inc, is writing to let you know-. out a privacj’lf' iéSue involving some of your health

information.

What Happened? On January 11,2021, we learned that an unauthonzed person may
and deleted your information. : !

What Information Was Involved? The mforma‘u hat may have been viewed, seen or accessed before being

deleted includes:
i. Name
2. [data element]
3. [data element}
4. [dataelement]
5. [dataelement]
6.

[data element] -

What We AreDoi 5.

We are committed to protébt;'_rﬂ_l_g_;he privacy and security of your information.

What You Can Do. Please readthe ‘Steps You Can Take to Help Protect Your Information” pages with this
letter. They give: o

e Tips to help you keep your identity safe, like looking over health account statements and credit reports
for things you didn’t buy.

s The list of agencies to whom you can report issues.

e Steps on how to sign up for free credit monitoring services.

For More Information. Call (XXX) XXX«XXXX toll free Monday through Friday, <<time frame>> Bastern
Time if you have questions. Youcanalso call Saturday and Sunday, <<time frame>>Eastern Time (no holidays).
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To request a security freeze, you will need to provide the following information:
1. Your full name (including middle initial as well as Jr., Sr., II, 111, etc.);

Social Security number;

Date of birth;

If you have moved in the past five (5) years, provide the addresses where you have lived over the prior

five years;

Proof of current address, such as a current utility bill or telephone bill;

6. A legible photocopy of a government-issued identification card (state driver’s license or ID card, military
identification, etc.);

7. If you are a victim of identity theft, include a copy of either the police report, investigative report, ot
complaint to a law enforcement agency concerning identity theft.
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As an alternative to a security freeze, you have the right to place an 1r___f' ial or extended “fraud alert” on your file
at no cost. An initial fraud alertis a 1-year alert that is placed on a consumer’s credit file. Uponseeinga fraud
alert display on a consumer’s credit file, a business is required to take steps to verify the consumer’s identity
before extendingnew credit. If you are a victim of identity theft, you are entitled to an extended fraud alert, which
is a fraud alert lasting seven years. Should you wish to place a fraud alert, please contact any one of the agencies
listed below: e i TR

Experian TransUnion ‘Equifax

P.O. Box 9554 ~'P.0.Box 2000 - P.0. Box 105069

Allen, TX 75013 ‘Chester, PA 19016 Atlanta, GA 30348

1-888-397-3742 1-800-680-7289 T 1-888-766-0008
www.experian.com/fraud/center. himl www.ﬁ*ﬁhsunioﬁ'.cbm/fraud-: - www.equifax.com/personal/credit:

. vietim-resource/pla

fraud-  ©  report-services

alert

Additional Information

You can further educate yourself reg

. ...-.g-_ld, g 'ty_ftheff,‘-fl_‘%ud alerts, security freezes, and the steps youcan
take to protect yourself, by contacting the consumer

IS ). t mer teporting-agencies, the Federal Trade Commission, or your
state Attorney General. The Federal Trade Co sion ¢an be reached at: 600 Pennsylvania Avenue NW,
Washington, DC 20580, www.identitytheft.gov, 1-877-ID-THEFT (1-877-438-4338); TTY: 1-866-653-4261.
The Federal Trade Commission also encouragesthose who discover that their information has been misused to
file a complaint with them. You can obtain furtherinformation on how to file sucha complaint by way of the
contact information listed above. You have the right to file a police report if you ever experience identity theft
or fraud. Please note that in order to file a report with law enforcement for identity theft, you will likely need to
provide some proof that you have been avictim. Instances of known or suspected identity theft should also be
reported to law enforcement and your state Attorney General.

California Residents: Visit the California Office of Privacy Protection (www.oag.ca. gov/privacy) for additional
information on protection against identity theft. Kentucky Residents: Office of the Attorney General of
Kentucky, 700 Capitol Avenue, Suite 118 Frankfort, Kentucky 40601, www.ag. ky.gov, Telephone: 1-502-696-
5300. Maryland Residents: Office of the Attorney General of Maryland, Consumer Protection Division 200 St.
Paul Place, Baltimore, MD 21202, www.oag.state.md.us/Consumer, Telephone: 1-888-743-0023 or 1-410-528-
8662. New Mexico Residents: You have rights pursuant to the Fair Credit Reporting Act, such as the right to be
told if information in your credit file has been used against you, the right to know what is in your credit file, the
right to ask for your credit score, and the right to dispute incomplete or inaccurate information. Further, pursuant
to the Fair Credit Reporting Act, the consumer reporting agencies must correct or delete inaccurate, incomplete,
or unverifiable information; consumet reporting agencies may not report outdated negative information; access
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to your file is limited; you must give your consent for credit reports to be provided to employers; you may limit
“prescreened” offers of credit and insurance you get based on information in your credit report; and you may seek
damages from a violator. You may have additional rights under the Fair Credit Reporting Act not summarized
here. Identity theft victims and active duty military personnel have specific additional rights pursuant to the Fair
Credit Reporting Act. You can review your rights pursuant to the Fair Credit Reporting Act by visiting
www.consumerfinance.pov/f/201504 cfpb summary your-rights-under-fera.pdf, or by writing Consumer
Response Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W., Washington, D.C.
20580. New York Residents: the Attorney General may he contacted at: Office of the Attorney General, The
Capitol, Albany, NY 12224-0341; 1-800-771-7755; https:/ag.ny.gov/. North Carolina Residents: Office of the
Attorney General of North Carolina, Consumer Protection Division, 9001 Mail Service Center Raleigh, NC
27699-9001, www.nedoj.gov, Telephone: 1-919-716-6400, 877-566-7226 (toll free within NC). Oregon
Residents: Oregon Department of Justice, 1162 Court Street NE, Sa__l;’;_m,'OR 07301-4096, www.doj.state.or.ug/,
Telephone: 877-877-9392. Rhode Island Residents: Office of the Attorney General, 150 South Main Street,
Providence, Rhode Island 02903, www.tiag.ti.gov, Telephone; 401-274-4400. Under RhodeIsland law, you have
the right to obtain any police report filed in regard to this incident. There are <<##>> Rhode Island residents
impacted by this incident, Washington D.C. Residents: the Office of Attorney General for the District of
Columbia can be reached at: 400 6th St. NW, Washington, D.C. 20001; 1-202-442-9828; https://oag.dc.gov. All
US Residents: Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, NW
Washington, DC 20580, www.consumer.gov/idtheft, 1-877-IDTHEFT (438-4338), T'Y: 1-866-653-4261.




