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Armuerican Heprass Company
200 Vesey Streel
New York, NY 102850106
Date;

Card Mentber Name
Streel Address
City, Stale, Zip Code

American Bxproged Card Agoounlending in: X-NXHK

RE: NOTICE OF DATA BREACH
Pyear {Name].

WHAT HAPPENED?

Protecting the seourity ol our Card Members™ information is very inportant (o us and we sirive Lo let you know sboutseeurily
coneerns as soon as possible. We beeante swale (hat 2 third party serviee provider engaged by numerous merchants experionced
unauthorized aveess to s sysieny, Accountinformation of some ol our Card Membera, includingsome of your account
information, may have been involved. 1is imporiantio note that Amerioan Hxpress owned or controbied systems were not
comgpromized by thig inzident. and we are providing this notice to you ag 4 precantianary measure.

WHAT INFORMATIHON WAS INVOLVED?

Al s Hime, we have baer informed thal your ourrest ot previously issued Amerjcan Lxpreis Card secount sistiber, your payve
and other Card information such as the expirstion date, may have been compromised. Please be aware thal you may revejve
addiional tetters frotm ug 1T moe than ane of your Amerfonn Express Cird acemints were invalved.

WHAT WE ARE DOING.

Please be assured v gre viglanty monitoring yols aceound fov freud and, iTi should oceur. you are pot lizble for fioandulent
charpes onyonr secount, To learn mors sboul the measwres we take (o help proteet your aceoun( visil our Secarify Center af
americanesoresssamdragiprotection.

WHAT YOU CAN DO,
We sk that you carcfully review your sccount for fraudulent aetivity . B3elow are 8oma siepd you can take o prolectyour
ACCOU.

- Lopin to your aceaw al ginerk

s i t yeview yourr sceolnt statemengs cayefully and remain vigilant
in domgw egpeeially averthe next 1210 "»‘d mrmths

#  Ifyowrcard is setive, sign up to receive instant aotifictions of polential aua’pscmu‘. uumw by cnablmg,NMlﬁommne n
the American Express Mabile app. or signingup Foremail or text messoging al @ "
Please make streyour mobile phone gumber and email address are also aa File for us to vontact you i m.mled

OTHER IMPORTANT INFORMATION,
Tncluced sith his Retter are some sddisional helpful tips and stops you i teke fo protect ourself against te risks of Traud and
identity thell,

FOR MORE INFORMATION,
ITyou notice any suspivious astivity on your sccount, plessa dont hesitate o cailus 24 hours a day. 7 days & wmk ol 1-855-6%3-
2213, One oF our Customer Care Professionals will be bappy 1o assist you. :

Espeeially in loday’s enviranment, we understand that vour seeurily s parsmount. We are strongly commitied fo profecting the
privacy and seeurity of your information and regeet any coneern (hiy mey have caused vou. Ay always, thank youlor vour trustin
wi.and for vour continwed Card Membership.

Sineerely,
Anneke Covall

View Presidem, U8, & ALINB Privacy
Amearican Exprass Company
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Additional Helpful Tips

Below are additional helpful tipsyou may wantio consider to protectyour Card and personal information:

« Jfyour cardis active, login to your accountat grericanexpress com /MYCA toreview your account
statements carefully and remaln vigilantin doing so, espechally over the naxt 12 to 24 months,

o If your cardis active, sign up to receive instant notifications of potential suspicious activity by enahling
Notifications in the American Express Mob Qe app, or signing up for email or textmessaging at
americanexpress com faccounklerts, Please make sure your mobile phone number and email address are
also on file for us to coutact you if needed,

s Visitour Security Center atmnericapexnress.com/frandnrotection to learn more shoutthe measures we
LEXREERILGIIDLAL;

take to help protect your account and the steps you can take to safeguard vour information.

& Vigit the Faderal Trade Commission (FTC) website for information on how to protectyourself against 1D
theft and safeguarding your electronic davices from viruses and other maliciou s software by

v Learning how to make protecting vourself from identity thieves part of your daily routine hy visiting
ennsumer,govidifefi or call 1-872-IDTHEFY (438-4338) to learn more about identity theftond
protective steps vou can take or file a report, You can also contact the FTC at: Identity Theft Clearinghouse,
Federal Trade Commission, 600 Peansplvanin Avenue, NW, Washington DC 20580,

*  Helpavpid detect and remove viruses and other malicious software by protecting your computer from
spyware i viryses bhat con cause it (o run slowly or give fraudsters access to your persanal information by
visfting consumer fle.gov/articles/0011-malwore

¢ Review this additipnal information:

«  Marviand, North Careling and Rhode Island regidents may also contact these ageheles for information on
how to preventoravold identity theft.

s For Maryiand residents: You may contact the Office of the Maryland Attorney Cenergl, 200 56 Paul
Place, Baltimore, MD 21202, hetp:/Swww.norytandattorneygene ralgov/, 1-888-743-0023,

v For North Carolnaresidents: You may contact the North Caroling Office of the Attorney Generol, Mail
Service Center 9001, Ruleigh, NC 27699-9001, http://www.nedojgov/, 1-877-566-7226,

v For Rhode Istond residents: You may conteet the Rhode Island Office of the Attorney General, 150
South Main Streat, Providence, REU2903, https/ /www.riggrigov, 4013744400,

o Forilowa residents: Youave advised to report any suspected identity theft to Jaw enforce e nt or to the lowa
Attorney General

« For Massachusetts residents; You hqve the right to obtain g police report regarding this Incident ifyouare
the victim of tdentity theft you alsa have the right to file @ police reportand obtain a copy of it.

«  For Qregon residents; You are advised to report any suspected identity theftto law enforcemeant, including
the Federal Trade Commission and the Oregon Attorney Cengpal,

+  For Rhodelsland residents: You have the right to file or obtain a police report regarding this incident,

«  Contact the major creditbureaus to got usefulinformation about protecting your credit, including
information about fraud alerts, security freezey, orother steps you ¢an take to protect vourself from fraud and
identity theft "Po chtain an annual free copy of your credit reports, visit annuaferpdibreport com, or call toll-
free at £-877-322-8228 Credit bureaucontact details are provided below:

Eguifax Experian; Traps Unjoj

equifax.com axperian.com iransynion.com
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freeze.equifax.com experian.com/fregre transuntof.com/freere
P.0. Box 105788 PO, Box 9554 F.QL Box 2000

Atlanta, GA 30348 Allen, TR 75013 Chester, PA 19016
1-800-575-6285 1-888-397-3742 1-888-909-8872

«  For Colorado, Georgia, Maine, Maryviand, Massachusetts, New jersey, Prerto Rico, and Vermhont
residents: You may obtain sne or morg (depending on the state ] additional copies of your credit report free
of charge, You mustcontact gach of the credit bureaus directly to obtain such udditional reports)

v Afroud glert indicates to any busimess requesting your creditfile that vou suspectyouare a vickim of fraud
and requires the business to verify your ldentity hefore issuing you credit A fraud alert does not affectyour
abifity to geta loan ororedit, but it may cause some delay if voware applying for credit.

o Youhove the right to place o security freeze onyour credit file free of charge. A security freeze is dosigned to
preventcredit loans, and services from belng approved iyour nams without pour consent. However, using a
securfty freeze may delay your ability to obtain credit, To place 4 securlty freeze, vou mustcontact each of the
three credit buraaus listed above apd provide the following informations (1) yourfull names {2) SSN; (3) date
of birth; {4} the addresses where you have lHved overthe past 2 vears: (5) proof of current address, suck as o
utility bill v telephone bill, {6) @ copy of a government issued identification card; and (7)) if you are the vietim
of ide ntity theft, include the police report, investigative report, or complaint to o low snforcement agency. If
the request to place a secyrity freeze i made by toll-free telephone or secure electromic means, the eredit
hurequs have one husiness day after receiving your request to place the security freeze on your credit report.
{f the requestis made by mell, the credit bureaus have three business days to place the security freees onyour
eradit report after recelving vour request. The credit bureaus must send confirmation to yvou within five
bugineg ss days and provide you with informution concerning the process by which youa may remove or lift the
security freeze, There i no fae Lo place or lift asecurity freeze,

«  Obtain or file a police report - You have the right to obtain any police reportfiled in regard to thisingident If
you are the vietim of fraud oridentity sheft, you also have the right to file o police report,

«  Keeparecord ofyour contacts - Starta file with copies of your creditreports, any nolice report, any
correspondence, and copies of disputed bills, Itls also nseful to keep a log of your conversations with creditors,
law enforcementofficials, and other relevant parties.



