Date

Name
Address
Address

RE: Nofice of Data Breach

Dear Name,

Northwestern Mutual discovered an emaiiing incident that may affect the security of your personal information. We want to
provide you with information about the incident, steps we are taking in response, and steps you may take to guard against
identity theft and fraud, shouid you feel itis appropriate to do so.

What happened. Aswe previously discussed with you, on August 10h. 2021, we inadvertently sent Designation of
Beneficiaries forms for life insurance and individual retirement account to the incorrect email address. We have no
knowiedge that your information has been accessed, acquired, of misused; however, we are notifying you of this issue out
of an abundance of caution so that you may take appropriate steps to help protect your personat information.

What information was involved: We have no knowiedge that the email was acquired or used; however, a breach of
confidential information is something we take very seriously. The personally identifiable information on the Designation of
Beneficiaries forms included your name, address, policy numbers, date of birth, social security number, and gender.

The entities involved include: The Northwestern Mutual Life Insurance Company and Northwestem Mutual Investment
Services, LLC (collectively, “Northwestern Mutual").

What are we doing: Upon discovery of the misdirected email, action was taken to recall the email message and another
email correspondence was sent to the unintended recipient instructing them to not open the email and delete from their
inbox and trash folders. To date, we have not received confirmation back about whether those actions have been
performed. To help protect your identity, we are offering complimentary access to Experian jdentityWorksS" for 24 months
at no cost to you. The foliowing identity protection services start on the date of this notice and you can use them at any
time during the next 24 months.

|dentity Restoration: If you believe there was fraudulent use of your information as a resulit of this incident and
would like to discuss how you may be able to resolve those issues, please reach out to an Experian agent. If,
after discussing your situation with an agent, itis determined that identity restoration support is needed then an
Experian ldentity Restoration agent is available to work with you to investigate and resolve each incident of fraud
that occurred from the date of the incident (including, as appropriate, helping you with contacting credit grantors to
dispute charges and close accounts; assisting you in placing a freeze on your credit file with the three major credit
pureaus; and assisting you with contacting government agencies to help restore your identity to its proper
condition).

Please note that Identity Restoration is available to you for 24 months from the date of this lefter and does not
require any action on your part at this time. The Terms and Conditions for this offer are located at
www.Experian!DWorks.com/restoration.

While identity restoration assistance is immediately available to you, we also encourage you to activate the fraud
detection tools available through Experian identityWorks as a complimentary 24 month membership. This product
provides you with superior identity detection and resolution of identity theft. To start monitoring your personal
information, please follow the steps below.

» Ensure that you enroll by December 31, 2021 (Your code will not work after this date.)

»  Visit the Experian ldentityWorks website to enroll:
https://www.experianidworks.cam/RRS Bplus

« Provide your activation code: XHXNXXXXX




If you have questions about the product, need assistance with Identity Restoration that arose as a result
of this incident or wouid like an alternative to enrolling in Experian ldentityWorks onfine, please contact
Experian's customer care team at 1-877-890-8332 by December 31, 2021. Be prepared to provide
engagement number B007424 as proof of eligibility for the Identity Restoration services by Experian.

What you can do: You may sign up for the Experian |dentityWorks onine at https:/iww.experianidworks.com/RR3Bplus
or by phone (877-890-9332) using the activation code provided above.

For more information: You may also want to consider these additional safeguard options for your Northwestern Mutual
policies/accounts. Be prepared to provide your account/policy number when requesting the following:

Life. Disability Income and Annuity: You can request a password to be used to verify your identity when you call
the home office.

+ For Life and Disability Income Policies, call 1-800-388-8123.

e For Annuities, call 1-888-455-2232.

Lona Term Care: You can request additional authenticators be added to verify your identity when calling about
your policy by calling 1-800-748-9493.

Investment Accounts: You can request a restriction be added fo your account.
« For Northwestern Mutual Investment Services and Northwesiern Mutuai Wealth Management
Company, including Trust and Private Client Services, call 1-866-950-4644.

We value the relationship we have established with you and are truly sorry for any inconvenience or concern caused by
this incident. If you have any questions regarding this situation, please call me at XXX-XXK-XXXX.

Sincerely,

Name
Title

Attachments

Cc: Hailey Morrison, Enterprise Privacy, Northwestern Mutual



information About identity Theft Protection

Monitor Your Accounts

We recommend that you regutarly review statements from your accounts and periodically obtain your credit report from
one or mare of the national credit reporting companies. You may obtain a free copy of your credit report online at
www.annualcreditreport.com, by calling toll-free 4.877-322-8228, or by mailing an Annual Credit Report Request Form
(avaiiable at ww.annualcreditreport.com) to Annual Credit Report Request Service, P.O. Box 105281, Atianta, GA,
30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national credit
reporting agencies listed below.

Equifax® Experian TransUnion®
P.0. Box 740241 P.0. Box 9701 p.0. Box 1000
Atlanta, GA 30374-0241 Alien, TX 75013-8701 Chester, PA 19016-1000
1-800-685-1111 1-868-397-3742 4-800-888-4213
www,equifax.com www.experian.com www transunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not
initiate or do not recognize. Look for information, such @8 home address and Social Security number that is not
accurate. If you see anything you do not understand, call the credit reporting agency at the telephone number on the
report.

Credit Freeze

You have the right to put a security freeze, also known as a credit freeze, on your credit file, so that no New credit can
be opened in your name without the use of a Personal Identification Number (PIN) that is issued to you when you
initiate a freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report without
your consent. If you place a credit freeze, potential creditors and other third parties will not be able to access your credit
report unless you temporarily iift the freeze. Therefore, using a credit freeze may delay your ability to obtain credit.
Pursuant to federal law, you cannot be charged to place of ift a credit freeze on your credit report. Should you wish to
place a credit freeze, please contact all three major consumer reporting agencies listed below.

Equifax Experian TransUnion
P.O. Box 105788 P.0. Box 9554 P.0. Box 2000
Atlanta, GA 30348-5788 Allen, TX 76013-9554 Chester, PA 19016-2000
1-800-685-1111 1-888-397-3742 : 1-888-000-8872
www.equifax.comipersonall www.experian.com/ www . transunion.corm/
credit-report-services freezelcenter.html credit-freeze

vou must separately place & credit freeze on your credit file at each credit reporting agency. The following information
shouid be included when requesting & credit freeze!

1} Fuliname, with middle initiat and any suffixes,

2)  Social Security number;

3)  Dateof birth {month, day, and year),

4y Current address and previous addresses for the past five (5) years,

5)  Proof of current address, such as @ current utility bill or tetephone bill;

g)  Other personal information as required by the applicable credit reporting agency,

If you request a credit freeze online or by phone, then the credit reporting agencies have one (1) business day after
receiving your request to place a credit freeze on your credit file report. If you request a lit of the credit freeze online
or by phone, then the credit reporting agency must lift the freeze within one {1) hour. If you request a credit freeze or
lift of a credit freeze by mail, then the credit agency must place or lift the credit freeze no later than three (3) business
days after getting your request.

Fraud Alerts

You also have the right 10 place an initial or extended fraud alert on your file at no cost. An initial fraud alert lasts 1-year
and is placed on a consumer's credit file. Upon seeing a fraud alert display on a consumer's credit file, a business is
required to take steps to verify the consumer’s identity before extending new credit. If you are @ victim of identity theft,
you are entitied to an extended fraud alert, which is a fraud alert lasting 7 years. Should you wish to place a fraud alert,
please contact any one of the agencies listed below. The agency you contact will then contact the other two credit
agencies.



Equifax Experian TransUnion

P.O. Box 105788 P.0O. Box 9554 P.0. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-85654 Chester, PA 19016-2000
1-888-766-0008 1-888-397-3742 1-800-680-7288
www,equifax.com/personal/ Www.experian.com/ www fransunion.com/fraud-
credit-report-services fraud/center.htmi victim-resource/piace-fraud-alert

Monitor Your Personal Heaith Information

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement that you
receive from your insurer. If you see any service that you believe you did not receive, please contact your insurer at
the number on the statement If you do not receive the regutar explanation of benefits statements, contact your provider
and request them to send such statements following the provision of services in your name or number.

You may want to order copies of your credit repotts and check for any medical bills that you do not recognize. If you
find anything suspicious, call the credit reporting agency at the phone number on the report. Keep a copy of this notice
for your records in case of future problems with your medical records. You may also want to request a copy of your
medical records from your provider, o serve as a baseline. If you are a California resident, we suggest that you visit
the website of the California Office of Privacy Protection at www.privacy.ca.gov to find more information about your
medical privacy.

Additional Information

You can further educate yourself regarding identity theft and the steps you can take to protect yourself, by contacting
your state Attorney General or the Federal Trade Cormmission. Instances of known or suspected identity theft should
be reported to law enforcement, your Aftorney General, and the FTC.

The Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-ID-THEFT (1-B77-438-4338)
TTY: 1-866-653-4261
www.ftc.gov/idtheft

Reporting of identity Theft and Obtaining a Police Report
You have the right to obtain any police report filed regarding this incident. If you are the victim of fraud or identity theft,
you also have the right to file a police report.

Additional Details Regarding Your 24 Month Experian IdentityWorks Membership

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian immediately regarding
any fraud issues, and have access to the following features once you enroll in Experian ldentityWorks:

« Experian credit report at signup: See what information is associated with your credit file. Daily credit reports
are available for online members only=*,

= Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of fraud.

= Internet Surveillance: Technoiogy searches the web, chat rooms & bulletin boards 24/7 to identify trading or
selling of your personal information on the Dark Web.

» Identity Restoration: Identity Restoration specialists are immediately available to help you address credit and
non-credit retated fraud.

= Experian ldentityWorks ExiendCARE™: You receive the same high-level of Identity Restoration support
even after your Experian IdentityWorks membership has expired.

« %4 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic fund
transfers.

«  Lost Waliet; Provides assistance with canceling/replacing lost or stolen credit, debit, and medical cards.

«  Fraud Alerts: Ability to ptace fraud alerts on your credit file to help protect you from credit fraud.

»  Child Monitoring: For 10 children up to 18 years old, internet Surveillance and monitoring to determine
whether enrolled minors in your household have an Experian credit report are available. Also included are
identity Restoration and up t0 $1M Identity Theft insurance™.

* Offline members will be eligible to calt for additional reports quarterly after enrelling

» The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company. Please
sefet to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in ali jurisdictions.



Date

Name
Address
Address

RE: Notice of Data Breach

Dear Name,

Northwestern Mutual discovered an incident that may affect the security of your personal information. We want to provide
you with information about the incident, steps we are taking in response, and steps you may take to guard against identity
theft and fraud, should you feel it is appropriate to do so.

What happened. On August 10t 2021, we inadvertently sent Designation of Beneficiaries forms to the incorrect email
address. These forms contained your personal information. We have no knowledge that your information has been
accessed, acquired, or misused; however, we are notifying you of this issue out of an abundance of caution so that you
may take appropriate steps to help protect your personal information.

What information was involved: The personally identifiable information on the Designation of Beneficiaries forms
included your name, address, date of birth, social security number, and gender.

The entities involved include: The Northwestern Mutual Life Insurance Company and Northwestern Mutual Investment
Services, LLC (collectively, “Northwestern Mutual").

What are we doing: Upon discovery of the misdirected email, action was taken to recall the email message and another
email correspondence was sent to the unintended recipient instructing them to not open the email and delete from their
inbox and trash folders. To date, we have not received confirmation back about whether those actions were performed. To-
help protect your identity, we are offering complimentary access to Expertan IdentityWorks®" for 24 months at no cost to
you. The following identity protection services start on the date of this notice and you can use them at any time during the
next 24 months. '

|dentity Restoration: If you believe there was fraudulent use of your information as a result of this incident and
would like to discuss how you may be able to resolve those issues, please reach out to an Experian agent. If,
after discussing your situation with an agent, it is determined that identity restoration support is needed then an
Experian ldentity Restoration agent is available to work with you to investigate and resolve each incident of fraud
that occurred from the date of the incident {including, as appropriate, helping you with contacting credit grantors to
dispute charges and close accounts; assisting you in placing a freeze on your credit file with the three major credit
bureaus; and assisting you with contacting government agencies to help restore your identity to its proper
condition).

Please note that ldentity Restoration is available to you for 24 months from the date of this letter and does not
require any action on your part at this time. The Terms and Conditions for this offer are located at
www. ExperianlDWorks.com/restoration.

While identity restoration assistance is immediately available fo you, we also encourage you to activate the fraud
detection tools available through Experian IdentityWorks as a complimentary 24 month membership. This product
provides you with superior identity detection and resolution of identity theft. To start monitoring your personal
information, please follow the steps below.

« Ensure that you enroll by December 31, 2021 (Your code will not work after this date.)

= Visit the Experian IdentityWorks website to enrolk:
https.//www.experianidworks.com/RR3Bplus

= Provide your activation code: XXXXXXXXX




If you have guestions about the product, need assistance with |dentity Restoration that arose as a result
of this incident or would like an alternative to enrolling in Experian IdentityWorks online, please contact
Experian's customer care team at 1-877-890-9332 by December 31, 2021, Be prepared to provide

engagement number B007424 as proof of eligibility for the tdentity Restoration services by Experian.

What you can do: You may sign up for the Experian IdentityWorks online at https://www.experianidworks.com/RR3Bplus
or by phone (877-890-8332) using the activation code provided above.

For more information: You may also want to consider these additional safeguard options for your Northwestern Mutual
policies/accounts. Be prepared to provide your account/policy number when requesting the following:

Life. Disability Income and Annuity: You can reguest a password to be used to verify your identity when you call
the home office.

« For Life and Disability Income Policies, call 1-800-388-8123.

e For Annuities, call 1-888-455-2232.

Long Term Care: You can request additional authenticators be added to verify your identity when calling about
your policy by calling 1-800-748-9483.

Investment Accounts: You can request a restriction be added to your account.
e For Northwestern Mutual Investment Services and Northwestern Mutual Wealth Management
Company, including Trust and Private Client Services, call 1-866-950-4644,

We value the relationship we have established with you and are truly sorry for any inconvenience or concern caused by
this incident. If you have any questions regarding this situation, please call me at XXX-XXX-XXXX.

Sincerely,

Name
Title

Attachments

Cc: Hailey Morrison, Enterprise Privacy, Northwestern Mutual



Information About Identity Theft Protection

Monitor Your Accounts

We recommend that you regularly review statements from your accounts and periodically obtain your credit report from
one or more of the national credit reporting companies. You may obtain a free copy of your credit report online at
www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request Form
(available at www.annuaicreditreport.com) to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA,
30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national credit
reporting agencies listed below.

Equifax® Experian TransUnion®
P.O. Box 740241 P.C. Box 8701 P.O. Box 1060
Atlanta, GA 30374-0241 Allen, TX 75013-9701 Chester, PA 18016-1000
1-800-685-1111 1-888-397-3742 1-800-888-4213
www.equifax.com Www.experian.com www franstinion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not
initiate or do not recognize. Look for information, such as home address and Sacial Security number that is not
accurate. If you see anything you do not understand, call the credit reporting agency at the telephone number on the
report.

Credit Freeze

You have the right to put a security freeze, also known as a credit freeze, on your credit file, so that no new credit can
be opened in your name without the use of a Personal identification Number (PIN) that is issued to you when you
initiate a freeze. A credit freeze is designed fo prevent potential credit grantors from accessing your credit report without
your consent. If you place a credit freeze, potential creditors and other third parties will not be able to access your credit
report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your ability to obtain credit.
Pursuant to federal law, you cannot be charged to place or lift a credit freeze on your credit report. Should you wish fo
place a credit freeze, please contact all three major consumer reporting agencies listed below.

Equifax Experian TransUnion
P.Q. Box 105788 P.C. Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-800-685-1111 1-888-397-3742 1-888-909-8872
www.equifax.com/personal/ www.experian.com/ www.transunion.com/
credit-report-services freezelcenter.hitrml credit-freeze

You must separately place a credit freeze on your credit file at each credit reporting agency. The following information
shouid be included when requesting a credit freeze: ‘

1) Full name, with middle initial and any suffixes;

2) Social Security number;

3)  Date of birth (month, day, and year);

4)  Current address and previous addresses for the past five (5) years;

5) Proof of current address, such as a current utility bill or telephone bill;

&)  Other personal information as required by the applicable credit reporting agency,

If you request a credit freeze online or by phone, then the credit reporting agencies have one (1) business day after
receiving your request to place a credit freeze on your credit file report. if you request a lift of the credit freeze online
or by phone, then the credit reporting agency must iift the freeze within one (1) hour. If you request a credit freeze or
lift of a credit freeze by mail, then the credit agency must place or lift the credit freeze no later than three (3) business
days after getting your request.

Fraud Alerts

You aiso have the right to place an initial or extended fraud alert on your file at no cost. An initial fraud alert lasts 1-year
and is placed on a consumer's credit file. Upon seeing a fraud alert display on a consumer's credit file, a business is
required to take steps to verify the consumer's identity before extending new credit. If you are a victim of identity theft,
you are entitled to an extended fraud alert, which is a fraud alert lasting 7 years. Should you wish to place a fraud alert,
please contact any one of the agencies fisted below. The agency you contact will then contact the other two credit
agencies.



Equifax Experian TransUnion

P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 76013-8554 Chester, PA 19016-2000
1-888-766-0008 1.888-397-3742 1-800-680-7289
www equifax.com/personal/ www.experian.com/ www transunion.com/fraud-
credit-report-services fraud/center htmi victim-resourcefplace-fraud-alert

Monitor Your Personal Health Information

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement that you
receive from your insurer. If you see any service that you believe you did not receive, please contact your insurer at
the number on the statement. If you do not receive the regular explanation of benefits statements, contact your provider
and request them to send such statements following the provision of services in your name or number.

You may want to order copies of your credit reports and check for any medical bills that you do not recognize. If you
find anything suspicious, call the credit reporting agency at the phone number on the report. Keep a copy of this notice
for your records in case of future problems with your medical records. You may also want to request a copy of your
medical records from your provider, to serve as a baseline. If you are a California resident, we suggest that you visit
the website of the California Office of Privacy Protection at www.privacy.ca.gov to find more information about your
medical privacy.

Additional Information

You can further educate yourself regarding identity theft and the steps you can take to protect yourself, by contacting
your state Attorney Generai or the Federal Trade Commission. Instances of known or suspected identity theft should
be reported to law enforcement, your Attorney General, and the FTC.

The Federal Trade Commission
800 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-ID-THEFT (1-877-438-4338)
TTY: 1-866-653-4261
www.ftc.goviidtheft

Reporting of Identity Theft and Obtaining a Police Report
You have the right to obtain any police report filed regarding this incident. If you are the victim of fraud or idendity theft,
you also have the right to file a police report.

Additional Details Regarding Your 24 Nonth Experian IdentityWorks Membership

A credit card is not required for enroliment in Experian IdentityWorks. You can contact Experian immediately regarding
any fraud issues, and have access to the following features once you enroll in Experian ldentityWorks:

= Experian credit report at signup: See what information is associated with your credit file. Daily credit reports
are available for online members onfy=".

»  Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of fraud.

« internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify trading or
selling of your personal information on the Dark Web.

= Identity Restoration: ldentity Restoration specialists are immediately available to help you address credit and
non-credit related fraud.

»  Experian IdentityWorks ExtendCARE™: You receive the same high-ievel of Identity Restoration support
even after your Experian IdentityWorks membership has expired.

= $1 Miliion Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic fund
transfers.

«  Lost Wallet: Provides assistance with canceling/replacing lost or stolen credit, debit, and medical cards.

=  Fraud Alerts: Ability to place fraud alerts on your credit file to help protect you from credit fraud.

»  Child Monitoring: For 10 children up to 18 years old, Internet Surveillance and monioring to determine
whether enrolled minors in your household have an Experian credit report are available. Also included are
Identity Restoration and up to $1M Identity Theft Insurance™.

* Offline members will be eligible to call for additional reports guarterly after enrolling
** The ldentity Theft Insurance Is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company. Please

refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all iurisdictions.



