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JOINT DEFENSE PRIVILEGED & CONFIDENTIAL

<<Date>> (Format: Month Day, Year)
<<first_name>> <<middie_name>> «<<last_name>> <<suffix>>
<<gddress_1»>
<<address_ 2>
<<gity>>, <<siate_province>> <<postal_code>>
<epoUntry >

Re: Notice of Data Breach from MyBenefitsKeeper, Dear
<<first_name>> <<middle_hame>> <<jast_name>> <<suffie>,

We write to inform you that a security matter occurred at Muitiplan, Inc, a vendor that assists your insurance company
with medical payment billing servicesthat may have involved some of your pessonal information (“the vendor").

What happened?

On January 27,2021, the vendor identified a security matter involving unauthorized accessto oneofitsemployee’s emal
accounts byan outside actor. Upond iscoveringtheincident, the vendorimmediately terminated the unauthorized access,
changed the employee’s credentials, and an investigation supported by forensics experts was commenced to detemine
what happened. The vendor reported this matter to law enforcement. In this case, it appears that the goal of the outside
actorwas to divert wire paymentsfroma small number of customers seekingtopay invoices to the vendor. Inthe process
of carrying out this attempt the outside actor had access to the employee's email account, which was used fo

communicate with us regarding billing, and within those communications was some information about your account.

What information was involved?

Please be assured thatthis matter did not involveournetworkorsystemsinany way. This matteronly affected one email
account belonging to one of our vendors. Because we have the direct relationship with you, however, we are sending
you this letter rather than the vendor. While it does not appear that plan participant information was the target of this
incident, the vendor cannot say with certainty which emails or attachments may have been accessed or acquired by the
outside actor and so out of an abundance of caution, the vendor notified us on <<b2b_text_3(Datej>> thatyour personal
information may have been involved and between December 23, 2020 and January 27, 2021, the foltowing information
could have been accessed or acquired: <<p2b_text 2(ImpactedDataj>>.

What we are doing:

In addition to providing you with this notice, we have amanged with the vendor for you to receive an offer of credit
monitoring at no costtoyouforaperiod of two years. To accept this offer, please followthe instructions in the attachment
or as set out below. We are working with the vendor and understand it has taken actions to reinforce its existing security
protocols and processes to reduce the likelihood of this situation oceurring in the future.

Your credit monitoring services inciude Credit Monitoring, Fraud Consuitation, and identity Theft Restoration can be
accessed here:

Visit hitps://enroll.idheadquarters.com to activate and take advantage of your identity monitoring services.
You have until October 7, 2021 io activate your identity monitoring sefvices.
Membership Number: <<pMermber iD>>

Additional information describing these services is included with this letter.
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Whatyou cando:

We and the vendor are not aware of any misuse of your information. it is always a good practice to remain vigilant
and regulariy review your financial statements, credit reports, and Explanations of Benefits (EOBs) from your health
insurers for any unauthorized activity. If you identify suspicious activity, you should contact the company that maintains
the account on your behalf.

Additional information aboutprotecting youridentity is attached to thisnofice.

Formore information:
if you have guestions, please call 1-XX X-XOUX 00K Monday through Friday from 9:00amto 6:30pm Eastem Time.

Sincerely,

mMyBenefitskeepsar
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TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES

Visit https:llenroif,idheadquarters,com to activate and take advaniage of your identity monitoring services.
You have until Octeber 7, 2021 to activate your identity monitoring services.
Membership Number: <<¥ember ifi»

You have been provided with access to the following services from Kroll:

Single Bureau Credit Monitoring

You will receive alerts when there are changes to your credit data—for | nstance, when a new line of credit is apphed for
in your name. If you do not recognize the activity, you'l have the option to calt a Kroll fraud specialist, who will be able to
help you determine if itis an indicator of identity theft,

Fraud Consuitation

You have unlimited access to consuitation with a Kroll fraud spedialist. Support includes showing you the most effective
ways to protect your identity, explaining your rights and protections under the law, assistance with fraud alerts, and
interpreting how personal information is accessed and used, inciuding investigating suspicious activity that could be tied
to an identity theft event.

ldentity Theft Restoration

If you become a victim of identity theft, an experienced Kroll licensed investigator will work on your behalf to resolve
related issues. You will have access to 3 dedicated investigatorwho understands yourissues and can do mostof the work
foryou. Your investigator will be able to dig deep to uncover the scope of the identity theft, and then work to resolve it.

Kroll's activation website is onty compatible with the current version or one version earlier of Chrome, Firefox, Safari and Edge.
Toreceivecreditseryi ces, youmustbe overthe age of 18and have established credit.

MORE INFORMATION ABOUT IDENTITY PROTECTION
INFORMATION ON OBTAINING AFREE CREDIT REPORT

U.S. residents are entitled under U.S. law to one free credit report annually from each of the three major credit bureaus.
To order your free credit reports, visit www.annualcreditreport. com or call toli-free (877) 726-1014,

INFORMATION ON IMPLEMENTING A FRAUD ALERT OR SECURITY FREEZE

a secunty freeze.

To place a fraud alert or security freeze on your credit report, you must contact the three credit bureaus below:

Equifax Experian TransUnion

Consumer Fraud Division Credit Fraud Center TransUnion LLC
P.0.Box 740256 P.0.Box9554 P.0.Box2000

Atlanta, GA 30374 Alten, TX 75013 Chester, PA19022-2000
(888) 766-0008 (888) 397-3742 {860) 680-7289
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To request a security freeze, you will need to provide the following information:
1. Yourfull name (including middle initiaf as well as Jr., Sr., Il, ll, etc.);
Social Security Number;
Date of birth;
If you have moved in the past five (5) years, the addresses where you have lived over those prior five years;
Proof of current address such as a current utility bill or telephone bill; and

Alegible photocopy of a government-issued identification card (state driver’s license or ID card, military
identification, etc.).

AN

Youmay also contactthe U.S. Federal Trade Commission ("FTC”) for further information on fraud alerts, security freezes,
and how to protect yoursell fromidentity theft. The FTC can be contacted at 400 7th St. SW, Washington, DC 20024;
ielephone (877) 382-4357; or www. consumer.qov/idtheft.

ADDITIONAL RESOURCES

Your state attorney general may also have advice on preventing identity theft, and you should report instances of known
or suspected identity theft to law enforcement, your state attorney general, or the FTC.

California Residents: Visit the Califomia Office of Privacy Protection (https: /loag. ca.goviprivacy ) for additional information
on protection against identity theft.

lowa Residents: The Attormey General can be contacted at Office of Attarney General of lowa, Hoover State Office
Building, 1305 E. Walnut Street, Des Moines, IA 50319, +1 (515) 281-5164, www.iowaattomeygeneral.gov.

Kentucky Residents: The Attomey General canbe contacted at Office of the Attorey General of Kentucky, 700 Capitol
Avenue, Suite 118 Frankfort, Kentucky 40601, www.ag.ky.gov, Telephone: +1 (502) 696-5300.

Maryland Residents: The Attorney General canbe contacted at Office of Attorney General, 200 St. PauiPlace, Baltimore,
MD 21202; +1 (888) 743-0023; or www.oaq.state.md.us.

Massachusetts Residents: Under Massachusetts law, you have the right to obtain any police report filed in connection
to the incident. if you are the victim of identity theft, you also have the right to fle a police report and obtain a copy of it.

North Carolina Residents: The Attomey General can be contacted at 9001 Mail Service Center, Raleigh, NG 27699-
9001; +1 (919) 716-6400; or www.ncdaj.gov.

New Mexico Residents: You have rights under the federal Fair Credit Reporting Act (FCRA), which governs the collection
and use of information pertaining to you by consumer reporting agencies. For more information about your rights under

the FCRA, please visit www.consumer fic.gov/arficles/pdf-0096-fair-credit-reporting-act.pdf or www.ftc.gov.

Oregon Residents: The Attorney General can be contacted at Oregon Department of Justice, 1162 Court Street NE,
Salem, OR 973014096, +1 (877) 877-8332 (toilfree in Oregon), +1 (503) 378-4400, www.dol.state.or.us.

Rhode Island Residents: The Attorney General canbe contacted at 150 South Main Street, Providence, R102903; +1
{401) 274-4400; orwww.riag.rigov. You mayalso filea police report by contacting local or statefaw enforcement agencies.
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