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Return Mail Processing Center
P.O. Box 6336
Portland, OR 97228-6336

<<Mail 1D>>

<<Name |>>

<<Name 2>

<<Address |>>

<< Address 2>

<< Address 3>>

<< Address 4>> <<Date>>
<< Address 55>

<<ity>><<State>><<Zip>>

<<{Country>>

NOTICE OF DATA BREACH
Dear <<Name 1>,
We are writing to inform you of an incident that may have affected your personal information.

We regret the impacts that this incident may have on you, and we are sending this Ietter to provide some options to minimize risk
to yourself.

What Information Was Involved?

The exact personal information accessed varies by individual, but we have determined that the types of personal information
impacted include name, address, date of birth, and other sensitive data elements, such as a social security number, driver’s license
number, passport number, or health or insurance information. Please know that not all of this information was disclosed in each
instance, and your impacted personal information may be a subset of these calegories.

What We Are Doing.

We take the security of your personal information very seriously. As soon as we discovered the incident, we isolated our networks
and launched a forensic investigation, contacted law enforcement, and took sieps to remediate the incident. In response to this
attack, we have enhanced our security and monitoring processes and taken other measures to minimize the risk of a similar
incidents in the future.

In addition, we have arranged to offer you credit monitoring, identity theft protection, and Dark Web monitoring services for a period
of two years, at no cost to you, through Equifax. To enroll in these services, please follow the instruction in the attached Equifax
Enrollment Instruction. Please note that if you have already enrolled in this service pursuant {0 a previous notice from the
Company, then you are already covered by the plan and no further action is required.

What You Can Do.

In addition to enrolling in the complimentary credit monitoring, we have established a dedicated call center to assist you with
answering any questions you may have. You may contact the call center, toll-free at 800-983-8781, and it is open between
9:00 a.m. and 9:60 p.m. Eastern Time, Monday through Friday, except holidays, in order to answer your questions.

As a resident of Massachusetts, you bave the right to obtain a police report regarding the incident. For more information, please contact the
Massachusetts Attorney General’s Office at 617-727-2200 or https://www.rnass.gov/orgs/office-of-atiorney-general-maura-healey.

Finally, we encourage you to carefully review your accounts and your credit reports to ensure that all of your account activity is
valid. You should promptly report any questionable charges to the organization with which the account is maintained.
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For More Information.

If you have any gquestions about this incident or would like additional information, please refer to the enclosures for general steps
you can take to monitor and protect your personal information or contact the call center at 800-983-8781. The call center 1s open
between 9:00 am. and 9:00 p.m. Eastern Time, Monday through Friday, except holidays.

We regret that this incident occurred and apologize for any inconvenience this incident may have caused you.

Sincerely,

David Bradley
President & CEO — SI Group
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E u, ‘ M ® Enter your Activation Code:  <<Activation Code>
Enrolhment Deadline: <<Enroliment Deadline>>

Equifax Complete™ Premier

*Note: You must be over age 18 with a credit file to take advantage of the product

Key Features

Anmual access to your 3-bureau credit report and VantageScore! credit scores

Daily access to your Equifax credit report and 1-bureau VantageScore credit score

3-bureau credit monitoring? with email notifications of key changes to your credit reports

WebScan notifications® when your personal information, such as Social Security Number, credit/debit card or bank

account numbers are found on fraudulent Internet trading sites

* Automatic fraud alerts’, which encourages potential lenders to take extra steps to verify your identity before extending
credit, plus blocked inquiry alerts and Equifax credit report lock®

*  Identity Restoration to help restore your identity should you become a victim of identity theft, and a dedicated Identity
Restoration Specialist to work on your behalf
Up to $1,000,000 of identity theft msurance coverage for certain out of pocket expenses resulting from identity theft®.

*  Lost Wallet Assistance if your wallet is lost or stolen, and one-stop assistance in canceling and reissuing credit, debit

and personal identification cards.

Enrollment Instructions

Go io www.egquifux.com/activate
Enter your unique Activation Code of <<Aetivation Code>» then click “Submit” and follow these 4 sleps!

1. Register: Complete the form with your contact information and click “Continue”,
If you already have a myEquifax account, click the ‘Sign in here’ link under the “Let’ get started”’ header. Once you
have successfully signed in, you will skip 1o the Checkout Page in Step 4.
2. Create Account: Enter your email address, create a password, and accept the terms of use.
3. Yerify Identity: To enroll in your product, we will ask you to complete our identity verification process.
4. Checkout; Upon successful verification of your identity, you will see the Checkout Page. Click ‘Sign Me Up” to finish
enrolling,

You’re dong!
The confirmation page shows your completed enrollment.

Click “View My Product” to access the product features.

" The credit seores provided are based on the VantageScore® 3.0 model. For three-bureau VantageScore credit scores, data from Equifax®

Experian®, and TransUnion® are used respectively. Any one-bureau VantageScore uses Fquifax data. Third parties use many different types
of credit scoves and are likely fo use a different type of credit scove fo assess Yyour creditworthiness,

? Credit monitoring from Experian and TransUnion will toke several days to begin.

3 WebScan searches for your Social Security Number, up to 3 passport numbers, up to & bank account numbers, up to 6 credit/debit card
numbers, up fo 6 email addresses, and up to 10 medical ID numbers. WebScan searches thousands of Internet sites where consumers’
personal information is suspected of being bought and sold, and regularly adds new sites 1o the list of those it searches. However, the Internet
addresses of these suspected Internet trading sites are not published and Jrequently change, so there is no guarantee that we are able to
locate and search every possible Internet site where consumers’ persenal information is at risk of being traded.

! The Automatic Fraud Alert feature is made available to consumers by Bguifax Information Services LLC and fuifilled on its behalf by
Eguifax Consumer Services LLC.

I Locking your Equifax credit report will prevent access to it by certain third parties. Locking your Equifax credit report will not prevent
access to your credil report af any other credit reporting agency. Entities that may still have access to your Equifax credit report include:
companies like Equifax Global Consumer Solutions, which provide you with access to your credit report or credit score, or monitor your
eredit veport as part of a subscription or similar service; companies that provide you with a copy of your credit report or credit score,
upon your request; federal, state and local government agencies and courts in certain circumstances; companies using the information in
connection with the underwriting af insurance, or for employment, tenant or background screening purposes; companies that have a current
account or relationship with you, and collection agencies acting on behalf of thase whom you owe; companies that authenticate g consumer’s
identity for purposes other than granting credit, or for Investigating or preventing actual or potential fraud: and companies that wish fo
make pre-approved offers of credit or insurance to you. To opf out of such pre-approved offers, visit www.optoutpresereen.com

¢ The Identity Theft Insurance benefit is underwritten and administered by American Bankers Insurance Company of Florida, an Assurani
company, under group or blanket policies issued to Equifax, Inc., or its respective affiliates for the benefit of its Members. Please refer io the
actual policies for terms, conditions, and exclusions of caverage. Coverage may not be available in all jurisdictions.
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STEPS YOU CAN TAKE TO FURTHER PROTECT YOUR INFORMATION

Review Your Account Statements and Notify Law Enforcement of Suspicious Activity

As a precawtionary measure, we recommend that you remain vigilant by reviewing your account statements and credit repoits
closely. If you detect any suspicious activity on an account, you should promptly notify the financial institution or company with
which the account is maintained. You also should promptly report any fraudulent activity or any suspected incidence of identity
theft to proper law enforcement authorities, vour state attorney general, and/or the Federal Trade Commission,

To file a complaint with the FTC, go to www.ftc.gov/idtheft or call 1-§77-ID-THEFT (877-438-4338), Complaints filed with the
FTC will be added to the FTC’s Identity Theft Data Clearinghouse, which is a database made available to law enforcement agencies.

Copy of Credit Report

You may obtain a free copy of your credit report from each of the three major credit reporting agencies once every 12 months by
visiting http://www.anmualcreditreport.com, calling toll-free §77-322-8228, or by completing an Annual Credit Report Request
Form and mailing it to Annual Credit Report Request Service, P.O. Box 105281 , Atlanta, GA 30348. You can print a copy of the
request form at hitps://www.annualcreditreport.com/manualRequestForm.action, Or you can elect to purchase a copy of your
credit report by contacting one of the three national credit reporting agencies. Contact information fof the three national credit
reporting agencies for the purpose of requesting a copy of your credit report or for general inquiries is provided below:

Equifax Experian TransUnion

(800) 685-1111 (888)397-3742 (800) 916-8800

www.equifax.com WWW.experiai.com WWW.fransunion.com

P.0. Box 740241 535 Anton Blvd., Suite 109 P.O. Box 6790

Atlanta, GA 30374 Costa Mesa, CA 92626 Fullerton, CA 92834
Fraud Alert

You may want to consider placing a fraud alert on your credit report. An initial fraud alert is free and will stay on your credit file
for at least 12 months. The alert informs creditors of possible fraudulent activity within your report and requests that the creditor
contact you prior to establishing any accounts in your name. For more information on fraud alerts, you may contact the three
national credit reporting agencies, the FTC (as described below), or visit http://www.annualcreditreport.com,

Security Freeze

In some US states, you have the right to put a security freeze on your credit file at no cost to you. This will prevent new credit
from being opened in your name without the use of a PIN number that is issued to you when you initiate the freeze. A security
freeze is designed to prevent potential creditors from accessing your credit report without your consent. As a result, using a
security freeze may interfere with or delay your ability to obtain credit. You must separately place a security freeze on your
credit file with each credit reporting agency. In arder to place a security freeze, you may be required to provide the consumer
reporting agency with information that identifies you, including your full name, Social Security number, date of birth, current
and previous addresses, a copy of your state-issued identification card, and a recent utility biil, bank statement, or insurance
statement. For more information on security freezes, you may contact the three national credit reporting agencies or the FTC
{as described below). As the instructions for establishing a security freeze differ from state to state, please contact the three
nationwide consumer reporting agencies to find out more information.

Additional Free Resources on Identity Theft

You may wish to review the tips provided by the FTC on how to avoid wdentity theft. For more information, please visit
http:/fwarw fie. goviidtheft, call 1-877-TD-THEFT (877-438-4338), or write to Federal Trade Commission, Consumer Response
Center, 600 Pennsylvania Avenue, NW, Washington, DC 20580.
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