2 € ; i To Enroll, Please Call:
1-833-608-3032

Or Visit:
https://app.idx.us/account-

creation/protect
Enrollment Code: <<Enrollment>>
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November 3, 2021

Re: Notice of data breach
Dear <<F irstName>> <<LastName>>,

Baywood Medical Associates; PLC dba Desert Pain Institute (“DPT”) is writing to inform you of a recent data security
incident that may have exposed your sensitive personal information. At this time, we are unaware of any misuse of your
personal information. However, we take the security of your personal information seriously and wanted to provide you
with details about the steps we are taking in response and resources available to help you protect against the potential
misuse of your information,

What We Are Doing

We are committed to doing everything we can to help protect the privacy and security of the personal information in our
care. Since the discovery of the incident, we have taken and will continue to ‘take steps to mitigate the risk of future
issues. Notably, upon discovery of the incident, we moved quickly to initiate our incident response plan, which included
conducting an investigation with the assistance of the third-party forensic specialists to contain and safely restore our
systems. We are also enhancing our security measures for our systems and servers, and have installed end-point
monitoring tools to continuously monitor our system.

Out of an abundance of caution, we are also providing you with 24 months of complimentary credit monitoring services
through IDX. While we are covering the cost of these services, you will need to complete the activation process by

following the instructions below. -

What You Can Db_ _

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. If you are the
victim of identity theft, you also have the right to file a police report and obtain a copy of it.

Massachusetts law also allows consumers to place a security freeze on their credit reports, free of charge. A security
freeze prohibits a credit reporting agency from releasing any information from a consumer’s credit teport without written
authorization. However, please be aware that placing a security freeze on your credit report may delay, interfere with, or
prevent the timely approval of any requests you make for new loans, credit mortgages, employment, housing or other
services. To place a security freeze on your credit report, you must make a direct request by telephone, secure electronic
means (website), or written request to each of the three major consumer reporting agencies: Equifax; Experian; and
TransUnion at the addresses and/or numbers below:



Experian TransUnion Equifax

P.O. Box 9554 P.O. Box 160 P.O. Box 105788
Allen, TX 75013 Woodlyn, PA 19094 Atlanta, GA 30348-5788
1-888-397-3742 1-888-909-8872 1-888-298-0045
www.experan.com/freeze/center.html www.iransunion.com/credit-freeze hitps:/fwww_equifax.com/personal/cr

edit-report-services/credit-freeze/

In order to request a security freeze, you will need to provide the following information:
1. Your full name (including middle initial as well as Jr., Sr., II, ITf, etc.)
2. Social Security number;
3. Date of birth;
4. If you have moved in the past five (5) years, provide the addresses where you have lived over the prior five (5)
years,
Proof of current addr ess, such as a current utility bill or telephone bill;
6. A legible photocopy of a government issued identification card (state driver’s license or ID card, military
identification, etc.)
7. If you are a victim of identity theft, include a copy of either the police report, investigative report, or complaint
to a law enforcement agency concerning identity theft.

tn

The credit reporting agencies have one (1) business day after receiving a telephone or secure electronic request, or three
(3) business days after receiving your written request, to place a security freeze on your credit report. The credit bureaus
must also send written confirmation to you within five (5) business days and provide you with a unique personal
identification number {PIN) or password, or both, that can be used by you to authorize the removal or lifting of the security
freeze, To permanently remove the security freeze, or to temporarily lift the security freeze for a specified period of time
or to provide a specified entity access to your credit report, you must make a request either by phone, through secure
electronic means (website), or send a written request to the credit reporting agencies by mail. Requests must include
proper identification (name, address, and Social Security number) and the PIN or password provided to you when you
placed the security freeze. To temporarily remove the security freeze, include the specific period of time you want the
credit report available or the name of the entity you want to have access to your credit report. In the case of a request by
phone or secure electronic means, the security freeze will be lifted within one (1) hour after recetving the request for
- removal; or in the case of a request that is by mail, the credit reporting agencies have three (3) business days after receiving
your request to permanently or temporarily remove the security freeze.

Please review the enclosed Steps You Can Take to Help Protect Your Information, to learn more about how to protect
against the possibility of information misuse.

Y ou may also activate the credit monitoring services we are making available to you.

We are offering identity theft protection services through IDX, the data breach and recovery services expert. IDX identity
protection services include: 24 months of credit and CyberScan monitoring, a $1,000,000 insurance reimbursement policy,
and fully managed id theft recovery services. With this protection, IDX will help you resolve issues if your identity is
compromised.

We encourage you to contact IDX with any questions and to enroll in free identity protection services by calling 1-833-
608-3032 or going to hitps://app.idx.us/account-creation/protect and using the Enrollment Code provided above.

Again, we are making these services available to you at no cost; however, you will need to activate yourself in these
services. The deadline to enroll is February 3, 2022.

We would like to reiterate that, at this time, there is no evidence that your mfonnatlon was misused. However, we
encourage you to take full advantage of the services offered.



For More Information

We recognize that you may have questions not addressed in this letter. If you have additional questions, please cail
1-833-608-3032 (toll free) during the hours of 6 am. and 6 p.m. General Mountain Time, Monday through Frniday
{excluding U.S. national holidays).

DPI sincerely regrets any inconvenience or concern that this matter may cause, and remains dedicated to ensuring the
privacy and security of all information in our control.

Sincerely,

bz 2 s
/)/LL,‘

Fric J. Boyd, M.D., parinet/owner
Richard J. Ruskin, M.D)., partner/owner
Baywood Medical Associates, PLC dba Desert Pain Institute



Steps You Can Take te Help Protect Your Infermation

Credit Reports: You may obtain a copy of your credit report, free of charge, whether or not you suspect any unauthorized
activity on your account. You may obtain a free copy of your credit report from each of the three nationwide credit reporting
agencies. To order your free credit report, please visit www.annualcreditreport.com, or call toll-free at 1-877-322-8228. You
can also order your annual free credit report by mailing a completed Annual Credit Report Request Form (available at
hitps:/iwww.consumer.ftc. gov/articles/01 55-free-credit-reports) to: Annual Credit Report Request Service, P.O. Box 105281,
Atlanta, GA, 30348-5281. '

Fraud Alerts: You can place fraud alerts with the three credit bureaus by phone or online. A fraud alert tells creditors to follow
certain procedures, inchuding contacting you, before they open any new accounts or change your existing accounts. For that
reason, placing a fraud alert can protect you, but also may delay yon when you seek to obtain credit. As of September 21,2018,
initjal fraud alerts last for one year. Victims of identity theft can also get an extended fraud alert for seven years,

Experian TransUnion Equifax
P.0. Box 9554 P.O. Box 2000 P.O. Box 105069
Allen, TX 75013 ' Chester, PA 19016 Atlanta, GA 30348
1-888-397-3742 1-800-680-7289 1-800-525-6285

www. experian.com/fraud/center. himl www.lransunion.com/fraud-alerts hitps:/fwww.equifax.com/personalicredi
treport-services/credit-fraud-alerts/

Monitoring: You should always remain vigilant for incidents of fraud and identity theft by reviewing credit card account
statements and by monitoring your credit report for suspicious or unusual activity.

Security Freeze: You have the right to place a security freeze on your credit report. A security freeze is intended to prevent
credit, loans, and services from being approved in your name without your consent. To place a security freeze on your credit
report, you need to make a request to each consumer reporting agency, You may make that request by certified mail, overnight
mail, regular stamped mail, or by following the instructions found at the websites listed below. The following information must
be included when requesting a security freeze (note that if you are requesting a credit report for your spouse or a minor under
the age of 16, this information must be provided for him/her as well): (1) full name, with middle mmitial and any suffixes; (2)
Social Security number; (3) date of birth; (4) cwrent address and any previous addresses for the past {ive years; and (5) any
applicable incident report or complaint with a law enforcement agency or the Registry of Motor Vehicles. The request must
also include a copy of a government-issued identification card and a copy of a recent utility bill or bank or insurance statement.
It is essential that each copy be legible, display your name and current mailing address, and the date of issue. As of September
21, 2018, it is free to place, lift, or remove a security freeze. You may also place a security freeze for children under the age of
16. You may obtain a free security freeze by contacting any one or more of the following national consumer reporting agencies:

Experian ‘ Translnion Equifax
P.O. Box 9554 P.O. Box 160 P.0. Box 105788
Allen, TX 75013 Woodlyn, PA 19094 Atlanta, GA 30348-5788
1-888-397.3742 1-888-909-8872 1-888-298-0045
www.experian . cont/freeze/center html www, transunion.cony/eredit-freeze  https://www.equifax.com/personal/cre

dit-repori-services/credit-freeze/

File Police Report: You have the right to file or obtain a police report if you experience identity fraud. Please note
that in order to file a crime report or incident report with law enforcement for identity theft, you will likely need to
provide proof that you have been a victim. A police report is often required to dispute fraudulent items. ¥You can
generally report suspected incidents of identity theft to local law enforcement or to the Attorney General.

FTC and Attorneys General: You can further educate yourself regarding identity theft, fraud alerts, security
freezes, and the steps you can take fo protect yourself, by contacting the consumer reporting agencies, the Federal
Trade Commission, or your state Attorney General. The Federal Trade Commission can be reached at: 600
Pennsylvania Avenue NW, Washington, DC 20580, www.identitytheft.gov, 1-877-ID-THEFT (1-877-438-4338),
TTY: 1-866-653-4261. The Federal Trade Commission also encourages those who discover that their information
has been misused to file a complaint with them. You can obtain further information on how to file such a complaint
by way of the contact information listed above. lnstances of known or suspected identity theft should also be reported
to law enforcement.




