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NOTICE OF INCIDENT
Dear Achiever,

We value and respect the privacy and security of your information, which is why we are writing
to let you know about an incident involving suspicious activity in your Achievement account. We
are providing notice to you and other potentially affected users about the incident, and also
providing information about tools and resources available to you to protect yourself online as
well as to prevent any potential fraud or identity theft.

What Happened?

We first became aware on September 16, 2021, of suspicious redemptions on a number of
accounts through our point redemption vendor, Tremendous. After becoming aware of this
activity, we initiated an investigation to uncover how this access occurred, and took steps to stop
any suspicious activity and secure user accounts.

Based on our investigation, we have determined that one or more third parties gained access to
an email or username and password (known as your credentials) that you may have used for
another service or app, and used those credentials to access your Achievement account. This
is known as a “credential stuffing attack.”

Our investigation indicates that the suspicious activity on Achievement occurred on or around
September 15th, 2021 and continued through September 30th, 2021. We are unable to
determine when and how these third parties may have gained access to your credentials.

To date, we have not uncovered anything that would lead us to believe that our Achievement
app or systems have been compromised. We are providing you with notice for your awareness
and so¢ you can take steps to secure your Achievement and other online accounts.

What Information Was Involved?

Because your login credentials were used to access your account, it is likely that the attacker(s)
had access to any information you supplied to us that would be viewable to you in your
Achievement account. This information may include your first name and last name, phone
number, mailing address, gender, birthday, and race/ethnicity (each, only if provided). It is
possible that these third parties may also have viewed information about the surveys you've
taken (not your responses), your points, and any other documents stored with your profile and
accessible with login credentials. We are unable to confirm what specific information, if any,
was actually accessed by these third parties.
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We are aware that these third parties may also have attempted to change the email used to
redeem your Achievement points and tried to initiate point redemption. In some cases, we were
able to prevent any redemption activity. However, we understand from Tremendous that some
redemptions may have been completed by these third parties.

What We Are Doing

To contain the suspicious activity, we have temporarily deactivated your account. To reactivate
your account, you will need to contact Customer Service by emailing
help@myachievement.com or by replying directly to this message. When you reach out to
reactivate your account, our Customer Service representatives will ask you for information to
help us verify your account.

Because we know you worked hard to earn points on Achievement and have contributed to
public health and research initiatives during your time on our platform, upon reactivation of your
account we will reinstate any Achievement points you may have lost as a result of this activity.

We value your privacy and deeply regret that this incident occurred. We will continue to review
this incident and will notify you if there are any significant developments. We have taken a
number of steps to try to prevent further activity from these malicious third parties and
recurrence of a similar attack. Although this incident did not result from a breach or vulnerability
of the Achievement app or systems, we wanted to inform you of this incident as we value the
privacy and security of your account and information.

In addition to notifying you of this incident, we also wanted to provide you with resources and
information you can use to further protect your online presence both on Achievement and
beyond, including to guard against identity theft or fraud.

What You Can Do

Update your credentials. Because these malicious third party actors had access to your
account credentials, it is likely that they can access any online accounts where you use the
same or similar credentials. To prevent similar activity occurring in these other accounts, you
should update your credentials and review any activity on those accounts. Be sure {o report any
suspicious activity to that account or app.

Monitor your accounts. If you use the same or similar credentials on any financial, banking,
credit, or budgeting accounts or apps, you should review your activity on those accounts,
including any credit and debit card account statements, as soon as possible to determine if
there are any discrepancies or unusual activity listed. You should remain vigilant and continue to
monitor your accounts and any statements for unusual activity going forward. If you see
anything you do not understand or that looks suspicious, or if you suspect that any fraudulent
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transactions have already taken place, you should contact the company or app immediately to
report that activity.

Check your credit and place a fraud alert or freeze on your accounts. You should also carefully
check your credit reports for accounts you did not open or for inquiries from creditors you did not
initiate. If you see anything you do not understand, call the credit agency immediately. If you find
any suspicious activity on your credit reports, please reach out to your local law enforcement
office and credit agency.

Additional resources and information. Also, please review the below “Information about Identity
Theft Protection” that describes additional steps you may take to help protect yourself, including
recommendations by the Federal Trade Commission (FTC) regarding identity theft protection,
and details on how to place a fraud alert or a security freeze on your credit file.

For More Information Or If You Have Any Questions
Once again, we are sorry that this incident occurred. If there is anything else that we can do to
assist you, or if you have any questions about this notice, please reach out to our Privacy team
at:

Achievement

Attn; Privacy

63 Bovet Rd #146

San Mateo, CA 94402

privacy@myachievement.com

You can also refer to the Achievement Privacy Policy for additional information as well as your
privacy rights, The Policy is available at hitps:/Awww.myachievement. com/privacy and on the
Achievement app.

Sincerely,

Fo Jp—

Lauren Wu
Head of Privacy at Evidation Health
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The following information has been provided by the Federal Trade Commission (FTC} as
a resource for all consumers. Evidation Health has not prepared these materials, but only
compiled them for your convenience.

We have also included additional information specific to certain states provided below.

O O 0 .00 . . e

From the FTC: Information about ldentity Theft Protection

Fraud Alert: The Federal Trade Commission (FTC) recommends that you place a free fraud
alert on your credit file. A fraud alert tells creditors to contact you before they open any new
accounts or change your existing accounts. Contact any one of the three major credit bureaus.
As soon as one credit bureau confirms your fraud alert, the others are notified to place fraud
alerts. The initial fraud alert stays on your credit report for one year. You can renew it after one
year.

Equifax: equifax.com/personal/credit-report-services(link is external) or 1-800-685-1111
Experian: experian.com/help{link is external} or 1-888-397-3742

TransUnion: transunion.com/credit-help
or(link is external) 1-888-209-8872

Get & Review Your Credit Report: Ask each credit bureau to send you a free credit report after
it places a fraud alert on your file. You may also obtain a free copy of your credit report online at
www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit
Report Request Form (available at www.annualcreditreport.com) to: Annual Credit Report
Request Service, P.O. Box 105281, Atlanta, GA, 30348-5281.

When you receive your credit reports, look them over carefully. Look for accounts you did not
open. Look for inguiries from creditors that you did not initiate. And look for personal
information, such as home address, that is not accurate. If you see anything you do not
understand, call the credit agency at the telephone number on the report. These can be signs of
identity theft.

You should remain vigilant with respect to reviewing your account statements and credit reports,
and you should promptly report any suspicious activity or suspected identity theft to us and to
the proper law enforcement authorities, including local law enforcement, your state's attorney
general, and/or the FTC.
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Even if you do not find any suspicious activity on your initial credit reports, the FTC
recommends that you check your credit reports periodically so you can spot problems and
address them quickly. In fact, the FTC recommends that you regularly review statements from
your accounts and periodically obtain your credit report from one or more of the national credit
reporting companies.

Report Any Suspicious Activity: If your personal information has been misused, report the
identity theft and get recovery steps. You may contact the FTC or your state’s regulatory
authority to report any fraudulent activity, and obtain additional information about avoiding and
protection against identity theft:

Federal Trade Commission, Consumer Response Center 600 Pennsylvania Avenue,
NW, Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.fic.govidtheft.

You should also call your local police or sheriff's office and file a police report of identity theft.
Get a copy of the police report. You may need to give copies of the police report to creditors to
clear up your records.

Credit Freeze (also known as a Security Freeze): You may also want to consider placing a
free credit freeze on your accounts. A credit freeze means potential creditors cannot get your
credit report. That makes it less likely that an identity thief can open new accounts in your name.
To place a freeze, contact each of the major credit bureaus at the links or phone numbers
above. A freeze remains in place until you ask the credit bureau to temporarily lift it or remove it.

You may also obtain information about preventing and avoiding identity theft from, as
well as reporting suspected incidents of identity theft to your Attorney General, in
addition fo your local law enforcement office. Below is the contact information for certain
states’ Office of the Attorney General.

Arizona Office of the Attorney General — Consumer Protection & Advocacy Section, 2005 North
Central Avenue, Phoenix, AZ 85004, 1-602-542-5025

Colorado Office of the Attorney General — Consumer Protection 1300 Broadway, Sth Floor,
Denver, CO 80203; 1-720-508-6000; www,coag.gov

District of Columbia Office of the Attorney General — Office of Consumer Protection: 400 6th
Street, NW, Washington, DC 20001, 202-727-3400; cag@dc.gov
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Hlinois Office of the Attorney General — 100 West Randoiph Street, Chicago, [L 60601:
1-866-999-5630; wwwi.illinoisattorneygeneral.gov

Office of the Attorney General of lowa, Hoover State Office Building, 1305 E. Walnut Street, Des
Moines IA 50319

Maryland Office of the Attorney General — Consumer Protection Division: 200 St Paul Place,
16th floor, Baltimore, MD 21202; 1-888-743-0023; www.oag.state.md.us

New York Office of Attorney General — Consumer Frauds & Protection: The Capitol, Albany, NY
12224, 1-800-771-7755; https:// ag.ny.goviconsumer-frauds/identity-theft. For information about
identity theft and Security Freezes: New York Department of State Division of Consumer
Protection, One Commerce Plaza, 99 Washington Ave, Albany, NY 12231-000:
https://dos.nysits.acsitefactory.com!consumer—protection; 1-800-697-1220.

North Carolina Office of the Attorney General — Consumer Protection Division: 9001 Mail
Service Center, Raleigh, NC 27699; 1-877-566-7226 (5-NO-SCAMY; www.ncdoj.com
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