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VIA U5, MAIL

<<Full Name>> <<Date>>

<<Address Line 1>> <<Address Line 25>
<<City>>, <<State>> <<Zip>>

Notice of Data Breach
Dear <<Full Name>>,

At Quantitative Investment Management LLC {“QIM”), we take seriously our commitment to protecting your persanal
information. We write to inform you that we were the victim of an email phishing incident that may have involved
some of your personal information. Although we have no evidence at this time that your personal information has
been used to commit identity theft or fraud as a result of this incident, we are contacting you to explain the
circumstances of this incident and to provide information about the service we will provide to help you protect yourself,

What Information Was Involved.

Our investigation determined that at the time of the incident your <<variable text field based on types of personal data
impacted>>.

What We Are Doing.

We take the security of the data entrusted to us very seriously. Upon learning of this incident, we immediately took
steps to confirm the security of our systems, including changing the password for the compromised email account, We
also required all other employees not affected by the incident to reset their passwords and strengthened
authentication processes for all QiM accounts using muiti-factor technology. We continue to implement additional
safeguards designed to protect our network and your personal information, and we increased the intensity of our
phishing testing, including targeted training. We also contacted law enforcement.

Although we have no information at this time that any of your personal information has been used to commit identity
theft or fraud as a result of this incident, to relieve concerns following this incident, we have secured the services of
Kroll to provide identity monitoring services that include a current credit report and 24 months of Credit Monitoring,
Web Watcher, Public Persona, Quick Cash Scan, $1 Million Identity Fraud Loss Reimbursement, Fraud Consultation,
and ldentity Theft Restoration. QIM will cover the costs of these services; however, you will need to activate these
services yourself,

What You Can Da.

We encourage you to activate the free Kroll identity monitoring services by visiting Enrolt krollmonitoring.com/redeem.
To activate, provide your Activation Code: <<Insert>> and Your Verification ID:; SF-006270. You must activate your
identity monitoring services by February 28, 2022. Your Activation Code will not work after this date.,

In addition to activating the complimentary identity and credit monitoring services described above, we encourage you
to please review the enclosed “Recommended Steps to Help Protect Your Information,” which describes other steps
you can take to help protect your personal information. These steps include recommendations from the Federal Trade
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Commission regarding fdentity theft protection and details on how to place a fraud alert or a security freeze on your
credit file. We also encourage you to remain vigilant against incidents of identity theft and fraud, to review your
account statements, and to monitor your credit reports for suspicious activity.

For More Information.

We understand you may have questions about this incident that may not be addressed in this notice. If you have
additional questions please email us at notificationquestions@quantitative.com or contact us at 434-817-3045
between 6:00 AM to 8:00 PM (Eastern} and Saturday and Sunday 8:00 AM to 5:00 PM (Eastern).

We sincerely regret any inconvenience or concern this may have caused and continue to review and further enhance

our information security practices. As a firm, we are committed to the privacy and security of your personal
information.

Sincerely,

Michael S, Geismar
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Recommended Steps to Help Protect Your Information

1. We have secured the services of Kroll to provide identity monitoring at no cost to you for two years. Krol
is a glohal leader in risk mitigation and response, and their team has extensive experience helping people
who have sustained an unintentional exposure of confidential data. Your identity monitoring services?
include Credit Monitoring, a Current Credit Report, Web Watcher, Public Persona, Quick Cash Scan, $1
Million Identity Fraud Loss Reimbursement, Fraud Consultation, and tdentity Theft Restoration.

How to Activate Your Identity Monitoring Services

1. You must activate your identity monitoring services by February 28, 2022, Your Activation Code will not
work after this date.

2. Vvisit Enroil.krollmonitoring.com/redeem to activate your identity monitoring services.

3. Provide Your Activation Code: <<Insert>> and Your Verification iD: SF-006270

Take Advantage of Your Identity Monitoring Services

You've been provided with access to the following services! from Kroll:

Triple Bureau Credit Monitoring and Single Bureau Credit Report

Your current credit report is available for you to review. You will also receive alerts when there are changes to
your credit data at any of the three national credit bureaus—for instance, when a new line of credit is applied
for in your name. If you do not recognize the activity, you’ll have the aption to call a KroH fraud spedialist, who
can help you determine if it's an indicator of identity theft.

Web Watcher

Web Watcher monitors internet sites where criminals may buy, sell, and trade personal identity information.
An alert will be generated if evidence of your personal identity information is found.

Public Persona
Public Persona monitors and notifies when names, aliases, and addresses become associated with your Social
Security number. If information is found, you'lt receive an alert.

Quick Cash Scan

Quick Cash Scan monitors short-term and cash-advance loan sources. You'll receive an alert when a loan is
reported, and you can call a Kroll fraud specialist for more information,

1 Kroll's activation website is only compatible with the current version or one version earlier of Chrome, Firefox, Safari and
Edge. To receive credit services, you must be over the age of 18 and have established credit in the U.S., have a Social
Security number in your name, and have a U.S. residential address associated with your credit file.
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$1 Million identity Fraud Loss Reimbursement
Reimburses you for out-of-pocket expenses totaling up to $1 million in covered legal costs and expenses for
any one stolen identity event. All coverage is subject to the conditions and exclusions in the policy.

Fraud Consultation

You have unlimited access to consultation with a Kroll fraud specialist, Support includes showing you the
most effective ways to protect your identity, explaining your rights and protections under the law,
assistance with fraud alerts, and interpreting how personal information is accessed and used, including
investigating suspicious activity that could be tied to an identity theft event.

Identity Theft Restoration

If you become a victim of identity theft, an experienced Kroll licensed investigator will work on your behalf to
resolve related issues. You will have access to a dedicated investigator who understands your issues and can
do most of the work for you. Your investigator can dig deep to uncover the scope of the identity theft, and
then work to resolve it.

2. Review your credit reports. We recommend that you remain vigilant by reviewing account statements and
monitoring credit reports. Under federal law, you also are entitled every 12 months to one free copy of your
credit report from each of the three major credit reporting companies. To obtain a free annual credit report, go
to www.annualcreditreport.com or call 1-877-322-8228. You may wish to stagger your requests so that you
receive a free report by one of the three credit bureaus every four months.

If you discover any suspicious items and have activated the Kroll identity and credit monitoring services, contact
Kroll immediately for support.

You should also know that you have the right to file a police report if you ever experience identity fraud. Please
note that in order to file a crime report or incident report with law enforcement for identity theft, you will likely
need to provide some kind of proof that you have been a victim. A police report is often required to dispute
fraudulent items. You can report suspected incidents of identity theft to local law enforcement or to the Attorney
General.

3. Place Fraud Alerts with the three credit bureaus. If you choose to place a fraud alert, we recommend you do
this after activating your credit monitoring. You can place a fraud alert at one of the three major credit bureaus
by phone and also via Experian’s or Equifax’s website. A fraud alert tells creditors to follow certain procedures,
including contacting you, before they apen any new accounts or change your existing accounts. For that reason,
placing a fraud alert can protect you, but also may delay you when you seek to abtain credit. The contact
infarmation for all three bureaus is as follows:

Credit Bureaus

Equifax Fraud Reporting Experian Fraud Reporting TransUnion Fraud Reporting
1-866-349-5191 1-888-397-3742 1-800-680-7289

P.0. Box 1050685 P.O. Box 9554 P.O. Box 2000

Atlanta, GA 30348-5069 Allen, TX 75013 Chester, PA 19022-2000

www.equifax.com WWW.experian.com www.transunion.com
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t is necessary to contact only ONE of these bureaus and use only ONE of these methods. As soon as one of the
three bureaus confirms your fraud alert, the others are notified to place alerts on their records as well. You will
receive confirmation letters in the mail and will then be able to order all three credit reports, free of charge, for
your review. An initial fraud alert will last for one year. If you are a victim of identity theft, you have the right an
extended fraud alert which is good for 7 years.

A credit freeze does not apply to any person or entity, or its affiliates, or collection agencies acting on behalf of
any person or entity that you have an existing account or loan with and requests information in your credit
report for the purpose of reviewing or collecting outstanding balances on a credit card or other credit account,
toan, or other bills. This information includes activities related to account maintenance, monitoring credit line
increases, loan and account upgrades, and loan approvals.

The credit reporting agencies have up to 3 business days after receiving your request to place a credit freeze on
your credit report. The credit reporting agencies must also send written confirmation to you within 5 business
days and provide you with a unique personal identification number (“PIN”) or password or both that can be used
by you to authorize the removal of or a temporary or permanent lifting of the credit freeze to allow creditors to
access your credit report.

Please Note: No one is allowed to place a fraud alert on your credit report except you.

4, Security Freeze. By placing a security freeze, someone who fraudulently acquires your personal identifying
information will not be able to use that information to open new accounts or horrow money in your name, You
will need to contact the three national credit reporting bureaus listed above to place the freeze. Keep in mind
that when you place the freeze, you will not be able to borrow money, obtain instant credit, or get a new credit
card until you temporarily lift or. permanently remove the freeze. There is no cost to freeze or unfreeze your
credit files.

5. You can obtain additional information about the steps you can take to avoid identity theft from the following
agencies. The Federal Trade Commission also encourages those who discover that their information has been
misused to file a complaint with them.

Massachusetts Residents: Under Massachusetts law, you have the right to obtain any police report filed in
regard to this incident. If you are the victim of identity theft, you also have the right to file a police report and
obtain a copy of it.

You may also place a security freeze on your credit reports, free of charge. A security freeze prohibits a credit
reporting agency from releasing any information from a consumer’s credit report without written authorization.
However, please be aware that placing a security freeze on your credit report may delay, interfere with, or
prevent the timely approval of any requests you make for new loans, credit mortgages, employment, housing
or aother services. Under federal law, you cannot be charged to place, lift, or remove a security freeze. You must
place your request for a freeze with each of the three major consumer reporting agencies: Equifax
{www.equifax.com); Experian {www.experian.com); and TransUnion (www.transunion.com). To place a security
freeze on your credit report, you may send a written request by regular, certified or overnight mail at the
addresses below. You may also place a security freeze through each of the consumer reporting agencies’
websites or over the phone, using the contact information below:
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¢ Equifax Security Freeze
P.O. Box 105788
Atlanta, GA 30348
1-800-349-9960
https://www.equifax.com/personal/credit-report-services/

* Experian Security Freeze
P.O. Box 9554
Alten, TX 75013
1-888-397-3742
https://www.experian.com/freeze/center.html

e  TransUnion Security Freeze
P.0. Box 160

Woodlyn, PA 19094
1-888-909-8872
https://www transunion.com/credit-freeze

in order to request a security freeze, you will need to pravide some or all of the following information to the
credit reporting agency, depending on whether you do so online, by phone, or by mail:

1. Your full name (including middle initial as well as Jr.,, Sr., Ii, I, etc.};

2. Social Security Number;

3. Date of birth;

4. Ifyou have moved in the past five (5) years, the addresses where you have lived over the prior five years;

5. Proof of current address, such as a current utility bill, telephone bill, rental agreement, or deed;

6. Alegible photocopy of a government issued identification card {state driver’s license or ID card, military
identification, etc.);

7. Social Security Card, pay stub, or W2;

8. If you are a victim of identity theft, include a copy of either the police report, investigative report, or

compiaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one (1) to three (3} business days after receiving your request to place a
security freeze on your credit report, based upon the method of your request. The credit bureaus must also send
written confirmation to you within five (5) business days and provide you with a unigue personal identification
number (PIN] or password (ar both) that can be used by you to authorize the removal or lifting of the security
freeze. It is important to maintain this PIN/password in a secure place, as you will need it to lift or remove the
security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must
make a request to each of the credit reporting agencies by mail, through their website, or by phone {using the
contact information above). You must provide proper identification (including name, address, and social security
number) and the PIN number or password pravided to you when you placed the security freeze, as well as the
identities of those entities or individuals you would like to receive your credit report. You may also temporarily
lift a security freeze for a specified pericd of time rather than for a specific entity or individual, using the same
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contact information above. The credit bureaus have between one (1) hour (for requests made online) and three
(3) business days (for request made by mail) after receiving your request to lift the security freeze for those
identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies by mail, through
their website, or by phane (using the contact information above), You must provide proper identification {name,
address, and social security number} and the PIN number or password provided to you when you placed the
security freeze. The credit bureaus have between one (1) hour (for requests made online} and three {3) business
days (for requests made by mail) after receiving your request to remove the security freeze.

All US Residents: Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, NW
Washington, DC 20580, www.consumer.gov/idtheft or www.ftc.gov/credit, 1-877-IDTHEFT (438-4338), TTY: 1-
866-653-4261.







