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Notice of Data Breach
Dear <<firgt_name»> <<middle_name>> <<iast_namerr <<suffies,

We are writing to notify you, as a precautionary measure, of a recent cybersecurity incident experienced by Horicon Bank,
that may have involved your nonpublic personal information. Out of an abundance of caution, we are providing details
to you about the nature of the incident because Horicon values the security and privacy of your personal information,
is commiited to ensuring you understand what happened, and wants to provide you with the tools to assist you with
securing and protecting your personal information should you have ongoing concerns.

Based on the nature of the incident and the available evidence, Horicon believes that information on its system, including
your personal information, could have been accessed and/or acquired by an unauthorized third party during the incident.
While Horicon does not have any evidence of misuse of your personal infermation or any fraud or identity theft, we are
nonetheless informing you of this ingident because we greatly value our customers and fake this matter seriously. This
hotice was not delayed due to an investigation by law enforcement,

What information was involved?

The personal information impacted may include some or all of the following personal information: your name, account
number with your then-current account balance, address, phone number, Social Security number, driver’s license number,
and in some limited instances, transaction information related to past payments. Please note that the exact nature and
axtent of personal information impacted may vary by individual,

What we are doing.

We have reported this incident to the appropriate law enforcement authotities. In addition to fully investigating this incident
and providing notice to you through this letter, we have deployed further end point protection software on our systems,
are otherwise reviewing our security measures, and worked with consultants to restore the affected systems,

To help protect your identity, we are offering a complimentary 24-month membership of Experian’s® IdentityWorks®™ and
have engaged Kroll to assist in answering your questions about this incident. Experian provides you with superior identity
detection and resolution of identity theft. To activate your membership and start monitering your personal information

please follow the steps below;
« Ensure that you enroll by: <<b2ly_text_8{ActivationDeadline}>> (Your code will not work after this date.)
s Visit the Experian ldentityWorks website to enrcll: hitps:/www.experianidworks.com/3bcredit
« Provide your activation code: <<Activation Code 5_n>»
If you have questions about the Experian product, need assistance with identity restoration or would like an alternative
to enrolling in Experian IdentityWorks onliine, please contact Expetian's customer care team at 877-288-8057 by <<hZb_
text_6{ActivationDeadline)»>, Be prepared to provide engagement number <<bZb_fext 1{Engagement#)=> as proof
of eligibility for the identity restoration setvices by Experian.

A credit card is not required for enroliment in Experian IdentityWorks, You can contact Expertian immediately regarding
any fraud issues, and have access to the following features once you enroll in Experian IdentityWorks:

= Experian credit report at signup: See what information is associated with your credit file. Daily credit
reporis are available for online members only,

=  Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of fraud.
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= fdentity Restoration: ldentity Restoration specialists are immediately available to help vou address
credit and non-credit related fraud.

»  Experian ldentityWorks ExtendCARE™: You receive the same high-level of ldentity Restoration
suppott even after your Experian ldentityWorks membership has expired.

s Up te $1 Million Identity Theft Insurance: Provides coverage for certain costs and unauthorized
electronic fund {ransfers,

Please note that this Identity Restoration support is available to you for 24 months from the date of this letter and does not
require any action onyour part at this time. The Terms and Conditions for this offer are located at www.ExperianlDWorks,
com/restaration. You will also find self-help tips and information about identity protection at this site,

What you can do.

To date, there has been no fraudulent activity on your Horicon financial account. However, if you are concemed about
your account or personal information, please refer to the "Additional Resources” section included with this lefter for steps
you can take to protect your information. If includes recommendations by the Federal Trade Commission regarding
identity theft protection and details on how to place a fraud alert or a security freeze an your credit file.

For more information.
While we trust that the services we are offering to you demonstrate our continued commitment to your security and
satisfaction, we also sincerely apologize for any inconveniance and concern this incident may cause you.

If you have questions, please call 1-855-912-1519, Monday through Friday from 8:00 a.m. to 5:30 p.m. Central Time,
excluding major U.S. holidays,

Sincerely,
R

Mark Nelson
EVP - CIOICOO
Horicon Bank



ADDITIONAL RESQURCES

Contact information for the three nationwide credit reporting agencies:

Equifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 1-800-685-1111
Experian, PO Box 2104, Allen, TX 75013, www.experian.com, 1-888-397-3742
TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com, 1-800-888.4213

Free Credit Report. It is recommended that you remain vigilant by reviewing account statements and monitoring your
credit report for unauthorized activity, especially activity that may indicate fraud and identity theft. You may obtain a copy
of your credit report, free of charge, once every 12 months from each of the three nationwide credit reporting agencies.

To order your annualfree credit report please visit www.annualcreditreport.com or call toll free at 1-877-322-8228,

You can also order your annual free credit report by mailing a completed Annual Credit Report Request Form {available
from the U.S. Federal Trade Commission’s ("FTC") website at www.consumer.ftc.gov) to:

Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281.

For Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico, and Vermont residents:
You may obtain one or more {depending on the state) additional copies of your credit report, free of charge. You must
contact each of the credit reporting agericies directly to obtain such additional report(s).

Fraud Alerts. There are two types of fraud alerts you can place on your credit report to put your creditors on notice that
you may be a victim of fraud—an initial alert and an extended alert. You may ask that an initial fraud alert be placed on
your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial fraud alert stays on
your credit report for at least one year. You may have an extended alert placed on your credit report if you have already
been a victim of identity theft and you have the appropriate documentary proof. An extended fraud alert stays on your
credit report for Seven years. You can place a fraud alert on your credit report by contacting any of the three national
credit reporting agencies.

Security Freeze. You have the ability to place a security freeze, also known as a credit freeze, on your credit report
free of charge.

Asecurity freeze is intended to prevent credit, loans and services from being approved in your name without your consent,
To place a security freeze on your credit report, you may use an online process, an automated telephone line, or submit
a writien request to any of the three credit reporting agencies listed above. The following information must be included
when requesting a security freeze (note that, if you are requesting a credit report for your spouse, this information must
be provided for him/her as well): (1) full name, with middle initial and any suffixes; (2) Social Security number; (3) date
of birth; {4) current address and any previous addresses for the past 5 years; and (5) any applicable incident repart or
complaint with a iaw enforcement agency or the Registry of Motor Viehicles. The request must also include a copy of a
government-issued identification card and a copy of a recent utility bill or bank or insurance statement. It is essential that
each copy be legible, and display your name, current mailing address, and the date of issue.

Federal Trade Commission and State Attorneys General Offices. If you beliave you are the victim of identity theft or
have reason to believe your personal information has been misused, you should immediately contact the Federal Trade
Commission and/or the Attorney General's office in your home state. You may also contact these agencies for information
on how to prevent or minimize. the risks of identity theft,

You may contact the Federal Trade Commission, Consumer Response Center, 800 Pennsylvania Avenue, NW,
Washington, DG 20580, www.ftc.govibep/edu/micrositesfidtheft/, 1-877-IDTHEFT (438-4338).

For Massachusetts residents: You may contact the Office of the Massachusetis Attorney General, 1 Ashburion
Place, Boston, MA 02108, 1-617-727-8400, www.mass.goviago/contact-us. html

Reporting of identity theft and obtaining a police report.
For Massachusetts residents: You have the right to obtain a police report if you are a vietim of identity theft.



