San Francisco Symphony H
10300 SW Greenburg Rd, Suite 570 SYMP
Portland, OR 97223

To Enroll, Please Call:
1-800-939-4170

) Or Visit:

<<First Name>> <<Last Name>> https://app.idx us/account-

<<Address 1>> creation/protect

<<Address 2>> Enrollment Code: <<XX>OIXXX>>

<<City>>, <<State>> <<Zip>>

November 17, 2021

Netice of Breach
Dear <<First Name>> <<I.ast Name>>,-
Please read this Jetter in its entirety.
We are sending this letter to notify you that we experienced a data incident that may have involved your personal
information. Unfortunately, Massachusetts regulations prohibit us from disclosing information on the incident in this

notification letter. However, details are available through our call center helpline or through us, as described below.

What is San Francisce Symphony deoing to address this situation?

We take our responsibility to safeguard your personal information seriously. As a result, we would like to offer you access
to the following:

» Identity theft protection services through IDX, the data breach and recovery services expert. IDX identity
protection services include: 24 months of credit and CyberScan monitoring, a $1,000,000 insurance
reimbursement policy, and fully managed id theft recovery services. With this protection, IDX will help you
resolve issues if your identity is compromised.

s We encourage you to contact IDX with any questions and to enroll in free identity protection services by calling
1-800-939-4170 or going to hitps://app.idx.us/account-creation/protect and using the Enrollment Code provided
above. IDX representatives are available Monday through Friday from 6 am - 6 pm Pacific Time. Please note the
deadline to enroll is February 17, 2022. :

To extend these services, enroliment in the monitoring services is required.

How do I enroll in the free services?

To enroll in Credit Monitoring services at no charge, please log on to https://app.idx.us/account-creation/protect and
follow the instructions provided. When prompted, please use the enrollment code provided above.

What can I do on mvy own to address this situation?

Under Massachusetts law, you have the right to obtain any police report filed regarding this incident. If you are the victim
of identity theft, you also have the right to file a police report and receive a copy of it.
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Massachusetts law also allows consumers to place a security freeze on their eredit reports at no cost to the consumer. A
security freeze prohibits a credit reporting agency from releasing any information from a consumer’s credit report without
written authorization, However, please be aware that placing a security freeze on your credit report may delay, interfere
with, or prevent the timely approval of any requests you make for new loans, credit mortgages, employment, housing or
other services,

To place a security freeze on your credit report, you will need to contact each of the three major consumer reporting
agencies by phone, online or via mail at the addresses below:

Equifax Security Freeze

1-800-685-1111

P.O. Box 105788

Atlanta, GA 30348
Equifax.com/personal/credit-report-services

Experian Security Freeze
P.O. Box 9554

Allen, TX 75013
Experian.com/help

Trans Union Security Freeze
Frand Victim Assistance Department
P.O. Box 2000

Chester, PA

19022-2000
Transunion.com/credit-help

To request a security freeze, you will need to provide the following information:

»  Your full name (including middle initial as well as Jr., St., IL, II1, etc.);
s address

s  Social Security Number;,

+ Date of birth;

If you submit a request for a security freeze via mail, you may be asked to provide the additional information:

» If youhave moved in the past five (5) years, provide the addresses where you have lived over the prior five years;

e DProof of current address such as a recent utility bill or telephone bill;

» A legible photocopy of a government-issued identification card (state driver’s license or ID. card, military
identification, etc.)

» If you are a victim of identity theft, include a copy of either the police report, investigative report, or complaint
to a law enforcement agency concerning identity theft;

The credit reporting agencies have three (3) business days to place a security freeze on your credit report after receiving
your request. The credit bureaus must also send written confirmation to you within five (5) business days and provide you
with a unique personal identification number (PIN) or password, or both that you can use to authorize the removal or
lifting of the security freeze.

To 1ift the security freeze to allow a specific entity or individual access to your credit report, you must call, go online or
send a written request to the credit reporting agencies by mail and include proper identification (name, address, and social
security number) and the PIN number or password provided to you when you placed the security freeze as well as the
identities of those entities or individuals you would like to receive your credit report or the specific period of time you
want the credit report available. If the request is made online or by phone, the credit reporting agency must lift a freeze
within one hour. If the request is made by mail, the credit reporting agencies have three (3) business days after receiving
your request to lift the security freeze for those identified entities or for the specified period of time.
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To remove the security freeze, you must call, go online or send a written request by mail to each of the three credit bureans
and include proper identification (name, address, and social security number) and the PIN number or password provided
to you when you placed the security freeze. If the request is made online or by phone, the credit reporting agency must
lift a freeze within one hour. If the request is made by mail, the credit reporting agencies have three (3) business days after
receiving your request to lift the security freeze permanently.

What else can I do on my own te address this situation?

We recommend that you consider taking one or more of the following steps to obtain additional information and minimize
chances of identity theft,

I. Place a 90-day fraud alert on vour credit file

An initial 90-day security alert indicates to anyone requesting your credit file that you suspect you are a victim of frand.
When you or someone else attempts to open a credit account in your name, increase the credit limit on an existing account,
or obtain a new card on an existing account, the lender should take steps to verify that you have authorized the request. If
the credit cannot verify that you have authorized this, the request should not be satisfied. You may contact any one of the
credit reporting companies below for assistance.

Experian: 1-888-397-3742; www.experian.com
TransUnion: 1-800-680-7289; www.transunion.com
Equifax: 1-800-525-6285; www.equifax.com

2. Order vour free annnal eredit reports

Consider visiting www.annualcreditreport.com or call 877-322-8228 to order your free annual credit reports. Once you
receive your credit reports, review them for discrepancies, identify any accounts you did not open, or inquiries from
creditors that you did not authorize. Verify all information is correct. If you have questions or notice any incorrect
information, contact the credit reporting company.

Equifax Experian TransUnion

P.O. Box 740256 P.O. Box 2390 P.0. Box 1000

Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19022

(866) 5104211 {866) 751-1323 (800) 888-4213

psol@equifax.com databreachinfo@experian.com hitps:/ftudatabreach tnwreports.com/
www.equifax.com WWw.experian.com/ www.transunion.com

3. Manage vour personal information

You can take steps that include carrying only essential documents with you, being aware of with whom you share your
personal information, and shredding receipts, statements, and other sensitive information.

4. Remove your name from mailing lists of pre-approved offers of credit for appraximateiv six months.

By calling 1-888-567-8688, you can obtain a form to remove your name from pre-approved credit card offers. You will
need to share some personal information, such as your name, Social Security Number and date of birth when you submit
your request. For more information on opting out of prescreen offers of credit, please refer to:

bttp://www.fic. gov/bep/edu/pubs/consumer/credit/crel7.shtm

5. Use Tools from Credit Providers

Carefully review your credit reports and bank, credit card, and other account statements. Be proactive and create alerts on
your credit cards and bank accounts for notice of activity. If you discover unauthorized or suspicious activity on your
credit report or by any other means, contact your creditor or bank immediately and file an identity theft report with your
local pelice and contact a credit reporting company.
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6. Report suspected identity fraud

You can file a report of suspected incidents of identity theft with local law enforcement, your state Attorney General, or
the Federal Trade Commission.

To obtain additional information about identity theft and ways to protect yourself:

Contact the Federal Trade Commission (“FTC”) either by visiting www.ftc.gov, www.consumer.gov/idtheft, or by calling
(877) 438-4338. If you suspect or know that you are the victim of identity theft, you can report this to the Frand
Department of the FTC, who will collect all information and make it available to law-enforcement agencies. Contact
information for the FTC is: 877-436-4338, TTY 866-653-4261.

Federal Trade Commission
Consumer Response Center
600 Permsylvania Avenue
NW Washington, DC 20580

In addition to the FTC, you also may contact your state’s attorney general’s office and the credit reporting agencies above
to provide you with information about fraud alerts and security freezes.

What if I want to speak with San Francisco Symphony regarding this incident?

While call center representatives should be able to provide thorough assistance and answer most of your questions, you
may still feel the need to speak with San Francisco Symphony regarding this incident. If so, please contact IDX, the
dedicated call center number regarding this incident at [-800-939-4170 or cail our Human Resources Department —
Catherine Carter ccarter@sfsymphony.org or (415) 503-5334.

At San Francisco Symphony, we take our responsibility to protect your personal information seriously and we regret any
concern this incident may cause you.

Smcerely,
A 4

Matthew Spivey
Interim Chief Executive Officer
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