DNA Diagnostics Center, Inc. Provides Notice of Data Security Incident

November 29, 2021 / Fairfield, OH — On August 8, 2021, DNA Diagnostics Center, Inc. (DDC) detected
potential unauthorized access to its network, during which there was unauthorized access and acquisition
of an archived database that contained personal information collected between 2004 and 2012. DDC has
been and remains fully operational, and the systems and databases that are actively used by DDC were
not infiltrated.

The impacted database was associated with a national genetic testing organization that DDC has never
used in its operations and has not been acfive since 2012. DDC acquired certain assets from this national
genetic testing organization in 2012 that included certain personal information, and therefore, impacts from
this incident are not associated with DDC. However, impacted individuals may have had their information,
such as Social Security numbers or payment information, impacted as a result.

Upaon learning of this issue, DDC proactively contained and secured the threat and executed a prompt and
thorough investigation in consultation with third-party cybersecurity professionals. DDC has also
coordinated closely with law enforcement following the discovery of this incident. The investigation
determined that the unauthorized individual(s} potentially removed certain files and folders from portions of
our database between May 24, 2021 and July 28, 2021.

The in-depth investigation concluded on October 29, 2021, and DDC has begun notifying individuals
potentially affected by this incident.

DDC has taken steps, in coordination with its third-party cybersecurity experts, to regain possession of this
personal information and ensure its safekeeping and is not aware of any reports of identity fraud or improper
use of the information.

Individuals whose personal information was potentially accessed are being notified in accordance with state
regulations, and out of an abundance of caution fo protect against identity fraud, DDC is providing a
complimentary membership of Experian credif monitoring to eligible individuals. If an individual was not
notified of this incident directly via U.S. mail, but they think their information may have been involved
because they received a relationship test as a part of court proceedings or independent, individual testing
between 2004 and 2012, they should confact 1-855-604-1656 or visit hitps://dnacenter.com/data-security-
incident-irformation-cenier/ for more information, as they may be eligible for complimentary credit
monitoring services.

DDC encourages individuals to remain vigilant against incidents of identity theft and fraud by reviewing
account statements and moniforing free credit reports for suspicious activity and to detect errors. Individuals
may also review the guidance contained under “Steps Individuals Can Take to Protect Personal
information” on DDC’s website, which can he accessed at https://dnacenter.com/data-security-incident-
information-center/. The guidance provides additional information regarding fraud alerts and security
freezes, as well as contact information for the nationwide consumer reporting agencies.

Massachusetts Residents: Under Massachusetts law, you have the right to obtain a police report in regard
to this incident. If you are the victim of identity theft, you also have the right to file a police report and obtain
a copy of it.

DBC will continue to work with third-party experts to harden our cybersecurity defenses, as ensuring the
safety and security of the personal information entrusted to us remains our primary responsibility.
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We wifl keep this page updated with actions we are taking, including free credit monitoring and identity theft
protection services for those whose personal information was potentiolly accessed,

What happened?

On August 6, 2021, DNA Diagnastics Center, Inc. (DDC) detected potential unauthorized access to its netwaork,
during which there was unauthorized access and acquisition of an archived database that contained personal
infermation collected between 2004 and 2012, The impacted database was associated with a national genetic
testing organization system that DDC acquired in 2012. This system has never been used in DDC's operations
and has not been active since 2012.

Therefore, impacts from this incident are not associated with DDC. However, impacted individuals may have had
their information, such as Social Security number or payment information, impacied as a result.

Upen learning of this issue, DDC proactively contained and secured the threat and executed a prompt and
thorough investigation in consultation with third-party cybersecurity prefessionals. DDC has also coordinated
closely with law enforcement following the discovery of this incident. Our investigation determined that the
unauthorized individual(s) potentiaily removed certain files and folders from portions of our database between
May 24, 2021 and july 28, 2021. DDC has been and remains fully operational, and the systems and databases
that are actively used by DDC were net infiltrated.

The in-depth investigation concluded on October 29, 2021, and DDC has begun notifying individuals potentially
affected by this incident.

How will you know if you were impacted?

If yous know you have received a relationship test from DDC directly, this incident did not affect that test, as the
infarmation was acquired from an archived system that was never used hy DDC,

Individuals whose personal information was potentially accessed are being notified in accordance with state
regutations, and out of an abundance of caution to protect against identity fraud, DDC is providing a
complimentary membership of Experian credit monitaring to eligible individuals.

If you received a relationship test as a part of court proceedings ar independent, individual testing between
2004 and 2012 but have not received a mailed letter from DDC regarding this incident, please contact 1-855-604-
1656 as you may he eligible for complimentary credit monitoring services through Experian.

What is DDC doing?

DDC has taken steps, in coordination with its third-party cybe ®  Hello! £) Do you want toknow the status of your test?

personal information and ensure its safekeeping, DDCis not.
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use of the information.

Additionally, out of an abundance of caution, we are offering free credit monitoring for impacted individuals to
protect against identity fraud - see below for more Information, Ensuring the safety and security of the
personal information entrusted to us remains our primary responsibility, and we will continue to work
with third-party experts to harden our cybersecurity defenses.

If you have any further questions regarding this incident, please cail our dedicated and confidential toll-
free respense line that we have set up to respond to questions at 1-855-604-1656 The response line is
available Monday through Friday 9:00 AM te 9:00 PM, Eastern Standard Time, excluding U.S. Holidays

STEPS INDIVIDUALS CAN TAKE TO PROTECT
PERSONAL INFORMATION:

1. Placing a Fraud Alert on Your Credit File.

Whether or not you choose to use the complimentary 12-month credit monitoring services, we recommend that
you place an initial 1-year “fraud alert” on your credit files, at no charge. A fraud alert Lells creditors to contact
you personally before they open any new accounts. To place a fraud alert, calt any ong of the three major credit
bureaus at the numbers listed below. As soon as one credit bureau confirms your fraud alert, they will notify

the others.
Equifax ) TransUnion LLC
Experian
P.0. Box 105788 P.O. Box 6790
P.0. Box 9554
Atlanta, GA 30348 Fullerton, PA 92834-6790
Alien, TX 75013 .
hitps:/Awww,.equifax.com/personal/credit- https://www.transunion.com/frat

. hitps:/ A, experian.comfAraud/center.html

report-services/credit-fraud-alerts/ ‘ alerts
{88R)397-3742

{800) 525-6285 (800) 680-7289

2. Placing a Security Freeze on Your Credit File.

If you are very concernad about becoming a victim of fraud or identity theft, you may request a “security freeze”
be placed on your credit file, at no charge. A security freeze prohibits, with certain specific exceptions, the
consumer reporting agencies from refeasing your credit repart or any information from it without your express
authorization. You may place a security freeze on your credit report by sending a request in writing or by mail, to
all three nationwide credit reporting companies. To find out more about how to place a security freeze, you can

use the following contact information:

Equifox Security Freeze , . . .
Experian Security Freeze TransUnion Security Freeze

P.C. Box 105788
P.O. Box 9554 P.C. Box 2000

Atlanta, GA 20348
Allen, TX 75013 Chester, PA 19016

https:/fwww.equifax.com/personal/credit- , ) .
: ) http://fexperianconmdfreeze  hitp//www.iransunion.com/securityfreeze
repori-services/credit-freeze/
(888) 397_3742 GO0 ONO COT7

800) 345-9960
¢ ) @ Hello! £ Do you want to know the status of your test?
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in order to place the security freeze, yourl need to supply your name, address, date of birth, Social Security
number and other personal information. After receiving your freeze request, each credit monitoring company
wili send you a confirmation letter containing a unique PIN (personal identification number) or password. Keep
the PIN or password in a safe place. You will need it if you choose to lift the freeze.

if your personal information has been used tc file a false tax return, to open an account or to attempt to open
an account in your name or to commit fraud or other crimes against you, you may file a police report in the City
in which you currently reside.

If you do place a security freeze prior to enrolling in the credit monitoring service as described above, you will
need to remove the freeze in order to sign up for the credit monitoring service. After you sign up for the credit
monitaring service, you may refreeze your credit file,

3. Obtaining a Free Credit Report.

Under federal law, you are entitled to one free credit report every 12 manths from each of the abave three

major nationwide credit reporting companies. Call 1-877-322-8228 or request your free credit reports online at
www.annualcreditreport.com. Cnce you receive your credit reports, review them for discrepancies. tdentify
any accounts you did nat open or inquiries from creditors that you did not autharize. Verify all information is
correct. If you have questions or notice incarrect information, contact the credit reporting company.

4, Additional Helpful Resources.

Even if you do not find any suspicious activity on your initial credit reports, the Federat Trade Commission (FTC)
recommends that you check your credit reparts pericdically. Checking your credit repart periodically can help
you spot problems and address them quickly.

If you find suspicious activity on your credit reports or have reason to believe your information is being misused,
call your focal law enforcement agency and file a police report. Be sure to obtain a copy of the police report, as
rmany creditors will want the inforration it contains to absolve you of the fraudulent debts. You may also file a
complaint with the FTC by contacting them on the web at www.fic.gov/idtheft, by phene at 1-877-IDTHEFT (1-
877-438-4338), or by mail at Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue,
NW, Washington, DC 20580. Your complaint will be added to the FTC's ldentity Theft Data Clearinghouse, where
it will be accessibie to law enfarcement for their investigations, In addition, you rmay obtain information from the

FTC about fraud alerts and security freezes.

# this notice letter states that your financial account information and/or credit or debit card information was
impacted, we recommend that you contact your finandial institution to inquire about steps to take to protect
your account, including whether you should close your account or obtain a new account rumber.

Washington D.C. Residents: You may cbtain information about preventing identity theft from the Office of the
Attorney General far the District of Columbia, 441 4th Street NW, Suite 110 South, Washington D.C. 2001,
https://oag.dc.gov/consumer-protection, Telephone: 1-202-727-3400.

New York Residents: You may obtain information about preventing identity theft from the New York Attorney
General's Office: Office of the Attorney General, The Capitol, Albany, NY 12224-0341;
https://ag.ny.goviconsumer-frauds-bureau/identity-theft; Telephone: 800-771-7755.

towa Residents: You may contact law enforcement or the fowa Attorney General's Office to report suspected
incidents of identity Theft: Office of the Attorney General of lowa, Consumer Protection Division, Hoover State
Office Building, 1305 East Walnut Street, Des Moines, 1A 50319. wiww iowaattorneveeneral.gov. Teleshone: (515)

281-5164, () Hello! £ Dayou want to know the status of your test?
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Maryland Residents: You may obtain information about avoiding identity theft from the Maryland Attorney
General's Office: Office of the Attorney General of Maryland, Consumer Protection Division, 200 St. Paul Place,
Baltimore, MD 21202, www.0ag.state.md.us/Cansumer, Telephone: 1-888-743-0023,

North Carolina Residents: You may chtain informaticn about preventing identity theft from the North Carolina
Attorney General's Office: Office of the Attorney General of North Carclina, Consumer Protection Division, 9001
Mail Service Center, Raleigh, NC 27693-9001, www.ncdoj.gov/, Telephone: 877-566-7226.

Oregon Residents: You may obtain information about preventing identity theft from the Oregon Attorney
General's Office: Oregon Department of justice, 1162 Court Street NE, Salem, OR 97301-4056,
www,doj.state.or.us/, Telephone: 877-877-9392,

Massachusetts Residents: Under Massachusetts law, you have the right to obtain a police report in regard to
this incident. If you are the victim of identity theft, you also have the right to fiie a police report and obtain a
copy of it.

MNew Mexico Residents: You have rights under the federal Fair Credit Reporting Act (FCRA). These include,
among others, the right to know what is in your file; to dispute incomplete or inaccurate information; and 16
have consumer reporting agencies correct or delete inaccurate, incomplete, or unverifiable information. For
more information about the FCRA, please visit www.consumer.fic.gov/artides/pdf-0096-fair-credit-reporting-
act.pdf or www.ftcgov,

in Addition, New Mexico Consumers Hove the Right to Obtain a Security Freeze or Submit a Declaration of Removal

As noted above, you may obtain a security freeze on your credit report to protect your privacy and ensure that
credit is not granted In your name without your knowledge, You may submit a declaration of removal to remove
information placed in your credit report as a result of being a victim of identity theft. You have a right to place a
security freeze on your credit report or submit a declaration of removal pursuant te the Fair Credit Reporting
and [dentity Security Act.

The security freeze is designed to prevent credit, loans, and services from being approved in your name without
your consent. When you place a security freeze on your credit report, you will be provided with a personal
identification number, password, or similar device to use if you choose to remove the freeze on your credit
report of to temporarily authorize the release of your credit report to a specific party or parties or for a specific
period of time after the freeze is in place. To remove the freeze or to provide authorization far the temporary

release of your credit report, you must contact the consumer reporting agency and provide alf of the following:

1. The unique personal ideniification number, password, or similar device provided by the consumer reporting
agency,

2. Proper identification to verify your identity; and

3. Information regarding the third party or parties who are to receive the credit report or the period of time for
which the credit report may be released to users of the credit report.

A consumer reporting agency that receives a request from a consumer to lift temporarily a freeze on a credit
report shall comply with the request no later than three business days after receiving the request. As of
Septernber 1, 2008, a consumer reporting agency shali comply with the request within fifteen minutes of
receiving the request by a secure ejectronic method or by telephone.

A security freeze does not apply in all circumstances, such as where you have an existing account relationship
and a copy of your credit report is requested by your existing creditor or its agents for certain types of account
review, collection, fraud control, or similar activities; for use in setting or adjusting an insurance rate or claim or
insurance underwriting; for certain governmental purposes; and for purposes of prescreening as defined in the

federa! Fair Credit Reporting Act.
@ Hello! £Y Do you want to know the status of your test?
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If you are actively seeking a new credit, loan, utility, telephone, or insurance account, you shoutd understand
that the procedures Invoived in lifting a security freeze may slow your own apptications for credit. You should
plan ahead and [ift a freeze, either completely if you are shopping around or specifically for a certain creditor,
with enough advance notice befare you apply for new credit for the lifting to take effect. You should contact a
consumer reporting agency and request it to lift the freeze at least three business days before applying. As of
September 1, 2008, if you contact a consumer reporting agency by a secure electronic method or by telephone,
the consumer reporting agency should §ift the freeze within fifteen minutes, You have a right to bring a civil
action against a consumer reparting agency that violates your rights under the Fair Credit Reporting and Identity
Security Act.

Te place a security freeze on your credit report, you must send a request £o each of the three major consumer
reporting agencies: Equifax, Experian, and TransUnion, You may contact these agencies using the contact
information provided above.

Rhode Island Residents: You may contact law enforcement, such as the Rhode Island Attorney General's
Office, to report incidents of identity theft or to learn about steps you can take to protect yourself from identity
theft. You can contact the Rhode Island Attorney General at: Rhode Island Office of the Atforney General, 150
South Main Street, Providence, Rl 02503, www.riag.rigov, (401) 274-4400,

As noted above, you may obtain a security freeze on your credit report to protect your privacy and ensure that
credit is not granted in your name without your knowledge, You have a right to place a *security freeze” on your
credit report pursuant to chapter 48 of title 6 of the Identity Theft Prevention Act of 20086,

The security freeze is designed to prevent credit, loans, and services from being approved in your name without
your consent. When you place a security freeze on your credit report, within five {5) business days you will be
provided a personat identification number or password to use if you choose to remove the freeze on your credit
report or ta tempararily autharize the release of your credit report for a specific period of time after the freeze is
in place. To provide that authorization, you must contact the consumer reparting agency and provide all of the

following:

1. The unique personal identification number or password provided by the consumer reporting agency.

2. Proper identification to verify your identity.

3. The proper information regarding the period of time for which the report shall be available to users of the
credit repart,

A consumer reporting agency that receives a request from a consumer to temporarily lift a freeze on a credit

report shall comply with the request no later than three (3) business days after receiving the request.

A security freeze does not apply to circumstances where you have an existing account relationship and a copy of
your report is requested by your existing creditor or its agents or affiliates for certain types of an account review,
collection, fraud control, or similar activities.

If you are actively seeking a new credit, loan, utility, telephone, or insurance account, you should understand
that the procedures involved in lifting a security freeze may slow your own applications for credit. You should
plan ahead and lift a freeze — either completely, if you are shopping around, or specifically for a certain creditor
- with enough advance notice before you apply for new credit for the lifiing to take effect.

You have a right to bring a civit action against someone who violates your rights under the credit reporting [aws.

The action can be brought against a consumer reperting agency or a user of your credit report.

To place a security freeze on your credit report, you must send a request to each of the three major consumer
reporting agencies: Equifax, Experian, and TransUnion. These agencies can be contacted using the contact
information provided abave. ' '

@ Hello! &‘2} Do you want to know the status of your test?
In order to reglest a security freeze, you may need{o provide uie sunvwiig vnusinauuin,
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1. Your full name (inciuding middle initial as welt as ir., Sr., I, I, etc.);

2. Sacial Security number;

3. Date of birth;

4, Complete address;

5. Prior addresses;

6. Proofis) of identification (state driver's license or iD card, milltary identification, birth certificate, etc.);

7. If you are a victim of identity theft, a copy of either the police report, investigative report, or complaint to a law
enforcement agency concerning identity theft.

There were 234 Rhode Island residents impacted by this incident.

22021 DNA Diagnostcs Center. A Rights Reserved,

& Hello! £ Do you want to know the status of your test?
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