Partnership HealthPlan of California
P.O. Box 3923
Syracuse, NY 13220

Re: Notice of Data Breach

Partnership HealthPlan of California (“PHC”) is writing to make you aware of an incident that may affect the
security of some of your information. We take this incident seriously, and write to provide you with information
about the incident, what we are doing in response, and the resources that are available to you to help better
protect your personal information from possible misuse, should you feel it is appropriate to do so.

May 18, 2022

What Happened? | On March 19, 2022, PHC identified unusual activity on its network. In response,
PHC immediately began an investigation with the assistance of cybersecurity
specialists. We have evidence that an unauthorized party accessed or took certain
information from PHC’s network on or about March 19, 2022.

What Information | Based on the investigation into this incident, it was determined that the
Was Involved? information involved may include your name, Social Security number, date of
birth, Driver’s License number (if provided), Tribal ID number (if provided),
medical record number, treatment, diagnosis, prescription and other medical
information, health insurance information, member portal username and
password, email address, and address.

What We Are PHC started a thorough process to identify what information was potentially
Doing: contained within the impacted files, and to whom that information belonged. That
process is ongoing. While we have not confirmed what specific information may
have been accessed or taken, because the possibility exists, we are now notifying
those individuals whose information was potentially impacted by the incident. In
addition, we notified federal law enforcement, with reference number
12203221559516532, and are notifying regulatory authorities as required by law.
We are also notifying potentially affected individuals, including you, so that you
may take further steps to best protect your personal information, should you feel
it is appropriate to do so. In addition, we arranged to have Cyberscout, a
TransUnion company, provide credit monitoring services for two years at no cost
to you.

We regret that this incident occurred and want to assure you that we have taken
many steps to increase existing security and are reviewing our existing policies
and procedures to identify additional safeguards which may further secure the
information in our systems.

What You Can We encourage you to remain vigilant against incidents of identity theft and fraud
Do: by reviewing your account statements and monitoring your free credit reports for




suspicious activity and to detect errors over the next 12 to 24 months. You may
also enroll in the complimentary credit monitoring services we are making
available to you. Enrollment instructions are attached to this letter.

Other Important | Please review the information contained in the enclosed Steps You Can Take to

Information: Help Protect Your Personal Information.
For More For more information about online protections, you may visit the Web site of the
Information: California Department of Justice, Privacy Enforcement and Protection at

https://oag.ca.gov/privacy.

Agency Contact: | We understand you may have additional questions not addressed by this letter. If
you have questions, please call our dedicated assistance line at 1-844-650-2037
from 5:00 am to 5:00 pm Pacific time, Monday through Friday, excluding
holidays.

Sincerely,

Partnership HealthPlan of California

STEPS YOU CAN TAKE TO HELP PROTECT YOUR PERSONAL INFORMATION

Enroll in Credit Monitoring

We are providing you with access to credit monitoring/credit report/credit score services at no charge. These
services provide you with alerts for twenty-four (24) months from the date of enrollment when changes occur
to your credit file. This notification is sent to you the same day that the change or update takes place with the
bureau. Finally, we are providing you with proactive fraud assistance to help with any questions that you might
have or in event that you become a victim of fraud. These services will be provided by Cyberscout, a
TransUnion company specializing in fraud assistance and remediation services.

To enroll in Credit Monitoring services at no charge, please log on to https://bfs.cyberscout.com/activate and
follow the instructions provided. When prompted please provide the following unique code to receive services:

In order for you to receive the monitoring services described above, you must enroll within
90 days from the date of this letter.

The enrollment requires an internet connection and an email account, and services may not be available to
minors under the age of 18 years of age. When signing up for monitoring services, you may be asked to verify
personal information for our own protection to confirm your identity.

Monitor Your Accounts

Under U.S. law, a consumer is entitled to one free credit report annually from each of the three major credit
reporting bureaus, Equifax, Experian, and TransUnion. To order your free credit report, wvisit
www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also directly contact the three major
credit reporting bureaus listed below to request a free copy of your credit report.




Consumers have the right to place an initial or extended “fraud alert™ on a credit file at no cost. An initial fraud
alert is a 1-year alert that is placed on a consumer’s credit file. Upon seeing a fraud alert display on a
consumer’s credit file, a business is required to take steps to verify the consumer’s identity before extending
new credit. If you are a victim of identity theft, you are entitled to an extended fraud alert, which is a fraud
alert lasting seven years. Should you wish to place a fraud alert, please contact any one of the three major
credit reporting bureaus listed below.

As an alternative to a fraud alert, consumers have the right to place a “credit freeze” on a credit report, which
will prohibit a credit bureau from releasing information in the credit report without the consumer’s express
authorization. The credit freeze is designed to prevent credit, loans, and services from being approved in your
name without your consent. However, you should be aware that using a credit freeze to take control over who
gets access to the personal and financial information in your credit report may delay, interfere with, or prohibit
the timely approval of any subsequent request or application you make regarding a new loan, credit, mortgage,
or any other account involving the extension of credit. Pursuant to federal law, you cannot be charged to place
or lift a credit freeze on your credit report. To request a credit freeze, you will need to provide the following
information:

Full name (including middle initial as well as Jr., Sr., II, 11, etc.);

Social Security number;

Date of birth;

Addresses for the prior two to five years;

Proof of current address, such as a current utility bill or telephone bill;

A legible photocopy of a government-issued identification card (state driver’s license or ID card, etc.):
and

7. A copy of either the police report, investigative report, or complaint to a law enforcement agency
concerning identity theft if you are a victim of identity theft.

R

Should you wish to place a fraud alert or credit freeze, please contact the three major credit reporting bureaus
listed below:

Equifax Experian TransUnion

https://www.equifax.com/personal/credit- https://www.transunion.com/credit-

report-services/ https://www.experian.com/help/ | help

1-888-298-0045 1-888-397-3742 1-833-395-6938

Equifax Fraud Alert, P.O. Box 105069 | Experian Fraud Alert, P.O. Box | TransUnion Fraud Alert, P.O. Box

Atlanta, GA 30348-5069 9554, Allen, TX 75013 2000, Chester, PA 19016

Equifax Credit Freeze, P.O. Box 105788 | Experian Credit Freeze, P.O. | TransUnion Credit Freeze, P.O.

Atlanta, GA 30348-5788 Box 9554, Allen, TX 75013 Box 160, Woodlyn, PA 19094
Additional Information

As a general practice, we encourage individuals to frequently reset online account passwords, to use complex
password combinations, and to not share passwords or use identical passwords for multiple online
accounts. You may further educate yourself regarding identity theft, fraud alerts, credit freezes, and the steps
you can take to protect your personal information by contacting the consumer reporting bureaus, the Federal
Trade Commission, or your state Attorney General. The Federal Trade Commission may be reached at: 600
Pennsylvania Avenue NW, Washington, DC 20580; www.identitytheft.gov; 1-877-ID-THEFT (1-877-438-
4338); and TTY: 1-866-653-4261. The Federal Trade Commission also encourages those who discover that
their information has been misused to file a complaint with them. You can obtain further information on how
to file such a complaint by way of the contact information listed above. You have the right to file a police
report if you ever experience identity theft or fraud. Please note that in order to file a report with law
enforcement for identity theft, you will likely need to provide some proof that you have been a victim. Instances



of known or suspected identity theft should also be reported to law enforcement and your state Attorney
General. This notice has not been delayed by law enforcement.

For District of Columbia residents, the District of Columbia Attorney General may be contacted at: 400 6™
Street, NW, Washington, D.C. 20001; 202-727-3400; and oag(@dc.gov.

For Maryland residents, the Maryland Attorney General may be contacted at: 200 St. Paul Place, 16th Floor,
Baltimore, MD 21202; 1-410-528-8662 or 1-888-743-0023; and www.oag.state.md.us. PHC is located at 4665
Business Center Drive, Fairfield, CA 94534-1675.

For New Mexico residents, you have rights pursuant to the Fair Credit Reporting Act, such as the right to be told
if information in your credit file has been used against you, the right to know what is in your credit file, the right
to ask for your credit score, and the right to dispute incomplete or inaccurate information. Further, pursuant to
the Fair Credit Reporting Act, the consumer reporting bureaus must correct or delete inaccurate, incomplete, or
unverifiable information; consumer reporting agencies may not report outdated negative information; access to
your file is limited; you must give your consent for credit reports to be provided to employers; you may limit
“prescreened” offers of credit and insurance you get based on information in your credit report; and you may
seek damages from violator. You may have additional rights under the Fair Credit Reporting Act not
summarized here. Identity theft victims and active duty military personnel have specific additional rights
pursuant to the Fair Credit Reporting Act. We encourage you to review your rights pursuant to the Fair Credit
Reporting Act by visiting www.consumerfinance.gov/f/201504 cfpb summary your-rights-under-fcra.pdf, or
by writing Consumer Response Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W.,
Washington, D.C. 20580.

For New York residents, the New York Attorney General may be contacted at: Office of the Attorney General,
The Capitol, Albany, NY 12224-0341; 1-800-771-7755; or https://ag.ny.gov/.

For North Carolina residents, the North Carolina Attorney General may be contacted at: 9001 Mail Service
Center, Raleigh, NC 27699-9001; 1-877-566-7226 or 1-919-716-6000; and www.ncdoj.gov.

For Rhode Island residents, the Rhode Island Attorney General may be reached at: 150 South Main Street,
Providence, RI 02903; www.riag.ri.gov; and 1-401-274-4400. Under Rhode Island law, you have the right to
obtain any police report filed in regard to this incident. There are 16 Rhode Island residents impacted by this
incident.




NONDISCRIMINATION NOTICE

Discrimination is against the law. Partnership HealthPlan of California (PHC) follows State
and Federal civil rights laws. PHC does not unlawfully discriminate, exclude people, or treat
them differently because of sex, race, color, religion, ancestry, national origin, ethnic group
identification, age, mental disability, physical disability, medical condition, genetic
information, marital status, gender, gender identity, or sexual orientation.

PHC provides:

o Free aids and services to people with disabilities to help them communicate better,
such as:

v Qualified sign language interpreters
v" Written information in other formats (large print, audio, accessible electronic
formats, other formats)

e Free language services to people whose primary language is not English, such as:

v Qualified interpreters
v"Information written in other languages

If you need these services, contact PHC between 8 a.m. — 5 p.m. by calling

(800) 863-4155. If you cannot hear or speak well, please call (800) 735-2929 or California
Relay 711. Upon request, this document can be made available to you in braille, large
print, audiocassette, or electronic form. To obtain a copy in one of these alternative
formats, please call or write to:

Partnership HealthPlan of California
4665 Business Center Drive, Fairfield, CA 94534

(800) 863-4155
(800) 735-2929 or California Relay 711

HOW TO FILE A GRIEVANCE

If you believe that PHC has failed to provide these services or unlawfully discriminated in
another way on the basis of sex, race, color, religion, ancestry, national origin, ethnic group
identification, age, mental disability, physical disability, medical condition, genetic
information, marital status, gender, gender identity, or sexual orientation, you can file a
grievance with a PHC Civil Rights Coordinator. You can file a grievance by phone, in
writing, in person, or electronically:




¢ By phone: Contact PHC’s Member Services between 8 a.m. — 5 p.m. by calling

(800) 863-4155. Or, if you cannot hear or speak well, please call (800) 735-2929 or
California Relay 711.

¢ In writing: Fill out a complaint form or write a letter and send it to:

Partnership HealthPlan of California

Attn: Grievance: PHC Civil Rights Coordinator
4665 Business Center Drive

Fairfield, CA 94534

¢ In person: Visit your doctor’s office or PHC and say you want to file a grievance.

o Electronically: Visit PHC’s website at https://partnershiphp.org.

OFFICE OF CIVIL RIGHTS — CALIFORNIA DEPARTMENT OF HEALTH CARE
SERVICES

You can also file a civil rights complaint with the California Department of Health Care
Services, Office of Civil Rights by phone, in writing, or electronically:

o By phone: Call 916-440-7370. If you cannot speak or hear well, please call 711
(Telecommunications Relay Service).

e |n writing: Fill out a complaint form or send a letter to:

Deputy Director, Office of Civil Rights
Department of Health Care

Services Office of Civil Rights

P.O. Box 997413, MS 0009
Sacramento, CA 95899-7413

Complaint forms are available at
http://www.dhcs.ca.gov/Pages/Language Access.aspX.

e Electronically: Send an email to CivilRights@dhcs.ca.gov.

OFFICE OF CIVIL RIGHTS - U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

If you believe you have been discriminated against on the basis of race, color, national
origin, age, disability or sex, you can also file a civil rights complaint with the U.S.

Department of Health and Human Services, Office for Civil Rights by phone, in writing, or
electronically:

o By phone: Call 1-800-368-1019. If you cannot speak or hear well, please call
TTY/TDD 1-800-537-7697.



e In writing: Fill out a complaint form or send a letter to:

U.S. Department of Health and Human Services
200 Independence Avenue, SW

Room 509F, HHH Building

Washington, D.C. 20201

Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html.

e Electronically: Visit the Office for Civil Rights Complaint Portal at
https://ocrportal.hhs.gov/ocr/portal/lobby.jsf.

TAGLINES

English Tagline

ATTENTION: If you need help in your language call 1-800-863-4155

(TTY: 1-800-735-2929). Aids and services for people with disabilities, like documents in
braille and large print, are also available. Call 1-800-863-4155 (TTY: 1-800-735-2929).
These services are free of charge.

(Arabic) dx sy Jladd)

1-800-863-4155 — Juaild ccliali saclual) ) canial 13) oLV oa i

45y s 4 i) laiinall Jie dBleY) (553 Galadd cilerall g e ludl gl 53 (TTY: 1-800-735-2929)
1-800-863-4155 — Juail , ) Ladll 5 s 3

Al cleasll o3 (TTY: 1-800-735-2929)

Swjbptu whwnwly (Armenian)

NFCUMNFE@3NFL: Grb Qtiq oqunienLl £ hwpywynp Q6 |Ggyny, quuquwhwntp 1-800-
863-4155 (TTY: 1-800-735-2929): LwU Lwl. odwlunwy Uhgngutin nL wnwjnLpynLulbn
hwJdwunwdnipintu nlubgnn wluédwug hwdwp, ophuwy” Fpwjth gpwnhwny n
fun2npwwnwn tnwwagpywsd Uniptn: 2Qwuqwhwntp 1-800-863-4155 (TTY: 1-800-735-
2929): Ujn dwnwynrpynclltpl wuysdwn Gu:

NN TN aNiei (Cambodian)

Gam: i0HMA (81 MISNSW Man IUIHS gy Sindnisiig 1-800-863-4155
(TTY: 1-800-735-2929)4 RSt SH 1UNMY UENU NSO
STMARNIUIAINHAPIR IEUNSOMIE S URsaNIiniiimMHRPINY S

RGN SNNINM giduMiue 1-800-863-4155 (TTY: 1-800-735-2929)1
INFAYSiNiSBsAnIgIgw




B &P XHR1E (Chinese)

BER  MREEZLEHIBIEIRMEE) |, 152 1-800-863-4155

(TTY: 1-800-735-2929). B AR EEWEKEATHFBEARS |, HIINXENFERAFH
ik, th@AFEIRAN. 1BEE 1-800-863-4155 (TTY: 1-800-735-2929), XLRFBEPE R
.

(Farsi) ¢w)ld b)) & wlbbo

1-800-863-4155 1 wuiS sl s> SaS 393 ol) 4 adlgsuw )3l dzgi

Aile gl s 3lysl Goguame Dloas g SaS .3y S Juled (TTY: 1-800-735-2929)
1-800-863-4155 L .Cuwl 39280 jui oSy b9y> b Ul g Jup b Gla dsu

Adgdow dll oKl Sleas cul .8y pulad (TTY: 1-800-735-2929)

&< TS (Hindi)

T ¢&: 3R 3MUH! T HTHT & TSR D1 ATaIHdT § df 1-800-863-4155

(TTY: 1-800-735-2929) TR SHId B | AT Tal AT & fole TeTadT 3R Jamd, S o 3R
¥3 fife 7 1} Sxaas Suas 81 1-800-863-4155 (TTY: 1-800-735-2929) TR &Hid &3 | T JaTd
. 3o R

Nge Lus Hmoob Cob (Hmongq)

CEEB TOOM: Yog koj xav tau kev pab txhais koj hom lus hu rau 1-800-863-4155

(TTY: 1-800-735-2929). Muaj cov kev pab txhawb thiab kev pab cuam rau cov neeg xiam
oob ghab, xws li puav leej muaj ua cov ntawv su thiab luam tawm ua tus ntawv loj. Hu rau
1-800-863-4155 (TTY: 1-800-735-2929). Cov kev pab cuam no yog pab dawb xwb.

BA&EERD (Japanese)

FEBARETCOMNINBELIZE (F 1-800-863-4155 (TTY: 1-800-735-2929) N 5 BEE 12
S0, AFOBHCXFOBARTL S, BAVWELSBELOADLHDT—E 2L AEL
TWFE 9., 1-800-863-4155 (TTY: 1-800-735-22) N B EEC L& L\, ChsDH—E 2
FEMTRHELTVET,

20| Ej 12121 (Korean)

FOIALE: Hotel A2 =22 B A O AP 1-800-863-4155 (TTY: 1-800-735-2929)
Moz ZOISHYAIR. AL 2 X2 B ML 20| Yo7t A= 252 fIot =21t
MHIAE 018 7hs LTt 1-800-863-4155 (TTY: 1-800-735-2929) HO 2 FO|5HAA| 2,
olgiet M|~z R 22 XMSE LT

ccNlowrg91970 (Laotian)

UrNa0: rfwi*mm”agm1)e)0°)udoecﬁja?vw‘)meaguhv‘lm’?mmvcﬁ 1-800-863-4155
(TTY 1-800-735-2929). £950090808cHDCENIVVINIVFIFVOVWNIV
cQueoONt 3‘7DU)CUD83’)38DDDCCQ 5BV loitvmacs 1-800-863-4155

(TTY: 1-800-735-2929). m1)UQnvvcmﬁvumagcsem?ams‘log




Mien Tagline (Mien)

LONGC HNYOUV JANGX LONGX OC: Beiv taux meih giemx longc mienh tengx faan
benx meih nyei waac nor douc waac daaih lorx taux 1-800-863-4155

(TTY: 1-800-735-2929). Liouh lorx jauv-louc tengx aengx caux nzie gong bun taux ninh
mbuo wuaaic fangx mienh, beiv taux longc benx nzangc-pokc bun hluo mbiutc aengx caux
aamz mborqv benx domh sou se mbenc nzoih bun longc. Douc waac daaih lorx
1-800-863-4155 (TTY: 1-800-735-2929). Naaiv deix nzie weih gong-bou jauv-louc se benx
wang-henh tengx mv zugc cuotv nyaanh oc.




ardt QABTES (Punjabi)

fomims e 7 3978 »u I 198 Hee © 83 J 31 1% FJ 1-800-863-4155 5
(TTY: 1-800-735-2929). " &t &l AJTE3T w3 AL, < fq g% w3 Wl surd feg
TAIRH, < QUBHY T6| IS FJ 1-800-863-4155 (TTY: 1-800-735-2929).

&g Aeei He3 75|

Pycckuiu cnoraH (Russian)

BHUMAHWE! Ecnun Bam Hy)XHa nomolLLb Ha BalleM pogHOM S3blke, 3BOHUTE Mo Homepy 1-
800-863-4155 (nuHua TTY: 1-800-735-2929). Takke npegoCcTaBnAOTCS CpeacTBa U yCnyru
AN nogen ¢ orpaHNYeHHbIMU BO3MOXXHOCTSIMW, HAanpUMep OOKYMEHTbI KPYMHbIM
wpudtom nnu wpudgtom bpanns. 3soHuTte no Homepy 1-800-863-4155

(MuHKna TTY: 1-800-735-2929). Takme ycnyru npegoctaBnstoTca 6ecnnaTHo.

Mensaje en espaiol (Spanish)

ATENCION: si necesita ayuda en su idioma, llame al 1-800-863-4155

(TTY: 1-800-735-2929). También ofrecemos asistencia y servicios para personas con
discapacidades, como documentos en braille y con letras grandes. Llame al
1-800-863-4155 (TTY: 1-800-735-2929). Estos servicios son gratuitos.

Tagalog Tagline (Tagaloq)

ATENSIYON: Kung kailangan mo ng tulong sa iyong wika, tumawag sa
1-800-863-4155 (TTY: 1-800-735-2929). Mayroon ding mga tulong at serbisyo para sa
mga taong may kapansanan,tulad ng mga dokumento sa braille at malaking print.
Tumawag sa 1-800-863-4155 (TTY: 1-800-735-2929). Libre ang mga serbisyong ito.

wiinlavaielng (Thai)

Tdsansu: wnaasasnIsanuhamudailunmuasaan AT TNsAWIlUA RN aRY
1-800-863-4155 (TTY: 1-800-735-2929) uanannil dewsaulianuhandauazusinisey o
fuduyaAaniauRnIg 1y 1eARITENN 9 .
nidludnesusaduaziandsinuwaiaddnwsaualug nsaninsdwrildivanaaa
1-800-863-4155 (TTY: 1-800-735-2929) Liia1dadwiuusnisiwaiil

Mpumitka ykpaiHcbKor (Ukrainian)

YBAIA! Akwio Bam noTpibHa gonomora BaLlow pigHOK MOBO, TeNedoHynTe Ha Homep 1-
800-863-4155 (TTY: 1-800-735-2929). Iltogm 3 0OMEXEHNMN MOXKIMBOCTAMU TaKOX
MOXYTb CKOPMUCTaTMUCH AOMNOMPKHUMM 3acobamu Ta nocnyramu, Hanpuknag, oTpumaTi
AOKYMEHTU, HagapyKkoBaHi Wwpudgtom bpannsa Ta Benvkum wpnudtom. TenedoHynte Ha
Homep 1-800-863-4155 (TTY: 1-800-735-2929). Lli nocnyrn 6e3koLTOBHI.

Khau hiéu tiéng Viét (Vietnamese)

CHU Y: Néu quy vi can tro giup bang ngdn ngir ctia minh, vui 16ng goi s

1-800-863-4155 (TTY: 1-800-735-2929). Chuing t6i cling hd tro va cung cap céac dich vu
danh cho nguoi khuyét tat, nhw tai liéu bang chi ndi Braille va chir khd I&n (chir hoa). Vui
long goi s6 1-800-863-4155 (TTY: 1-800-735-2929). Cac dich vu nay d&u mién phi.






